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Introduction

Vembu VMBackup is a comprehensive data protection solution that is designed to help
users backup virtual data centers (Virtual machines in VMware and Hyper-V server
environment) in a more secured fashion and simplest way possible. While Optional Cloud
Disaster Recovery option provides the ability to have data redundancy and disaster
recovery in the event of data center downtime.

Vembu VMBackup User Guide

Architecture

e VMware Architecture
e Hyper-V Architecture

Vembu VMBackup User Guide

VMware Architecture

VMware Backup
VMware Replication
Data Transport Modes
Changed Block Tracking

Application Aware Consistancy

Back to Architecture

Vembu VMBackup User Guide

VMware Backup
Backing up virtual machines from a VMware environment involves the following steps:

e Vembu VMBackup requires login credentials of VMware production servers and once
provided it opens communication with VMware ESXi production storage and backup
VM data as per configuration.

e Vembu VMBackup works as a proxy between ESXi host and Vembu BDR Backup
Server.

e The backed up VM data will be compressed and encrypted on-fly for security and
minimal transfer purposes.

e On reaching backup server, the backup data will be compressed and encrypted at rest
on storage repositories. This ensures room to store more data.

6/332 . . .
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vCenter Server

Back to VMware Architecture

Vembu VMBackup User Guide

VMware Replication

Apart from backup and restore of virtual machines, Vembu VMBackup also supports
replicating virtual machines from one production hosts to another. The steps involved in
replicating VMs using Vembu VMBackup is briefed in below architecture:

e Vembu VMBackup acts as an agent that communicates with VMware ESXi production
storage and replicates VM data to another ESXi host.

e Vembu VMBackup works as a proxy between both the ESXi hosts.

e Replicated VM will be in power-off mode.

e Supports VM Failover and Failback.

vCenter Server

Back to VMware Architecture

Vembu VMBackup User Guide

Data Transport Modes

Vembu VMBackup uses different types of transport modes for backing up virtual machines
from VMware environment based on user environment and server model. They are:

e VMware Direct SAN Access Mode
e HotAdd Transport
e NBD AND NBDSSL mode

Back to VMware Architecture

71332 . . .
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Vembu VMBackup User Guide
VMware Direct SAN Access Mode

e Data on VMware VM files in SAN environments that are connected via FC or iSCSI will
be transferred using the Direct SAN transport mode.

e Vembu VMBackup client and ESX(i) hosts should share the same SAN environment to
initiate this direct SAN transport mode.

e The direct SAN transport mode provides faster data transfer speed with less resource

utilization.
%" ! %.’.!

vCenter Server

Requirements of SAN Transport mode:

e SAN Mode works only in physical proxy(client) machine and only with SAN storage
connected with Fiber Channel or iSCSI SAN Storage.

e Avirtual machine on SAN Storage or iSCSI SAN storage in the same ESXi server.

e For a Windows Server 2008 or Windows Server 2012 proxy, set SAN Policy onlineAll
for ALL the paths.

e SAN transport is not always the best choice for restores.

e  When writing using SAN mode during restore, disk size should be a multiple of the
underlying VMFS block size, otherwise writes to the last fraction of a disk will fail. For
example, if a datastore has 1MB block size and the virtual disk is 16.3MB large, the last
0.3MB will not get written and will fail with the Invalid Argument error. Your software
must add 0.7MB of zeroes to complete the block. This caveat does not apply to eager-
zeroed thick disk.

e Vmware tools must be installed.

Back to Data Transport Modes

Vembu VMBackup User Guide
HotAdd Transport

HotAdd involves attaching a virtual disk to the backup proxy just like attaching disk to a
virtual machine. The term HotAdd refers to the way backups are completed. In HotAdd

mode, the data volumes containing virtual machines to be backed up are automatically
mounted to the proxy; So that they can be accessed by the proxy as a local disk.

8/332 . . .
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The ESX host, that the proxy is running on, must have access to all data stores for the
virtual machine. If the virtual machine and the proxy are not on the same host, all data
stores must be shared between the hosts. HotAdd mode can closely match the
performance of SAN mode.

e Vembu VMBackup Client needs to be installed on anyone of the Windows VM or you
may dedicate a VM to enable Hot-Add transport mode.

e The virtual disk of the VM which needs to be backed up can be directly attached to the
Vembu VMBackup Client VM.

e Vembu VMBackup Client will read the attached disks and send the backup data to
Vembu BDR Backup Server's storage repositories.

vCenter Server

Requirements of HotAdd Transport mode:

e HotAdd is a SCSI feature and does not work for IDE disks.

e HotAdd Mode works only in virtual proxy(client) machine and only with SCSI disk.

e HotAdd mode is best when the proxy(client) machine is a virtual machine and resides
on the same data center as the VM to be backed up.

e If proxy machine is present in some other data center, it should have VM access to be
backed up.

e VMware tools must be installed.

e For a Windows Server 2008 or Windows Server 2012 proxy, set SAN Policy onlineAll
for ALL paths.

Back to Data Transport Modes
Vembu VMBackup User Guide

NBD AND NBDSSL mode

e NBD (network block device) & NBDSSL (encrypted NBD) transmit data over the TCP/IP
connection between the ESX server and the proxy computer.

e NBD serves as a fall back when other transport modes are not available. The local area
network (LAN) can be the production network or a dedicated backup network.

e NBDSSL is similar to NBD mode, but data transfer between the proxy computer and
the ESX server is encrypted. Encryption should be used for sensitive information, even
within a private network.

9/332 . . .
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Ii I vCenter Server

Back to Data Transport Modes

Vembu VMBackup User Guide

Changed Block Tracking

e Using this feature, Vembu BDR backup VMs on host-level through VADP that tracks the
changed blocks information of backup data since the previous run of backup job.

e This improves the speed of backup jobs by reducing workload and time taken for job
completion.

e Incremental backup without CBT enabled tracks VMFS file system instead tracking host
level and restricts users to get changed block information. This results in prolonged
backup time as well as increase in backup size.

e Please be informed that Vembu BDR can run CBT tracking method only on VMWare
VMs with hardware version 7 and later, while CBT is force disabled on early versions.

e For the backup job, CBT tracks the existing VM data and compares it with the
checksums of backed up data. This gives the sum total of changed blocks information
and finally the changed blocks alone will get backed up.

Back to VMware Architecture

Vembu VMBackup User Guide

Application Aware Process

e Application-aware process is to create consistent database snapshots by quiescing
Microsoft applications using Microsoft VSS

e This option allows you to stop the backup if any one of application writers (Eg: MS
Exchange Writer) were in an unstable state or if VSS writers were not processed
successfully after the snapshot.

e Along with application consistency, it will truncate the logs based on the configuration.

Back to VMware Architecture

Vembu VMBackup User Guide

Hyper-V Architecture

e Hyper-V Backup
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e Changed Block Tracking
e Application Aware Consistancy

Back to Architecture

Vembu VMBackup User Guide

Hyper-V Backup

Backing up virtual machines from a Hyper-V server involves the following steps:

e Vembu VMBackup Client/Proxy is a transport software, which sits on the source Hyper-
V Server and is used to process the VM data

e Vembu VMBackup Client works as a proxy between Hyper-V Server and Vembu BDR
Backup Server

e Vembu VMBackup Client/Proxy backs up the VM data from the storage location and
compresses, encrypts and delivers it to the Vembu BDR Backup server's storage
repository

Back to Hyper-V Architecture
Vembu VMBackup User Guide

Changed Block Tracking

e After successful completion of full backup, Vembu CBT driver creates a bitmap file and
tracks associated VHD files for changed blocks information.

¢ When an incremental is scheduled, the block level changes alone will get backed up.
This improves the incremental performance and consistency of backup.

e This also results in reduced workload and less time taken for backup job to complete.
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Capturing 1/0 & Capturing 1/0 &
Logging the changes Logging the changes

Vembu CBT will
start tracking

(Bitmap file Creation)

to Bitmap file to Bitmap file

. Using copied Bitmap
Full/Incremental Vembu CB_T Drive file changed blocks
backup done Tracking will be backed up

Back to Hyper-V Architecture

Vembu VMBackup User Guide

Application Aware Consistency

e Application-aware process is to create consistent database snapshots by quiescing
Microsoft applications using Microsoft VSS.

e This option allows you to stop the backup if any one of application writers (Eg: MS
Exchange Writer) were in an unstable state or if VSS writers were not processed
successfully after the snapshot.

e After successful completion of backups, it purges the log file to the main file.

Back to Hyper-V Architecture
Vembu VMBackup User Guide

Backup Components

BDR Backup server

Storage Repository

Backup Proxy
OffsiteDR server

CloudDR
Vembu Universal Explorer

Vembu VMBackup User Guide

Vembu BDR Backup Server
Vembu BDR backup server is a Windows/Linux based server machine that can be installed
as a service and works flawlessly on both (physical and virtual) environments. It serves the

major contribution to users with handful of features such as:

e Quick VM Recovery
e Restore processes
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e VembuHIVE File System
e Backup storage management, compression/encryption and 4-tier verification

Back to Components

Vembu VMBackup User Guide

Storage Repository

Vembu BDR repository management has a hybrid volume manager that supports scalable
and extendable backup storage of different storage media such as Local drives, NAS(NFS
and CiFS) and SAN(iSCSI and FC).

VembuHIVE™

Vembu's patented document-oriented backup data repository. Having replaced all
structural file system metadata with content metadata and intelligently indexed each
document, Vembu is able to virtualize VembuHIVE™ as a file system, with respect to
backup documents.

Back to Components
Vembu VMBackup User Guide

Backup Proxy

Vembu VMBackup client/proxy is installed on the source system to process backup data. A
Vembu proxy retrieves system files, user files, and granular application data. For end-to-
end data security, military-grade encryption is applied on the fly as a Vembu proxy
transfers data to a Vembu Backup server.

Back to Components
Vembu VMBackup User Guide
OffsiteDR Server

Vembu OffsiteDR server is a Windows/Linux based server that maintains an offsite copy of
server data which can be installed either as a service or as a application based on user
requirement and works flawlessly on both (physical and virtual) environments. It also
serves users with features that are available in backup server:

Quick VM Recovery

Restore processes

VembuHIVE File System

Backup storage management, compression/encryption and 4-tier verification

13/332 . . .
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Back to Components
Vembu VMBackup User Guide
CloudDR

Vembu CloudDR is a cloud based disaster recovery server that maintains an offsite copy of

backup server data. Users are recommended to opt for Vembu CloudDR for two major

reasons:

e Vembu Cloud offers a download- Anytime, anywhere option which is more helpful for
disaster recovery and downloading backup data have no speed limit as well.

e Archiving older data in Vembu Cloud is comparatively low cost.

Back to Components
Vembu VMBackup User Guide

Vembu Universal Explorer

Vembu universal explorer is a single recovery tool that lets a user to granularly recover
data from the various Microsoft application backups such as: Exchange, SQL, SharePoint
and Active directory.

o User can perform granular restore of emails/mailboxes/exchange stores from
Microsoft Exchange

o User can perform granular restore of Microsoft SQL databases and tables

o Supports document level restore for Microsoft SharePoint

o Supports granular recovery for Microsoft Active Directory

Back to Components

Vembu VMBackup User Guide

System Requirements

¢ VMware

e Hyper-V

Vembu VMBackup User Guide
VMware

e BDR Backup Server

e OffsiteDR Server

e Backup Proxy

e Supported Platform

14 /332 . . .
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e Naming Conventions
e Target/Source Host Permissions
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Minimum Configuration

BDR Backup Server

0S

Microsoft Windows Server 2012 R2
Microsoft Windows Server 2008 R2
Microsoft Windows Server 2012
Microsoft Windows Server 2016
Linux Ubuntu LTS 12.04

Linux Ubuntu LTS 14.04

Linux Ubuntu LTS 16.04

Instant Boot Infrastructure

VMware vSphere
Microsoft Hyper-V
KVM Hypervisor

Memory

8 GB

CPU

Quad Core Xenon Processor

Meta Data Storage

10% of the planned total backup data size

Network Card

1 Gbps & above

Browser

IEv11
Firefox v28 & above
Chrome v34 & above

Recommended Configuration

BDR Backup Server

0OS

Microsoft Windows Server 2012 R2
Microsoft Windows Server 2008 R2
Microsoft Windows Server 2012
Microsoft Windows Server 2016
Linux Ubuntu LTS 12.04

Linux Ubuntu LTS 14.04

Instant Boot Infrastructure

VMware vSphere
Microsoft Hyper-V
KVM Hypervisor
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Memory

16 GB

CPU

Octa Core Dual Processor

Meta Data Storage

10% of the planned total backup data size

Network Card

1 Gbps & above

Browser

o IEVIT
e Firefox v28 & above
e Chromev34 & above

Back to VMware vSphere Requirements

Vembu VMBackup User Guide

Minimum Configuration

OffsiteDR Server

oS

e Microsoft Windows Server 2012 R2
e Microsoft Windows Server 2008 R2
e Microsoft Windows Server 2012

e Microsoft Windows Server 2016

e Linux Ubuntu LTS 12.04

e Linux Ubuntu LTS 14.04

e Linux Ubuntu LTS 16.04

Instant Boot Infrastructure

e VMware vSphere
e Microsoft Hyper-V
e KVM Hypervisor

Memory

8 GB

CPU

Quad Core Xenon Processor

Meta Data Storage

10% of the planned total backup data size

Network Card

1 Gbps & above

Browser

e |EV11
e Firefox v28 & above
e Chromev34 & above

Recommended Configuration

OffsiteDR Server

0S

e Microsoft Windows Server 2012 R2
e Microsoft Windows Server 2008 R2
e Microsoft Windows Server 2012

e Microsoft Windows Server 2016

e Linux Ubuntu LTS 12.04
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e Linux Ubuntu LTS 14.04

Instant Boot Infrastructure e VMware vSphere
e Microsoft Hyper-V
e KVM Hypervisor

16 GB

Octa Core Dual Processor

Memory

CPU

Meta Data Storage
Network Card

10% of the planned total backup data size
1 Gbps & above

Browser e |EV11
e Firefox v28 & above
e Chromev34 & above

Back to VMware vSphere Requirements

Vembu VMBackup User Guide

Minimum Configuration

VMBackup Client

0S

e Windows Server 2003 SP2 64 bit
e Windows 7 64 bit

e Windows Server 2008 64 bit

e Windows Server 2008 R2

e Windows Server 2012

e Windows Server 2012 R2

e Windows Server 2016

Instant Boot Infrastructure N/A

Memory 2GB

CPU Dual Core Processor
Meta Data Storage N/A

Network Card N/A

Browser e [EV11

e Firefox v28 & above
e Chromev34 & above

Recommended Configuration

VMBackup Client

0OS

e Windows Server 2003 SP2 64 bit
e Windows 7 64 bit
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e Windows Server 2008 64 bit
e Windows Server 2008 R2

e Windows Server 2012

e Windows Server 2012 R2

Instant Boot Infrastructure N/A

Memory || 4 GB

CPU Dual Core Processor
Meta Data Storage N/A

Network Card N/A

Browser e |EV11

Firefox v28 & above
Chrome v34 & above

Back to VMware vSphere Requirements
Vembu VMBackup User Guide

Supported Plaftorm

e Following are the Virtual infrastructure platforms supported by Vembu VMBackup,
with their respective supported versions listed:

Virtual Infrastructure Version

Platform e VMware vSphere 6.0
e VMware vSphere 5.x
e VMware vSphere 4.x

Hypervisor e ESX(i)6.0

e ESX(i) 5.x

o ESX(i)4.x
Management Server e vCenter Server 6.0

e vCenter Server 5.x
e vCenter Server 4.x

e Following are the specification virtual machine specification and requirement
supported by Vembu VMBackup:

VM Specification Requirement

Virtual Hardware e Virtual hardware of all types and versions
are supported, which includes support to
virtual disks larger than 2 TB. (i.e) Support
extends upto recent addition- 62TB VMDK.

e VMware does not support snapshotting
VMs with disks engaged in SCSI bus sharing;
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Such VMs are not supported by Vembu
VMBackup.

e RDM virtual disks in physical mode,
Independent disks, and disks connected via
in-guest iSCSI initiator are not supported,
and are skipped from processing
automatically. Network shares and mount
points targeted to 3rd party storage devices
are also skipped as these volumes/disks are
not visible in the VM configuration file.

0S e All VMware supported operating systems.
e Application-aware processing support from
Microsoft Windows 2003 SP1 and later.

Software e VMware Tools (optional). VMware Tools are
required for following operations:
application-aware processing and file-level
restore from Microsoft Windows guest OS.

e All latest OS service packs and patches
(required for application-aware processing)

Back to VMware vSphere Requirements
Vembu VMBackup User Guide

Port Configuration

Port Use

TCP Port 32004 For processing Backup/Restore/Delete/
Replication requests

HTTP Port 6060, 6061 For processing WebService requests

TCP Port 32005 For Ul Communication

HTTPS TCP 443 For Esx(i) Communication

TCP Port 902 Data Transfer to ESX(i) host

Back to VMware vSphere Requirements

Vembu VMBackup User Guide

Naming Conventions
Any backup and replication job created in Vembu BDR should be named with below

mentioned rule:
e Only [a-Z][A-Z][0-9][ - _] characters are allowed in Backup/Replication Name.

\/ TRUSTED BY OVER 60,000 BUSINESSES Copyright 2017 Vembu Technologies. All Rights Reserved



Vembu VMBackup User Guide

Also do not use the following reserved names for naming any backup/replication job:
CON, PRN, AUX, NUL, COM1, COM2, COM3, COM4, COM5, COM6, COM7, COM8, COM9,
LPT1, LPT2, LPT3, LPT4, LPT5, LPT6, LPT7, LPT8, and LPT9.

To learn more about file/folder naming restrictions in Microsoft Windows, do read the
naming conventions column from below link:
Naming Conventions - Microsoft

Back to VMware vSphere Requirements

Vembu VMBackup User Guide

Target/Source Host Permissions

Root permissions on the source ESX(i) host.

Root or equivalent permissions on the Linux backup repository.

Write permission on the target folder and share.

If VMware vCenter Server is added to the backup infrastructure, an account that has
administrator permissions is required. Instead of granting administrator permissions
to the account, you can configure more granular permissions.

Vembu VMBackup User Guide

Hyper-V

BDR Backup Server
OffsiteDR Server

Backup Proxy
Supported Platform
Port Configuration
Naming Conventions

Vembu VMBackup User Guide

Minimum Configuration

BDR Backup Server
0sS

Microsoft Windows Server 2012 R2
Microsoft Windows Server 2008 R2
Microsoft Windows Server 2012
Microsoft Windows Server 2016
Linux Ubuntu LTS 12.04

Linux Ubuntu LTS 14.04
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e Linux Ubuntu LTS 16.04

Instant Boot Infrastructure e VMware vSphere
e Microsoft Hyper-V
e KVM Hypervisor

Memory 8 GB

CPU Quad Core Xenon Processor

Meta Data Storage 10% of the planned total backup data size
Network Card 1 Gbps & above

Browser o I[EVIT

e Firefox v28 & above
e Chromev34 & above

Recommended Configuration

BDR Backup Server

0S e Microsoft Windows Server 2012 R2
e Microsoft Windows Server 2008 R2
e Microsoft Windows Server 2012

e Microsoft Windows Server 2016

e Linux Ubuntu LTS 12.04

e Linux Ubuntu LTS 14.04

Instant Boot Infrastructure e VMware vSphere
e Microsoft Hyper-V
e KVM Hypervisor

Memory 16 GB

CPU Octa Core Dual Processor

Meta Data Storage 10% of the planned total backup data size
Network Card 1 Gbps & above

Browser e [EV11

Firefox v28 & above
e Chromev34 & above

Back to Hyper-V Requirements

Vembu VMBackup User Guide

Minimum Configuration

OffsiteDR Server
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0S e Microsoft Windows Server 2012 R2
e Microsoft Windows Server 2008 R2
e Microsoft Windows Server 2012

e Microsoft Windows Server 2016

e Linux Ubuntu LTS 12.04

e Linux Ubuntu LTS 14.04

e Linux Ubuntu LTS 16.04

Instant Boot Infrastructure e VMware vSphere
e Microsoft Hyper-V
e KVM Hypervisor

Memory 8 GB

CPU Quad Core Xenon Processor

Meta Data Storage 10% of the planned total backup data size
Network Card 1 Gbps & above

Browser o I|EVIT

e Firefox v28 & above
e Chromev34 & above

Recommended Configuration

OffsiteDR Server

0S e Microsoft Windows Server 2012 R2
e Microsoft Windows Server 2008 R2
e Microsoft Windows Server 2012

e Microsoft Windows Server 2016

e Linux Ubuntu LTS 12.04

e Linux Ubuntu LTS 14.04

Instant Boot Infrastructure e VMware vSphere
e Microsoft Hyper-V
e KVM Hypervisor

Memory 16 GB

CPU Octa Core Dual Processor

Meta Data Storage 10% of the planned total backup data size
Network Card 1 Gbps & above

Browser e [EV11

Firefox v28 & above
e Chromev34 & above

Back to Hyper-V Requirements
Vembu VMBackup User Guide

\/ TRUSTED BY OVER 60,000 BUSINESSES Copyright 2017 Vembu Technologies. All Rights Reserved



Minimum Configuration

VMBackup Client

0S e Windows Server 2008 R2
e Windows Server 2012
e Windows Server 2012 R2
e Windows Server 2016

Instant Boot Infrastructure N/A

Memory 8 GB

CPU Quad Core Xenon Processor
Meta Data Storage N/A

Network Card N/A

Browser e [EV11

e Firefox v28 & above
e Chromev34 & above

Recommended Configuration

VMBackup Client

oS e Windows Server 2008 R2
e Windows Server 2012
e Windows Server 2012 R2

Instant Boot Infrastructure N/A

Memory 16 GB

CPU Octa Core Dual Processor
Meta Data Storage N/A

Network Card N/A

Browser o I|EVIT

Firefox v28 & above
e Chromev34 & above

Back to Hyper-V Requirements

Vembu VMBackup User Guide

Supported Plaftorm

e Following are the Virtual infrastructure platforms supported by Vembu VMBackup,
with their respective supported versions listed:
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Virtual Infrastructure Version

Platform e Microsoft Windows Server 2008 R2

e Microsoft Windows Server 2012

e Microsoft Windows Server 2012 R2

e Microsoft Windows Server 2012 R2 Core
e Microsoft Windows Server 2008 R2 Core
e Microsoft Windows Server 2016

Hypervisor e Microsoft Windows Server Hyper-V 2008 R2
e Microsoft Windows Server Hyper-V 2012
e Microsoft Windows Server Hyper-V 2012 R2
e Microsoft Windows Server Hyper-V 2016

e Following are the specification virtual machine specification and requirement
supported by Vembu VMBackup:

VM Specification Requirement

Virtual Hardware e Virtual hardware of all types and versions
are supported, which includes support to
Generation 2 VM hardware.

e Pass through virtual disks and shared VHDX
that are connected to VMs are automatically
skipped while taaking snapshots for
backups.

OoS e All Hyper-V supported operating systems.
e Application-aware processing support from
Microsoft Windows 2003 SP1 and later.

Software
e Microsoft Hyper-V Integration services
should be enabled.

Back to Hyper-V Requirements

Vembu VMBackup User Guide

Port Configuration

Port Use

TCP Port 32004 For processing Backup/Restore/Delete/
Replication requests

HTTP Port 6060, 6061 For processing WebService requests

TCP Port 32005 For Ul Communication

TCP 42005 For Vembu integration services
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Back to Hyper-V Requirements
Vembu VMBackup User Guide

Naming Conventions

Any backup and replication job created in Vembu BDR should be named with below
mentioned rule:
e Only [a-Z][A-Z][0-9][ - _] characters are allowed in Backup/Replication Name.

Also do not use the following reserved names for naming any backup/replication job:
CON, PRN, AUX, NUL, COM1, COM2, COM3, COM4, COM5, COM6, COM7, COM8, COM9,
LPT1, LPT2, LPT3, LPT4, LPT5, LPT6, LPT7, LPT8, and LPTO.

To learn more about file/folder naming restrictions in Microsoft Windows, do read the
naming conventions column from below link:
Naming Conventions - Microsoft

Back to Hyper-V Requirements

Vembu VMBackup User Guide

Scalability and Infrastructure Sizing

The performance parameters are dependent on the following variables:

e BDR Backup Server System Configuration - CPU, RAM etc

e Storage target's throughput and the Network TCP/IP performance

e The data transfer rate from ESXi Hosts & Hyper-V Hosts while performing the VM
backup to the BDR Backup Server

In this segment, we will be discussing the recommendation and sizing information of:

1. BDR backup server

2. Database storage

3. Storage Repositories

Vembu BDR Backup Server

The Vembu BDR backup server is a centralized management server and it handles:

e All communications (such as Backup, Replication and Restore) with VMware vCenter
Servers, ESXi hosts and Microsoft Hyper-V hosts

e Storage Targets
e Web based GUI to manage backup and all other activities
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e Creating Backup, Replication Jobs and managing them

e Collects Backup and other activity logs to generate comprehensive reports
e Performing restore related use cases

BDR backup server can be installed on a physical or virtual machine. Vembu BDR Installer
will install the missing/required packages along with Vembu BDR backup server.

Vembu BDR backup server communicates with the VMware vCenter Server, ESXi host and
Hyper-V host to gather the VM data which needs to be backed up.

System Requirements:

0S Microsoft Windows Server 2016
Microsoft Windows Server 2012 R2
Microsoft Windows Server 2012
Microsoft Windows Server 2008 R2
Linux Ubuntu LTS 12.04
Linux Ubuntu LTS 14.04
Linux Ubuntu LTS 16.04

RAM 8 GB (Minimum) and 16 GB
(Recommended)
CPU 4 cores or 4 vCPUs (Minimum) and 8 cores
or 8 vCPUs (Recommended)
Network 1 Gbps & above. While replicating the on-

site copy over WAN, 1 Mbps & above

The performance of the VMware and Hyper-V backups depends on the RAM & CPU
availability of the BDR backup server. Normally, 4 GB RAM will be utilized to run the BDR
backup agent and databases services. Then additional memory will be utilized for each
backup jobs. If only one backup job is active, then it will use remaining memory (ie.,
approx. 4 GB RAM). If two concurrent backups are active, then each backup job will use
approx. 2 GB RAM. So, the memory utilization will be divided based on active concurrent
backup jobs.

We recommend to keep approximately 500 MB RAM for each active backup job. If you
want to run 8 concurrent backup jobs in your BDR backup server, you should assign 8 GB
RAM (4 GB for BDR backup server and 4 GB to process the backup jobs).

NOTE: Each backup job can have multiple VMs. For example, if you want to backup a ESXi
host or Hyper-V host which have 10 VMs respectively, you can select the entire host as a one
backup job. So, during backup VM data will be backed up one by one.

In order to avoid significant CPU usage during active backup progress, BDR backup server
machine should be assigned with enough vCPUs or cores. Normally one vCPU or core is
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enough to handle around 8 concurrent backup job's activity (such as read/write). However,
we recommend to assign minimum of 4 cores/vCPUs for hassle free usage.

NOTE: Above mentioned memory and CPU utilization are same for the BDR backup server
(Windows & Ubuntu) deployed in physical and VM environment.

DataBase Storage

Make sure you have 10% free space available in the DB metadata storage target. For
example, if you want to backup VMs with 2TB used data. After storage reduction,
approximately 1TB data will be stored at storage targets. In this scenario, approximately
100GB free space would be required to store the metadata files.

Storage Repositories

You can use any NAS, SAN and directly attached storage devices to store the backed up
data. There are no limitation with any hardware vendor. So, we never recommend any
specific hardware vendor.

Vembu uses it's own filesystem VembuHIVE on storage targets. This file system is a
application level file system which works on top of any existing file system. It has inbuilt,

Compression

Encryption (AES 256 Bit encryption algorithm)

Deduplication (Block level deduplication applied in each backup job)
Version controlling (Advanced forward & reverse incremental)

The performance of the backup job depends on the IOPS. So, you will get better backup
performance, if you have higher IOPS.

NOTE: To calculate the required storage space for your environment, use Vembu storage
calculator.

Vembu VMBackup Sizing Table

The following tables illustrate how the VMware & Hyper-V backup performance
parameters change depending upon the average data transfer rate.

Underlying Assumptions:

e The average data transfer rate is the effective upstream data transfer rate at which the
VM data (VMware & Hyper-V backup) is sending data to your onsite BDR backup
server.

e Each VM (VMware & Hyper-V) transfers approx. 50 GB of incremental data every day.

e The estimates provided below are not ‘stretch estimates'; they are safe estimates and
are more pessimistic than optimistic. Typical bottlenecks you should look out for are:
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Sizing Tables:

Bandwidth bottlenecks
Slowing down of data transfer due to low performance switches/routers, etc
Hard disk write speeds at the storage targets
CPU utilization by other non related processes running on the BDR backup
server

BDR Backup Server Configuration
Windows 2012 R2 DC (Physical Machine)

oS

RAM

CPU
Network
BDR Version

Backup Environment

Hypervisor

16 GB

Intel XEON CPU 2.10 GHz (4 cores)

1 Gbps
v3.7.0

VMware vSphere

No of VM 1
VM data 2TB
Backup VM Data CPU Memory Total time Transfer
Type Size Utilization || Consumed taken to rate
complete
the backup
Full Backup 27TB 22 % 3145 MB 383 Mins 803 Mbps
Incremental 55 GB 16.5 % 401 MB 11 Mins 751 Mbps
Backup Environment
Hypervisor Microsoft Hyper-V
No of VM 1
VM data 2TB
Backup VM Data CPU Memory Total time Transfer
Type Size Utilization || Consumed taken to rate
complete
the backup
Full Backup 27TB 9 % 3123 MB 565 Mins 544 Mbps
Incremental 37 GB 16.5 % 462 MB 11 Mins 502 Mbps

The above measurements are taken for one backup job with one single VM. So, if multiple
concurrent backup jobs are active then it will share the memory and CPU. As stated earlier,
approximately each backup job will require 500 MB RAM.
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It is important to note that there are no inherent scalability restrictions for a BDR backup
server when it comes to the maximum number simultaneous backups possible. If a larger
number of backup jobs are simultaneously configured to a BDR backup server, then the
only effect will be that there will be a corresponding degradation of performance in terms
of time taken to complete the backup for all the backup jobs.

A larger backup window and/or a lower time per average backup per backup job will
obviously translate into a higher “Maximum Number of VMs Supported by a Single BDR
backup server”. For example, the above illustration assumes that backups are typically
scheduled during ‘non office hours' (hence the 10 hour window); this is not always the
case. Especially, if in case the backups can happen non-intrusively in the background
while users do their regular work.

An Important Note On Storage Device Throughput And Concurrent Writes:

Throughput of Storage devices (IDE/SCSI/SAS/NAS/SAN) are normally benchmarked
based on maximum throughput achieved while performing sequential writes into the
device. But when multiple VM backups are backing up simultaneously to the BDR backup
server, then the BDR backup server will be concurrently writing the different files for
different VMs onto the Storage device.

Hence for a given configuration (CPU, RAM, bandwidth), BDR backup server’s performance
will ultimately depend upon the BDR backup server’s throughput of the Storage device when
concurrent writes are being done from multiple threads.

The reason Storage devices do not perform well when multiple threads are writing to it
concurrently is that the I/0 seek that has to be done between writes from different threads
can slow down the performance significantly. Hence it is imperative that the Storage
device used to backup the data is of the highest quality and has the ability to scale and
perform well when 100s of different threads write to the storage device concurrently.

Vembu VMBackup User Guide

Deployment Scenrios

There are two types of deployment scenarios recommended for Vembu BDR suite for
VMware setup:
e On-Premise Deployment
e Hybrid Deployment
o Vembu OffsiteDR
o Vembu CloudDR

Vembu VMBackup User Guide

On-Premise Deployment

In this deployment setup, businesses can have their DR site setup in local environment;
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With VMBackup installed on client machines, backups of virtual machines, physical
machines and application servers can be carried out via LAN connections and stored in
local storage repositories.

And if required, a copy of backup data can be stored in Vembu Cloud via WAN connection.
Users can get access to Vembu cloud by signing up to Vembu CloudDR service.

Back to Deployment Scenarios

Vembu VMBackup User Guide

Simple Deployment

In simple deployment model, The Vembu BDR backup server will act as both backup proxy
and server instances. It can be deployed in both physical and virtual machines.

[ S

@VMBackup- ST AU S

@VMBackup-------------------------:-
Vembu BDR Backup Server

Vembu BDR server will act as a centralized management tool where user can perform the
below listed functions using web console:

o Configure, manage and restore backup and replication jobs for both VMware
and Hyper-V environments.

o Backup schedule coordination and management can be done with the detailed
reports and other administrative options available in BDR backup console.

Note: For easy and cost effective deployment, a user can opt for Vembu virtual
appliances which have Linux backup server pre-configured with DR setup for both
VMware and Hyper-V environments.

By Deploying virtual appliance in VMware environment, customer can avail LAN-free data
transfer for VMware backup jobs.

The simple deployment scenario is not recommended for medium and large scale

environments and it will best suit for backup & replicating small number of VMs with less
simultaneous backup traffic and for VMBackup evaluation.
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Back to Deployment Scenarios

Vembu VMBackup User Guide

Distributed Deployment

In distributed deployment scenario, the backup proxy will be deployed separately in
physical/virtual machines to handle the load in large scale virtual environments. The
backup server will act as a manager for storage repository and backed up VM data. The
backup infrastructure can be expanded horizontally based on current and future backup
need by installing new Vembu VMBackup backup proxies in data center. To regulate
backup load you can specify the maximum concurrent backup and replication schedules.
Also we can set up throttling rules to limit proxy bandwidth.

..' ..‘!

@VMBackup- R AR

Vembu BDR Backup Server

We can add multiple backup proxy in the backup infrastructure and transfer data
simultaneously to the BDR backup server. The VM backup load can be dynamically
distributed in backup infrastructure using Round robin cluster load balancing mechanism
by deploying multiple BDR backup server in the data center. The High availability of VM
jobs is ensured by auto allocating BDR server for Virtual Machines based on simultaneous
proxy connection.

Back to Deployment Scenarios
Vembu VMBackup User Guide

Hybrid Deployment - Vembu OffsiteDR

This deployment model is a hybridized version of on-premise model where businesses
will have their DR site setup in local environment and manage backup transactions over
LAN from backup proxy installed machines (VMBackup installed on each machine). In
addition, businesses having their own offline data center can make a backup copy with
OffsiteDR server via LAN/WAN based on OffsiteDR location.

This model not only ensures instant access to data whenever required but also with DR
requirements, backup data will be made instantly available. Also, businesses can sign up
for Vembu cloudDR service and have OffsiteDR configured to make a cloud copy of its
data.
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& [ vMBackup
LAN/WAN

[E vMBackup-- .

Vembu BDR Backup Server Vembu OffsiteDR Server

Back to Deployment Scenarios

Vembu VMBackup User Guide

Hybrid Deployment - Vembu CloudDR

This deployment model is a hybridized version of on-premise model where businesses
will have their DR site setup in local environment and manage backup transactions over
LAN from backup proxy machines (VMBackup client will be installed on each machine). In
addition, a copy of backup data can be stored in Vembu cloud via WAN connection. Users
can access Vembu cloud by signing up for Vembu CloudDR service.

This hybrid deployment model will let businesses have instant access to backup data
whenever required while the cloud copy will come in handy in case of a emergency DR
requirement.

----[3 Cloud DR

[E) vMBackup -

Vembu BDR Backup Server

Back to Deployment Scenarios

Vembu VMBackup User Guide

Installation

BDR Backup server
OffsiteDR server

Backup Proxy
Vembu Universal Explorer

Uninstallation Guide for Vembu BDR/Vembu OffsiteDR
Vembu VMBackup User Guide

32/332 . . .
\/ TRUSTED BY OVER 60,000 BUSINESSES Copyright 2017 Vembu Technologies. All Rights Reserved




BDR Backup Server

Windows
Ubuntu
VMware Virtual Appliance

Hyper-V Virtual Appliance
Vembu VMBackup User Guide

BDR Backup server - Windows

Vembu BDR Server is currently supported for below versions of windows machines
(Please make sure that you are using any one of the below versions).

Windows Server 2012 R2 (64 Bit)
Windows Server 2008 R2 (64 Bit)
Windows Server 2012
Windows Server 2016

Download build:

e Download the Windows Installer for Vembu BDR server.

Steps to Installation:

e Run the downloaded installer with administrator privilege and installation process
begins with the below wizard. Click Next to proceed with installing the setup.

]inEL ¥embu BDR Backup Seryver Setup M= E3

Welcome to the Yembu BDR
Backup Server Setup Wizard

This will install Wembu BDR Backup Server 3.7.0 an your
compuker,

It is recommended that vou close all other applications before
conkinuing.

Click Mext o conkinue, or Cancel to exit Setup,

Cancel |
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e 'Vembu BDR License agreement' is the next step in setup installation, read the
agreement carefully and choose 'l accept the agreement' option.

Note: Opting to 'l do not accept the agreement' will block you from proceeding with
setup installation.

e (lick Next
fi5! ¥embu BDR Backup Server Setup M= E

¥embu Software License Agreement
Please read the following impartant infarmation before conkinuing,

Please read the Following License Agreement. You must accept the terms of this
agreement before continuing with the installation,

| L
YEMBLU EMND USER LICEMSE AGREEMEMT

CAREFULLY READ THE FOLLOWIMG EMD USER LICEMSE AGREEMEMT {ELLAY IT
COMTAINS YERY IMPORTAMT INFORMATION ABCOUT YOUR (EMD-USER) RIGHTS,
RESTRICTIONS AND OBLIGATIONS, AS WELL AS LIMITATIONS AMD EXCLUSIONS
THAT MaY aPPLY TO ¥OU REGARDING YOUR RIGHTS TO DOMMMLOAD, INSTALL,

IUSE R COPY WEMEU SCOFTWARE (A5 DEFINED BELCW), BY DOWNLOADING,
IMSTALLIMG AMDYOR CREATIMG AM ACCOUMT AT THE VEMEL PORTAL (A5 ll

{* [ accept the agreement

I donot accept the agreement

< Back I Mext = I Zancel

e Next step in wizard will have default settings chosen, you can either:

o Click Install to proceed installation with default chosen settings.
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]inzl ¥embu BDR Backup Server Setup M= E3 |

Default Settings

Inskall Wembu BDR Backup Server with defaulk settings by dlicking Install, ar
select the check box below to custamize the installation wizard,

Configuration Settings:

|in5tallatiu:un Locakion: C:\Program Files),
Skorage Repository Location: C:\sastoragel,
Wweb Console Usernarne: adrmin

Wweb Console Password: adrmin

Backup Port: 32004

GUT Pork: G061

[ Let me customize the configurations

< Back I Inskall I Cancel

o Orcancheck 'Let me customize the configurations' option and opt to
Customize settings.

{i5! vembu BDR Backup Server Setup M= E |

Default Settings

Inskall Yermbu BOR Backup Setver with defaulk settings by clicking Install, ar
select the check box below ko custamize the installation wizard,

Configuration Settings:

Installakion Location: C\Program Files),
Skorage Repository Location: Csastaragel,
Web Console Usernanme: admin

Web Console Password: admin

Backup Port: 32004

GUT Pork: G061

¥ Let me customize the confiqurations:

< Back I Cuskomize I Zancel |

e Choosing Customize option will let you customize PostGreSQL Server Configurations
in next step: 'Installation location' and 'Database Storage Location'.
e Once done choosing location, click Next.
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]inEl Yembu BDR Backup Server Setup

PostGresL Server Installation

This will download and install PostGreSQL Comunity Server and PostiareSCL
ConnectorCDBC,

Praovide PoskGreSOL Server configuration parameters here,

PostGreSOL Server Configuration

Instance Mame: IPustgrESQL

Installation Location:  |[Shlces et

[

Database Storage Location: IC:'l,Pru:ugram Files

< Back I Mexk = I Cancel

e Next step in wizard will allow you to customize installation location of Vembu BDR.
e Once done choosing location, click Next.

]inEL Yembu EDR Backup Server Setup

Installation Location
Select the installation Folder for Wembu EDR. Backup Server,

Click Mext ta install in this Folder,

Toinstall in a different folder, click Browse and seleck another Folder,
Click cancel to exit setup.

Browse, ., |

< Back I Mext = I Cancel

e Next step in wizard is 'Storage Repository Configuration’, you can either choose:

o Alocal drive as your storage repository
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il vembu BDR Backup Server Setup

Storage Repository Configuration
Specify the backup storage location,

Storage Repository Configuration

* Choose local drive as your Storage Repository
Total 5ize  Free Size
Storage Drive | IC:I" j ISE- 21
GB GEB

{” Choose network drive as your Storage Repository

< Back I Mexk = I Cancel

o Or choose a network drive as your storage repository
o Once done with Vembu BDR server installation, you can add shared folders as
network drives by configuring them via Vembu BDR server web console.

{&! verbu BDR Backup Server Setup I =]

Storage Repository Configuration
Specify the backup skarage lacation,

Storage Repository Configuration

" Choose local drive as your Storage Repository

¥ Choose network drive as your Storage Repository

Add shared Folders {MFS or CIFS) after installing Yembu BOR Backup Server,
Yembu BOR suppaorks amy SAM and MaS devices connected wsing CIFS (SME) ar MFS
share,

< Back I Mexk I Cancel

o C(lick Next.

e Next step in wizard will allow you to configure:
o User credentials for WebConsole (Default user name: admin and password:
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admin)
o WebServer port (Default port chosen will be 6060 and it is recommended not to
change it unless you are advanced user)
e Oncedone, Click Next.

]inzl ¥embu BDR Backup Server Setup M= E3 |

Port & Web Console Login Configuration

Specify the web console login credentials and Wembu BDR Backup Server service
ports,

Configure VembuBDR WehServer Port:

WiebServer Pork: IEuIIIEuEI [Ideally, leave this as it is7

gdvanced Port Confiqurations (Including HTTRS)
WehConsole Username & Password:

You will need a username and password to access YembuBDR WebConsole. Please
enter these below, or retain the default settings.

Iser Mame: I [ Default: admin ]
Password: I***** [ Default: admin ]

Confirm Password: I*****

< Back I Mext = I Cancel

e Next step of Wizard will allow you to review the chosen configuration, review the
settings and proceed to click Install.

]inEL ¥Yembu BDR Backup Server Setup

Review Configuration
Review setting before installing Wembu EDR. Backup Server on wour complker,

Click Inskall ko continue with the installation, or click Back if you wank ko review or
change any settings.

Z:1Program FilesiYembuiYembuBDR

YembuBDR will run as a Windows Service,

< Back I Install I Cancel |
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e Final step of wizard after installation will ask you whether to:
o Start Vembu BDR server and
o Open Vembu BDR Web Console.
e You can either leave the options selected and click Finish. Or chose to UnCheck them
and start later.

i Vembu BDR Backup Server Setup |=lo] x |

Completing the Vembu BDR
Backup Server Setup Wizard

Setup has finished installing Vembu BOR. Backup Server an
your computer,

Click Finish to exit Setup.

Start Vembu BOR Server
QOpen Vembu BDR. Web Console,

Note: VembuBDR is installed as a service and can be found on Services.msc, if user chose
to start later.

Vembu VMBackup User Guide

BDR Backup server - Linux

Vembu BDR server is currently supported for below versions of Linux OSes (Please make
sure that you are using any one of the below Linux architecture).

e Ubuntu 16.04 LTS (64 Bit)
e Ubuntu 14.04 LTS (64 Bit)
e Ubuntu 12.04 LTS (64 Bit)

To install Vembu BDR Backup Server on Linux environment follow the steps given below:
Copy the download link from the following link: Click here and download the installer file
using wget command and make sure you are a root user (use “sudo su” command to be as

an root user). Or you can download the installer to any Windows machine and move the
installer to Linux machine by using FTP/WinSCP.
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e Once you execute wget command you will have “VembuBDRSetup.sh” in the download
location.

e Run installer by using “sh” command. For ex: #sh VembuBDRSetup.sh

Foot@verbu-virtual-machine : fhome /wembu# sh VembuBDRESetup. sh

e After initiating the installer, it will check for dependent packages and request for a
confirmation from your side. You can enter “y” to proceed further.
Please find the packages to be downloaded by Vembu BDR application here:
o PostGreSQL RDMS (9.6)
o PostGreSQL Connector (9.5.02)
o ODBC Driver (2.3.4)
O

Vembu BDR Server (3.x.X)

hiz installer will download and insta

R R R R R RN S R R R

wou want to proceed [v/n]: I

e Here you need to specify the location where you want to store PostGreSQL files.
Vembu BDR will basically require 10% of the backup data storage for the internal meta
data store. Hence please assess and configure a storage medium appropriate to the
storage requirements. Besides please ensure your drives have higher I/0 performance.
Kindly specify the path and click Enter. We recommend you to use dedicated drive for
this location instead of root volume. (Important STEP)I2

e Then installer will proceed to install Unix ODBC and PostGreSQL driver.
e Click "yes" to proceed installing dependecy packages of PostGreSQL.

Copyright 2017 Vembu Technologies. All Rights Reserved

\Y  TRUSTED BY OVER 60,000 BUSINESSES




nnectivity bhetween

e Once done installing PostGreSQL, databases will be created and PostGreSQL will be
restarted automatically.

e In the Next step installer will install PostGreSql connector ODBC and will be
successfully connected to PostGreSQL server.

CDEC dri

worc

ebian wversion 64

e User will then be asked to proceed with Vembu BDR backup server installation, Enter

Copyright 2017 Vembu Technologies. All Rights Reserved
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which

VembuBEDE,

e Enter “yes” to start downloading Vembu BDR backup server application.

e Once download is completed. The Vembu BDR Backup server build installation starts
automatically and asks to choose type of installation. “Option 1" is to Install Vembu
BDR by creating a new Vembu BDR user account with root privileges or “Option 2" to
install Vembu BDR in the current user and proceed with the installation. By default we
recommend to choose Option1.

unt with root privile

kup

12

[1 or 2]

e If you have selected “Option 1" installer will create new Vembu BDR user. Enter
Password so that Vembu BDR user will be created as shown below.
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e Once user is created, the installer shows the License, kindly go through the License
Terms carefully. If you agree enter “y” to proceed. Then it will ask to create directory for
the installation path. Enter “y” to proceed.

o you agree to the shove license

Create it

or no(nl
e Installer asks your permission to create repository. Enter “y” to create repository now
or Enter “n” to create it later, after installing the backup server. If you want to create
now press “y” and click Enter.

Re
Repository

igure the repository 3
the htion 'n', then Yo

# H
| |
| |
| |
| |
| |
| |
| |
| |
| |
| |
H

HERSHRREHRERER HHERHY g HHEH HESRARRHERERAR RIS

Would yvou like to create Repository Mow 7 [v/n]:

e Once you press enter, installer will show the list of volumes present in your machine.
Kindly choose one volume by entering corresponding number. Click number and press
Enter to continue (Example : Enter 1)

Voluwmes with free = 22 of LGE or more

Mounted On
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e Once you click Enter, the repository created successfully and the installer asks for
Vembu BDR Web Console Authentication as shown below. Kindly give username and
password through which you can access your Server Web Console. By default we
recommend username and password as “admin”. Now press Enter to continue. Once
you click Enter, Vembu BDR Web console user will be created successfully.

Hegigiaiadainiaiaiaiadadady Configured Reposicory Devaills HASREREREHRHARRERERERERRHANN

Tully HREAHESHAHEREEREERERY
L Y R R R R X

ek Console Authentication

rnatne and p: Vembu EDR
gquired whi i

rhate adimin

Vernlbu EDR Weh

e Now installer asks you to change ports from default value. If you want to change click
“y" else “n”. By default we recommend to click “n” and continue. Kindly go through the
usage of individual ports mentioned below.

o Backup Server Port is the port through which the installed Vembu VMBackup
client will backup the data to the backup server. The default value is 32004.

o Ul Communication Port is the port through which Vembu BDR Apache/PHP
modules communicate with Vembu BDR to serve Ul requests from the Vembu
BDR Web Console. The default value is 32005.

o HTTPS Portis the port used to access the Vembu BDR Web console in a secured
manner through HTTPS protocol. Default value is 6061.

o Enable HTTPS: HTTPS Port is the secure web console port through which you
can access the Vembu BDR web console in secure manner. You should enable
“Enable HTTPS” option to edit this value. If you have enabled HTTPS option, then
you can access the Vembu BDR web console through https://localhost:6061
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e Once theinstallation is complete you will be asked to start the Vembu server as
Daemon process. If you have not started Vembu BDR as daemon process you can start
Vembu BDR using “sh startVembuBDR.sh” command and “sh stopVembuBDR" to stop
Vembu BDR from the Vembu BDR installation location. Or else if you want to start the
Vembu BDR immediately, enter “y” to proceed as shown below.

alled!

o e ol e e i e O O e e e e i e e e e i

or No{n)j: [ v /

Vembu VMBackup User Guide

VMware Virtual Appliance

A VMware virtual appliance is a template that creates virtual machines instantly on
VMware virtual environment without manual VM creation or separate installation of
operating system or Vembu BDR server.

Download VMware virtual appliance from following link: Click here to Download VMware
virtual appliance.

The downloaded file will be in zip format. Unzipping the file will have following:

e Vembu VMBackup Client build

e Virtual appliance template file (OVF)

e User Guide on How to deploy VMware Virtual Appliance
e Read Mefile
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Supported Versions: VMware VSphere 5.5 and 6.0

Steps to Deploy Virtual appliance on VMware ESXi server:

e Logon to an ESXi Server through VMware vSphere client.

vmware

VMware vSphere

Client

IE All vSphere features introduced in wSphere 5.5 and beyond are
available only through the vSphere Web Client. The traditional
v5phere Client will continue to operate, supporting the same
feature set as vsphere 5.0,

To direcly manage a single host, enter the IP address or host name.
To manage multiple hosts, enter the IF address or name of a
viCenter Server,

IP address /Name:  [192.168.102.51 |

User name: Ir:mt

Password: I:t::::::uﬂ

[T Use Windows session credentials

Login

e Navigate to File » Deploy OVF Template.

46 /332 . . .
\/ TRUSTED BY OVER 60,000 BUSINESSES Copyright 2017 Vembu Technologies. All Rights Reserved



Vembu VMBackup User Guide

&

File | Edit View Inventory Administration Plug-ins Help
|
New 4 tory E Inventory
Deploy OVF Template... |
] Export (3
Report 4l localhost Jocaldomain
Browse VA Marketplace... Getting Started
Print Maps 3
_ | What is a Host?
Exit
A host is a comput
as ESX or ESXi, to
CPU and memory r
' give virtual machin
connectivity.

e Browse and choose the .ovf file from the unzipped location.

Source
Select the source location.

Source

OVF Template Details

Mame and Location

Storage

Dizk Format

Ready to Complete Deploy from a file or URL

ID:‘l,'u'Mware—'u"lrh.lalApplianceBDF‘.‘l,u'ithaIappIianceBDF‘.‘l,uithala;I Browse... I
Enter a URL to download and install the OVF package from the Internet, or

specify a location accessible from your computer, such as a local hard drive, a
network share, or a CD/DVD drive.
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e The ovf configuration details can be viewed in next page like below.

OVF Template Details
Verify OVF template details.

Source

OVF Template Details
MName and Location
Storage

Digk Format

Metwork Mapping Nferiior
Ready to Complete

Product: virtualapplianceBDR.

Version:

Publisher: Mo certificate present
Download size: 5.2GB

Size an disk: 10.1 GB (thin provisioned)
1.5 TB (thick provisioned)

Description:

e Name the Deploying Virtual Machine.

Mame and Location
Spedfy a name and location for the deployed template

Source Mame:

QVF Template Details Iwrtl.lalapphanceBDF‘J
Mame and Location

Storage

Disk Format
MNetwork Mapping
Ready to Complete

The name can contain up to 80 characters and it must be unique within the inventory folder,

e Configure storage location for the deploying machine.
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@ Deploy OVF Template - o IEN

Disk Format
Iy which format do you want to store the virtual disks?

=ource Datastore: reesTs
OVF T ate Details | L3
Hame and Location .

kRt Available space (GB): 2695.3

Mebwork Mapping

Ready to Complate
" Thick Provision Lazy Zeroed
™ Thick Provision Eager Zerced
% Thin Provision

e Select the network for the virtual machine and click on next.
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Network Mapping
What networks should the deployed template use?

Source
OVF Template Details Map the networks used in this OVF template to networks in your inventory

Mame and Location
Storage Source Metworks | Destination Metwarks |

Disk Format WLAN 4 VLAN 4 |
Metwork Mapping

Ready to Complete

Description:

The VLAM 4 netwark

e Verify all the configuration chosen for Virtual Appliance and click on finish.

Ready to Complete
Are these the options you want to use?

gc,#n':l;mglate Details When you dick Finish, the deployment task will be started.
Mame and Location Deployment settings:
storage OvFfile: D:\wirtualapplianceBDR\virtualapplianceBDR.ov
Disk Faomeat ) Download size: 5.2 GB
%I&tﬁ Size ondisk: 10.1GB
MWame: virtualappliancsBDR
Host/Cluster localhost.
Datastore: datastorel
Disk provisioning: Thin Provision
Network Mapping: "WLAN 4" to "VLAN 4"

e Oncevirtual appliance is deployed, you will be notified with a success message.
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) Deployment Completed Successfully (= [o [

Deploying virtualapplianceBOR

Completed Successfully

Close

e By default, once machine is booted it logs in automatically. If locked use below
credentials:

Default User details:

Username: vembu

Password: password

Root password: password (sudo -s)

(7] virtualapplianceBDR on localhost.localdomain

File View WM

nir &6 G B P
B «) e3spm i}

ubuntu® 14.04 LTS

e Open terminal and verify whether the PostGreSQL and Vembu BDR services are
started.
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0 Performance ! E: 5
Terminal 1ty B ) 12:56Pm %

@ S & root@vembu-virtual-machine: ~

@ vembu@vembu-virtual-machine:~% sudo -s
[sudo] password for vembu:
root@vembu-virtual-machine:~# /etc/init.d/postgresql status
i 9.6/main (port 5432): online
root@vembu-virtual-machine:~# netstat -anp | grep 32004
IR tcp <] 0 0.0.0.0: f.0.6.6:* LISTEN

, 42375 /VembuBDR
root@vembu-virtual-machine:~# netstat -anp | grep 32885

tcp 5] 0 0.0.0.0: 6.68.6.6:* LISTEN
2375/VembuBDR

root@vembu-virtual-machine:~# netstat -anp | grep 6060

tep 5] 0 0.0.0.0: 0.0.0.0:* LISTEN
2250/httpd

root@vembu-virtual-machine:~# I

e Then open any web browser (FireFox or Chrome) and enter https://localhost:6061 to
open Vembu BDR web console and login with username password as admin / admin.

Vembu

BDR

Backup and Replication for the Virtual Data Center

Diefault User Mame "admin”

VMware | Hyper-V | Physical Server

Appiication Avware & Granufar Recovery for Files, Mails, 5Qf Databases e

Best viewed in & 11+, €& 28+ & & 34+

e Select your required time zone setting for the machine and click yes to proceed.

(UTC+05:30) Chennai, Kolkata, Mumbai, Mew Delhi v

Wed 22 Feb 2017 13:25:45

Mote: The time rone selected will be wred to display the appropriate date and tme i the reports and
I the otherembu BORweh console pages.

e Give an unique Vembu BDR ID, by default it takes the hostname and machine name as
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ID.

Note: The following characters are permitted as part of the Vembu BDR Server ID:

[ A-Z][a-z][0-9][ - _.] Your ID must not start or end with special characters and it must
be between 1-50 characters in length.

An Unique Vembu BDR D

EntersVembu BDRID: | Wembu-BDRVirtualAppliz | @

Mate - This s the paigue 10 ntth wiich each instaliation oflemby BOs identifed. Ve recommend

Zhang machineiiame domamiiame as thelemby BN since s globaifi-unigue,
Llpdate

e Once Vembu BDR server ID configuration is updated successfully, you will be
prompted to configure the repository details to store the backup data, Choose the
volume and Click Update. Deployment of Vembu BDR server on your VMware ESXi
server is now successfully completed.

Vembu VMBackup User Guide

Hyper-V Virtual Appliance

A Hyper-V virtual appliance is a template that creates virtual machines instantly on Hyper-
V virtual environment without manual VM creation or separate installation of operating
system or Vembu BDR server.

Download Hyper-V virtual appliance from following link: Click here to Download Hyper-V
virtual appliance.

The downloaded file will be in zip format. Unzipping the file will have following:
Vembu VMBackup Client build
Virtual appliance template file (VHD)

User Guide on How to deploy Hyper-V Virtual Appliance
ReadMe file

Steps to Deploy Virtual appliance on Hypervisor:

e Open the Hyper-V Manager console.
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File Action View Help

e #F BE

=5 Hyper-V Manager
55 HYPERV2012 Virtual Machines

MName M State CPU Usage Assigned Memao

2 Windows2012 Off . ) )

i Windows2003 oFf | = Import Virtual Machine...

i Windows12 Off |ﬂ Hyper-V Settings...

3 VirtualApplianceOfiste Off % Virtual Switch Manager...

Virtual Appli BDR Off

i e ﬂ.]. Virtual 5AN Manager...

i UbuntuMachine Off

2 Ubuntu12.04Dortdelete_204 off ¢Za Edit Disk..

i mr_2016-04-22-16-05-05 Off E Inspect Disk... =

3 muttiple_vm_2016-05-08-00-30-30 Off @ Stop Senvice

< ]
75 Remove Server

Snapshots 4 Refresh

Windows2012 i ’
ﬂ Help

Created: 4/25/2015 6:04:00 AM Clustered: Mo I“i"ll“ﬂii -
Hot M
ot one é Connect...

if_q Settings...
@ start

e Rightclick on the corresponding server under Hyper-V Manager.

File Action View Help

= #F B

=5 Hyper-V Manager || [

| HYPE | New , [hines
| Import Virtual Machine... | v State CPU Usage Assigned Memo
2 Off
Hyper-V Settings... 5 oFF L= Import Virtual Machine...
Virtual Switch Manager... Off [ Hyper-V Settings...
Virtual SAN Manager... celffsite Off 1 Virtual Switch Manager...
I BDR Off
Edit Disk... = e . Virtual SAN Manager...
. ne
Inspect Disk... o
E Dortdelete_204 off ¢ Edit Disk..
Stop Service 02-16-0505 Off E Inspect Disk...
Remove Server {2016-05-08-00-30-30 Off @ Stop Service
Refresh n
x Rermnove Server
1 3
View 34 Refresh
Help ]
v »
winuowszU 12 =
ﬂ Help
Created: 4/29/2015 6:04:00 AM Clustered: MNo “
Mot N
o one @ Connect...
i‘_| Settings...
M Start

e Check whether VirtualApplianceBDR folder contains the 3 folders shown in the screen
shot below.
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© = 1 |l F\HyperV-VirtualApplianceBDR\VirtualApplianceBDR) v| & | | Search VirtualApplianceBDR P |
Organize *  Mew folder | EECR ]
El Recentplaces |~ Mame - Date modified Type Size
Snapshots 5/6/2016 12:49 PM File folder
18 This PC . ) = : )
_H - | Virtual Hard Disks 3/6/2016 12:49 PM File folder
esktoy
- o . Virtual Machines 5/6/2016 12:36 PM File folder
| Documents
j Downloads
_ﬂl Music
_-El Pictures
i Videos

i, Local Disk (C:)

New Volume (D:
—w VembuVirtualDri
New Volume (F:)
L testD (\\192.168.1

€l Network v

Folder: | VirtualApplianceBDR |

| Select Folder || Tered |

e Right click over Hyper-V host — select Import Virtual machine.
e Select the folder containing VHD and XML files.

Locate Folder

Befaore You Begin Spedify the folder containing the virtual machine to import.

Locate Folder

Select Virtual Machine

Choose Import Type

Summary

< Previous | | Mext = | | Finish | ‘ Cancel
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e Select the VM ‘VirtualApplianceBDR' to import and click next.

ﬁ Select Virtual Machine

Before You Begin Select the virtual machine to import:

Locate Folder -
Mame

Date Created
Select Virtual Machine virtualApplianceB0R 5/5/2016 10:27:08 AM
Choose Import Type

Summary

< Previous | ‘ Mext = | ‘ Finish | | Cancel

e Choose import type as appropriate.
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Choose Import Type

Before You Begin Choose the type of import to perform:

Locate Folder () Register the virtual machine in-place (use the existing unigue ID)
Select Virtual Machine () Restore the virtual machine (use the existing unique ID)

Choose Import Type (®) Copy the virtual machine (create a new unigue ID)

Summary

‘ < Previous | ‘ Mext = | ‘ Finish | | Cancel

e Select location of configuration files for the VM and proceed with Next.
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» Choose Folders for Virtual Machine Files

Before You Begin ‘You can specfy new or existing folders to store the virtual machine files, Otherwise, the wizard
d imparts the files to default Hyper-V folders on this computer, or to folders spedfied in the virtual
Locate Folder machine configuration.

SIEEaT oI [#] Store the virtual machine in a different location

Choose Impaort Type
Virtual machine configuration folder:

Choose Destination

C:'\ProgramDataMicrosoft\Windows \Hyper-vY, Browse...
Choose Storage Folders | | | |
RIS Checkpoint store:

|C:\ProgramDaEWicrusnFt\,WindnwsHyper—v‘l, | | Browse... |

Smart Paging folder:
|C:‘IProgramDaiaWicrosoFt\,Windows\,Hyper—'u"l, || Browse... |

‘ < Previous | | Mext = ‘ | Fimish | | Cancel

e Select storage location of the VHD files and click Next.
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Choose Folders to Store Virtual Hard Disks

Before You Begin where do you want to store the imported wvirtual hard disks for this virtual machineg?

Locate Folder e eation |m || Browse. .,
Select Wirtual Machine

Choose Import Type
Choose Destination
Choose Storage Folders

Summary

| < Previous | | ek = | ‘ Finish ‘ | Cancel

e Verify the configurations provided via summary and click finish to create VM.
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Completing Import Wizard

Before You Beqin You are about to perform the following operation.
Locate Folder Description:
Select Virtual Machine

Virtual Machine: VirtualapplianceBDR

Choose Import Type Impart file: F:\HyperV-Virtual ApplianceB0R WirtualApplianceBOR Wirtual Mac
Choose Destination Import Type: Copy (generate new I0)

Virtual machine configuration folder:  C:\ProgramDataMicrosoft\Windows\Hyper-vy

Checkpoint folder: C:'\ProgramData\Microsoft\Windows \Hyper-v

Surmmary Smart Paging file store: C:\ProgramData\Microsoft\Windows \Hyper-V,

Virtual hard disk destination folder:  C:WUsers\Public\Documents\Hyper-v\Virtual Hard Disks',

Choose Storage Folders

<| m

To complete the impart and dose this wizard, dick Finish.

|<Previom|| Mext = ||

Once deployment is completed successfully, start the created virtual machine.

File Action View Help

«=| z(E @
- |
23 Hyper-V Manager
Ha HYPERV-114 Virtual Machines
Mame i State CPU Usage
VirtualApplianceBDR Connect
§ WVembuVirtualappliance( Off
g Sharedvmz Settings... Off
g SharedvM1 Start | Off
§ secVM_new_blup_04 | Checknoint Off
2 secVM_DAMAY2016_1 S Off
,i secVM Move... Off
N Export... U
Checkpoints Rename...
Delete...
Enable Replication... The selected virtual machine has no checkpaints
Help
e By default, once machine is booted it logs in automatically. If locked use below

credentials:
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Default User details:

Username: vembu

Password: password

Root password: password (sudo -s)

1% virtualappliance on VCENTERSERVER - Virtual Machine Connection == -
File Action Media Clipboard View Help

@3 () @0 uik B l

>
Status: Running g ag

e Open terminal and verify whether the PostGreSQL and Vembu BDR services are
started.
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ol YembuBDORYirtual Appliance on NODE1 - Yirtual Machine Connection
File Action Media Clipboard  View Help
S O0@OO I b

Terminal

tcp 0 6 0.0.0.0: 1 0.0.0.0:* LISTEN
root@vembu-Virtual-Machine: /# [etc/init.d/postgresql status
9.6/main (port 5432): online

@
é root@vembu—Virtual—Machine:,-’#I

root@vembu-Virtual-Machine: /

root@vembu-Virtual-Machine: /# netstat -an | grep "3200"
tcp 0 0 0.0.0.0: 4 el LISTEN
tcp 0 0 0.0.0.0: 5 0.0.0.0:* LISTEN
root@vembu-Virtual-Machine: /# netstat -an | grep "606"
tcp 0 0 0.0.0.0: 0 0.0.0.0:% LISTEN

< n >
Status: Running [: ’j JE%]

e Then open any web browser(FireFox or Chrome) and enter https://localhost:6061 to
open Vembu BDR web console and login with username password as admin / admin.

Vembu

Esor

Backup and Replication for the Virtual Data Center

Diefault User Mame "admin”

VMware | Hyper-V | Physical Server

Application Aware & Granufar Recovery for Files, Maits, 5Qf Databases e

Bestviewed in &8 11+, €28+ & & 34+

e Select your required time zone setting for the machine and click yes to proceed.
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Select the Time Zone settings for this Backup Server

(UTC+05:30) Chennai, Kolkata, Mumbai, Mew Delhi v

Wed 22 Feb 2017 13:25:45

Mote: The time zone selected will be wred to display the appropriate date and tmein the reporis and
I the othervambu BORweh console pages.

LA
o)
=
(10

e Give an unique Vembu BDR ID, by default it takes the hostname and machine name as
ID.
Note: The following characters are permitted as part of the Vembu BDR Server ID:
[ A-Z][a-z][0-9][ - _.] Your ID must not start or end with special characters and it must
be between 1-50 characters in length.

An Unique Vembu BDR D

Enter aVembu BDRID: | NMembu-BDR-VirtualAppliz | @

Mot This s the upigus 1D with which each instaliation oflemby BORIE identifed. Ve recommend

R machineiame domamiiame as thelemby BINRID since itis globaiiirunigue,
Update

e Once Vembu BDR server ID configuration is updated successfully, you will be
prompted to configure the repository details to store the backup data, Choose the
volume and Click Update. Deployment of Vembu BDR server on your Hyper-V server is
now successfully completed.

Limitations:

e KVM installation has some permission issues.

e Instant Boot is not supported.

e Virtual Appliance does not have network adapter in default, user needs to manually
attach the network adapter/switch.

Vembu VMBackup User Guide
OffsiteDR Server
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Vembu OffsiteDR Server - Windows

Vembu OffsiteDR Server is currently supported for below versions of windows machines
(Please make sure that you are using any one of the below versions).

Windows Server 2012 R2 (64 Bit)
Windows Server 2008 R2 (64 Bit)
Windows Server 2012
Windows Server 2016

Download build:

e Download the Windows Installer for Vembu OffsiteDR server.

Steps to Installation:

e Run the downloaded installer with administrator privilege and installation process
begins with the below wizard. Click Next to proceed with installing the setup.

& Vermnbu OffsiteDR Server Setup | = | = [

Welcome to the Vembu OffsiteDR
Server Setup Wizard

This will install Yembu OffsiteDR. Server 3.7.0 on your
computer.

It is recommended that you dose all other applications before
continuing.

Click Mext to continue, or Cancel to exit Setup.

| Mext = || Cancel |

e 'Vembu OffsiteDR License agreement' is the next step in setup installation, read the
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agreement carefully and choose 'l accept the agreement' option.
Note: Opting to 'l do not accept the agreement' will block you from proceeding with
setup installation.

e Click Next

i Vembu OffsiteDR Server Setup

Vembu Software License Agreement
Please read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation,

| ~

VEMBL EMD USER. LICEMSE AGREEMENT

CAREFULLY READ THE FOLLOWING EMD USER. LICEMSE AGREEMENT (EULAT! IT
CONTAIMNS VERY IMPORTAMT INFORMATION ABOUT YOUR (END-USER) RIGHTS,
RESTRICTIONS AND OBLIGATIOMS, AS WELL AS LIMITATIONS AMD EXCLUSIONS
THAT MAY APPLY TO YOU REGARDING YOUR RIGHTS TO DOWMNLOAD, INSTALL,
USE OR. COPY VEMBU SOFTWARE (AS DEFINED BELOW). BY DOWMNLOADING,
IMSTALLIMG AMD/OR CREATING AN ACCOUNT AT THE VEMBL PORTAL (AS e

(®) I accept the agreement

() I do not accept the agreement

| < Back ” Mext = || Cancel |

e Next step in wizard will have default settings chosen, you can either:

o Click Install to proceed installation with default chosen settings.
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i Vembu OffsiteDR Server Setup

Default Settings

Install Vembu OffsiteDR. Server with default settings by dicking Install, or select
the chedk box below to customize the installation wizard.

Configuration Settings:

Installation Location: C:\Program Filesh,
Storage Repository Location: C:\sgstoragel,
Web Console Username: admin

Web Console Password: admin

Backup Port: 32004

GUI Port: 6061

[ ]Let me customize the configurations

| < Back || Install || Cancel |

o Orcancheck 'Let me customize the configurations' option and opt to
Customize settings.

i Vembu OffsiteDR Server Setup

Default Settings

Install Vembu OffsiteDR Server with default settings by dicking Install, or select
the chedk box below to customize the installation wizard.

Configuration Settings:

Installation Location: C:\Program Files!,
Storage Repository Location: C:'\=sgstorage’,
Web Console Username: admin

Web Console Password: admin

Backup Port: 32004

GUI Port: 6061

......................................................................................................

e Choosing Customize option will let you customize PostGreSQL Server Configurations
in next step: 'Installation location' and 'Database Storage Location'.
e Once done choosing location, click Next.
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PostGres(L Server Installation

This will download and install PostGreSQL Comunity Server and PostGresgL
Connector /QDBC,

Provide PostGreSQL Server configuration parameters here,

PostGreSQL Server Configuration

Instance Name: |P05tgr5QL

Installation Location:

Database Storage Location: |C:‘|,Program Files

e Next step in wizard will allow you to customize installation location of Vembu
OffsiteDR.
e Once done choosing location, click Next.

Installation Location
Select the installation folder for Vembu OffsiteDR. Server.

Click Mext to install in this folder,

To install in a different folder, dick Browse and select another folder,
Click cancel to exit setup.

| | Browse...

e Next step in wizard is 'Storage Repository Configuration', you can either choose:
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o Alocal drive as your storage repository
i Vembu OffsiteDR Server Setup

Storage Repository Configuration
Spedfy the backup storage location.

Storage Repository Configuration

{®) Choose local drive as your Storage Repository
Total Size Free Size

Storage Drive : m L] 7

@B GB

() Choose network drive as your Storage Repository

| = Back ” Mext = || Cancel |

o Or choose a network drive as your storage repository

o Once done with Vembu OffsiteDR server installation, you can add shared
folders as network drives by configuring them via Vembu OffsiteDR server web
console.

i Vembu OffsiteDR Server Setup

Storage Repository Configuration
Spedfy the backup storage location.

Storage Repository Configuration

() Choose local drive as your Storage Repository

(® Choose network drive as your Storage Repository

Add shared folders (NFS or CIFS) after installing Yembu OffsiteDR Server. Vembu
OffsiteDR. supports any SAM and MAS devices connected using CIFS (SMB) or NFS
share,

< Back ” Mext = || Cancel

o C(Click Next.
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e Next step in wizard will allow you to configure:
o User credentials for WebConsole (Default user name: admin and password:
admin)
o WebServer port (Default port chosen will be 6060 and it is recommended not to
change it unless you are advanced user)
e Oncedone, Click Next.

i Vembu OffsiteDR Server Setup

Port & Web Console Login Configuration

Specfy the web console login credentials and Vembu OffsiteDR Server service
poarts,

Configure VembuQffsite DR WebServer Port:

WebServer Port: (6060 [Ideally, leave this as it is]?

Advanced Port Configurations (Induding HTTPS)
WebConsole Username & Password:

You will need a username and passward to access VembuOffsiteDR. WebConsale,
Please enter these below, or retain the default settings.

User Mame:

5dmin | | [ Default: admin ]

Password: |===== | [ Default: admin ]

Confirm Password: | — |

| < Back ” Mext = || Cancel |

e Next step of Wizard will allow you to review the chosen configuration, review the
settings and proceed to click Install.
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Review Configuration
Review setting before installing Vembu OffsiteDR Server on your computer,

Click Install to continue with the installation, or dick Back if you want to review or
change any settings.

C:'Program Files\WembuWembuOffsiteDR

VembuOffsiteDR will run as a Windows Service.,

| < Badk || Install || Cancel

e Final step of wizard after installation will ask you whether to:
o Start Vembu OffsiteDR server and
o Open Vembu OffsiteDR Web Console.
e You can either leave the options selected and click Finish. Or chose to UnCheck them

and start later.

[=[o] x ]

i Vembu OffsiteDR Server Setup

Completing the Vembu OffsiteDR
Server Setup Wizard

Setup has finished installing Vembu OffsiteDR. Server an your
computer.

Click Finish to exit Setup.

Start Vembu OffsiteDR. Server
Cpen Yembu OffsiteDR. Web Console,
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Note: VembOffsiteDR is installed as a service and can be found on Services.msc, if user
chose to start later.
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Vembu OffsiteDR server - Linux

Vembu OffsiteDR server is currently supported for below versions of Linux OSes (Please
make sure that you are using any one of the below Linux architecture).

e Ubuntu 16.04 LTS (64 Bit)
e Ubuntu 14.04 LTS (64 Bit)
e Ubuntu 12.04 LTS (64 Bit)

To install Vembu OffsiteDR Backup Server on Linux environment follow the steps given
below:

Copy the download link from the following link: Click here and download the installer file
using wget command and make sure you are a root user (use “sudo su” command to be as
an root user). Or you can download the installer to any Windows machine and move the
installer to Linux machine by using FTP/WinSCP.

e Once you execute wget command you will have “WVembuOffsiteDRSetup.sh” in the
download location.

e Runinstaller by using “sh” command. For ex: #sh VembuOffsiteDRSetup.sh

Footlvenrbu-—virtual-machine : S howe/verbu/ Dovnloads# sh VenbulffsiteDRIetup.sh

e After initiating the installer, it will check for dependent packages and request for a
confirmation from your side. You can enter “y” to proceed further.
Please find the packages to be downloaded by Vembu OffsiteDR application here,
o PostGreSQL RDMS (9.6)
o PostGreSQL Connector (9.5.02)
o ODBC Driver (2.3.4)
O

VembuOffsiteDR Server (3.x.X)
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Do yvou want to procesd [vin]: I

e Here you need to specify the location where you want to store PostGreSQL files.
Vembu OffsiteDR will basically require 10% of the backup data storage for the internal
meta data store. Hence please assess and configure a storage medium appropriate to
the storage requirements. Besides please ensure your drives have higher 1/0
performance. Kindly specify the path and click Enter. We recommend you to use
dedicated drive for this location instead of root volume. (Important STEP)

e Then installer will proceed to install Unix ODBC and PostGreSQL driver.
e Click "yes" to proceed installing dependecy packages of PostGreSQL.

Copyright 2017 Vembu Technologies. All Rights Reserved
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0 to rewove and 642 not upgraded.

additional o : 22 will ke used.

e Once done installing PostGreSQL, databases will be created and PostGreSQL will be
restarted automatically.

e In the Next step installer will install PostGreSql connector ODBC and will be
successfully connected to PostGreSQL server.

ODEC driwver is suc fully connected to Postgre

e i e e e e e i e e e e el e e e e e

admin
64 bhit storegrid is called

e User will then be asked to proceed with Vembu OffsiteDR backup server installation,

auy

Enter “y”.
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Me will now take you through the
Venmbu OffsiteDlR is proprietary sSoLuws Venmbu Technologies Inc and i
licensed under its own terms which you are regquired to accept for this

installation.

If wou would like to install

Do wou want to proceed [yes/no]: I

e Enter “yes” to start downloading Vembu OffsiteDR backup server application.

e Once download is completed. The Vembu OffsiteDR Backup server build installation
starts automatically and asks to choose type of installation. “Option 1" is to Install
Vembu OffsiteDR by creating a new Vembu OffsiteDR user account with root privileges
or “Option 2" to install Vembu OffsiteDR in the current user and proceed with the
installation. By default we recommend to choose Option1.
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enter wour option [1 or Z]

e If you have selected “Option 1" installer will create new Vembu OffsiteDR user. Enter
Password so that Vembu OffsiteDR user will be created as shown below.

e Once user is created, the installer shows the License, kindly go through the License
Terms carefully. If you agree enter “y” to proceed. Then it will ask to create directory for
the installation path. Enter “y” to proceed.

e Installer asks your permission to create repository. Enter “y” to create repository now
or Enter “n” to create it later, after installing the backup server. If you want to create
now press “y” and click Enter.

Copyright 2017 Vembu Technologies. All Rights Reserved
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e Onceyou press enter, installer will show the list of volumes present in your machine.
Kindly choose one volume by entering corresponding number. Click number and press
Enter to continue (Example : Enter 1)

e Onceyou click Enter, the repository created successfully and the installer asks for
Vembu OffsiteDR Web Console Authentication as shown below. Kindly give username
and password through which you can access your Server Web Console. By default we
recommend username and password as “admin”. Now press Enter to continue. Once
you click Enter, Vembu OffsiteDR Web console user will be created successfully.

Copyright 2017 Vembu Technologies. All Rights Reserved
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e Now installer asks you to change ports from default value. If you want to change click
“y" else “n”. By default we recommend to click “n” and continue. Kindly go through the
usage of individual ports mentioned below.

o Backup Server Port is the port through which the installed Vembu VMBackup
client will backup the data to the backup server. The default value is 32004.

o Ul Communication Port is the port through which Vembu OffsiteDR Apache/PHP
modules communicate with Vembu OffsiteDR to serve Ul requests from the
Vembu OffsiteDR Web Console. The default value is 32005.

o HTTPS Port is the port used to access the Vembu OffsiteDR Web console in a
secured manner through HTTPS protocol. Default value is 6061.

o Enable HTTPS: HTTPS Port is the secure web console port through which you
can access the Vembu OffsiteDR web console in secure manner. You should
enable “Enable HTTPS” option to edit this value. If you have enabled HTTPS
option, then you can access the Vembu OffsiteDR web console through https://
localhost:6061

e Once the installation is complete you will be asked to start the Vembu server as

Copyright 2017 Vembu Technologies. All Rights Reserved
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Daemon process. If you have not started Vembu OffsiteDR as daemon process you can
start Vembu OffsiteDR using “sh startVembuOffsiteDR.sh” command and “sh
stopVembuOffsiteDR" to stop Vembu OffsiteDR from the Vembu OffsiteDR installation
location. Or else if you want to start the Vembu OffsiteDR immediately, enter “y” to
proceed as shown below.

uoffsitedr

Vembu VMBackup User Guide

VMware Virtual Appliance

A VMware virtual appliance is a template that creates virtual machines instantly on
VMware virtual environment without manual VM creation or separate installation of
operating system or Vembu OffsiteDR server.

Download VMware virtual appliance from following link: Click here to Download VMware
virtual appliance.

The downloaded file will be in zip format. Unzipping the file will have following:
e Virtual appliance template file (OVF)
e User Guide on How to deploy VMware Virtual Appliance

e Read Mefile

Supported Versions: VMware VSphere 5.5 and 6.0

Steps to Deploy Virtual appliance on VMware ESXi server:

e Logon to an ESXi Server through VMware vSphere client.
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vmware

VMware vSphere™

(Client

@ All wvSphere features introduced in vSphere 5.5 and beyond are
available only through the vSphere Web Client. The traditional
vSphere Client will continue to operate, suppaorting the same
feature set as vSphere 5.0.

To directly manage a single host, enter the IP address or host name.
To manage multiple hosts, enter the IP address or name of a
viCenter Server.,

IP address /Name: ~ [192.168.102.51 |

User name: Ir-:u::ut

Password: Ittttttttttt‘

™ Use Windows session credentials

Login I Close

¢ Navigate to File —~ Deploy OVF Template.

@

File | Edit View Inventory Administration Plug-ins Help
|
New 4 tory b@ Inventary
Deploy OVF Template... |
H Export *

Feport *

localhost localdomain

Browse V4 Marketplace... Getting Started

Print Maps 3

What is a Host?
Exit

A host is a comput
as ESX or ESX|, to
CPU and memory r
' give virtual machin
connectivity.

e Browse and choose the .ovf file from the unzipped location.
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Source
Select the source location.

Source

CQVF Template Details

Mame and Location

Storage

Disk Format

Ready to Complete Deploy from a file or URL

ID:‘l,\-'irh..laIapplianceDFFsiteDR\,virmaIapcﬂianceDﬂ%;iteDF‘..::VF ;I Browse. .. I
Enter a URL to download and install the OVF package from the Internet, or

specify a location accessible from your computer, such as a local hard drive, a
network share, or a CD/OVD drive.

e The ovf configuration details can be viewed in next page like below.
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OVF Template Details
Verify OVF template details.

Source

OVF Template Details
Mame and Location
Storage

Disk Format

Metwark Mapping Vendor:
Ready to Complete

Product: VirtualapplianceQffsiteDR.

Version:

Publisher: Mo certificate present
Cownload size: 6.6 GB

Size on disk: 12.1 GB (thin provisioned)
1.5 TB (thick provisioned)

Description:

¢ Name the Deploying Virtual Machine.
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Mame and Location
Specify a name and location for the deployed template

Source Mame:

QVF Template Details . anceOeiteDR.
Mame and Location
Storage

Disk Format

Metwork Mapping
Ready to Complete

The name can contain up to 80 characters and it must be unique within the inventory folder.

e Configure storage location for the deploying machine.
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@ Deploy OVF Template - o[IEl

Disk Format
In which format do you want to store the virtual disks?

Source Datastore: e
OVET ate Details | 163}
Hame and Location

e Available space H 2695.3
Disk Format (8)

Hebwork Mapping

Ready to Complete
" Thick Provision Lazy Zeroed
” Thick Provision Eager Zeroed
¥ Thin Provision

e Select the network for the virtual machine and click on next.
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MNetwork Mapping
What netwaorks should the deployed template use?

Source
OVF Template Details Map the networks used in this OVF template to networks in your inventory

Name and Location
Storage Source Metworks | Destination Metworks |

Disk Format VLAN 3 VLANG |
Network Mapping

Ready to Complete

Description:

The VLAMN 4 network ~

e Verify all the configuration chosen for Virtual Appliance and click on finish.
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Ready to Complete
Are these the options you want to use?

iﬁmglat& Details When you dick Finish, the deployment task will be started.
Mame and Location Deployment settings:
sStorage QVF file: D:\WirtualApplianceOffsiteDRAVirtual ApplianceOffsiteDRuovf
Cisk Format ) Download size: 6.6 GB
wmlete Size ondisk: 12.1GB
MName: Virtual&pplianceOffsiteDR
HostfCluster: localhost.
Datastore: datastorel (2)
Disk provisioning: Thin Provision
Network Mapping: "WLAM 4"to "WLANS"

™ Power on after deployment

e Once virtual appliance is deployed, you will be notified with a success message.

Deploving VirtualApplianceOffsiteDR

Completed Successfully

e By default, once machine is booted it logs in automatically. If locked use below
credentials:

Default User details:

Username: vembu

Password: password

Root password: password (sudo -s)
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(7)) virtualapplianceBDR on localhostlocaldomain _HE

File View WM

W) 6:38PM I

ubuntu® 14.04 LTS

e Open terminal and verify whether the PostGreSQL and Vembu OffsiteDR services are
started.

¥irtualApplianceDffsiteDR

| Getting Started - | Summary | Resource Allocation - Performance - | Events mPermissions
Terminal File Edit View Search Terminal Help LI} m ) 12:45PM I

~

root@vembu-virtual-machine: ~

vembu@vembu-virtual-machine:~$ sudo -s

[sudo] password for vembu:

root@vembu-virtual-machine:~# fetc/init.d/postgresql status

9.6/main (port 5432): online

root@vembu-virtual-machine:~# netstat -anp | grep 32004

tep ¢] 0 0.0.0.0: B.B.6.6:* LISTEN

, 41943 /VembuOf fsiteDR
root@vembu-virtual-machine:~# netstat -anp | grep 32885

tcp 5] 0 0.0.0.0: 8.8.8.6:* LISTEN
1943 /VembuOffsiteDR

root@vembu-virtual-machine:~# netstat -anp | grep 60860
tcpb 0 G = 2

1843 /httpd

root@vembu-virtual-machine:~#

LISTEN

e Then open any web browser (FireFox or Chrome) and enter https://localhost:6061 to
open Vembu OffsiteDR web console and login with username password as admin /
admin.
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Vembu

OffsiteDR

Backup and Replication for the Virtual Data Center Username

Drefault User blame "admin®
VMware | Hyper-V | Physical Server
Password

Diefault Password "admin®

& Signin

Bastwiewed in €811+, € 28+ & @ 34+

Application Aware & Granufar Recovery for Files, Mails, SQL Databases

e Select your required time zone setting for the machine and click yes to proceed.

Select the Time Zone settings for this Backup Server

(UTC+05:30) Chennai, Kollkata, Mumbai, Mew Delhi v

Wed 22 Feb 2017 15:56:48

Mote : The ime rone selected will be wred to display the appropriate date and tme in the reports and
1A the otfervemby QffsitelhR weh console pages,

e Give an unique Vembu OffsiteDR ID, by default it takes the hostname and machine
name as ID.
Note: The following characters are permitted as part of the Vembu OffsiteDR Server ID:
[ A-Z][a-z][0-9][ - _ .] Your ID must not start or end with special characters and it must
be between 1-50 characters in length.

An Unigque Vembu OffsiteDR ID

Enter a Vembu OffsiteDRID : | MirtualApplianceOffsiteDF | @

Mate - THIS s e paigue 10wt which each instaliation oflsemby OFfsitel s iden ifed. Ve
reconmend ZiRs machineiiame Jomainiiame as thelemby QIfsiterhg D since IHis globaliyunigue.
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e Once Vembu OffsiteDR server ID configuration is updated successfully, you will be
prompted to configure the repository details to store the backup data, Choose the
volume and Click Update. Deployment of Vembu OffsiteDR server on your VMware
ESXi server is now successfully completed.

Vembu VMBackup User Guide

Hyper-V Virtual Appliance

A Hyper-V virtual appliance is a template that creates virtual machines instantly on Hyper-
V virtual environment without manual VM creation or separate installation of operating
system or Vembu OffsiteDR server.

Download Hyper-V virtual appliance from following link: Click here to Download Hyper-V
virtual appliance.

The downloaded file will be in zip format. Unzipping the file will have following:
e Virtual appliance template file (VHD) for Hyper-V

e User Guide on How to deploy Hyper-V Virtual Appliance
e ReadMe file

Steps to Deploy Virtual appliance on Hypervisor:

e Open the Hyper-V Manager console.

EF] Hyper-V Manager = = -
File Action View Help
=
=5 Hyper-V Manager Actions
HYPERW2012 Virtual Machines
2 HYPERV2012 .~
MName T State CPU Usage Assigned Memo Mew
g Windows2012 Off ] ]
é Windows2003 Off L= Import Virtual Machine...
2 Windows12 Off 5 Hyper-V Settings...
5 VitualApplianceCffste off FI Virtual Switch Manager...
2| VitualApplianceBDR Off
; R e, Virtual SAN Manager...
= UbuntuMachine Off -
3 Ubuntu12.D4Dortdelete_204 Off i Edit Disk...
2 mm_2016-04-22-16-05-05 Off &L Inspect Disk... =
= multiple_vm_2016-05-08-00-30-30 Off @ Stop Service
< m
75 Remove Server
Snapshots G Refresh
- Vi 4
Windows2012 i
Help
Created: 4/25/2015 6:04:00 AM Clustered: Mo Windows2012 ~
Notes:  Mone =
=1 Connect.
2% Settings...
@ start

e Right click on the corresponding server under Hyper-V Manager.
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File Action View Help

«=| 7z BE

Hyper-V Manager
yp g [
5 HYPE New , [hines
| Import Virtual Machine... | v State CPU Usage Assigned Memo Mew »
2 Off
Hyper-V Settings... 5 oFF L= Import Virtual Machine...
Virtual Switch Manager... ofF ] Hyper-V Settings...
Virtual SAN Manager... ceOffsite Off 1 Virtual Switch Manager...
S BDR Off
Edit Disk... S off ﬁ.]. Virtual SAN Manager...
. ne
Inspect Disk... o
E Dortdelete_204 off ¢ Edit Disk..
Stop Service 02-16-0505 Off E Inspect Disk...
Remove Server {2016-05-08-00-30-30 Off @ Stop Service
Refresh i
x Rermnove Server
View ' 34 Refresh
Help ]
Vi 4
winuowszU 12 i
n Help
Created: 4/29/2015 6:04:00 AM Clustered: MNo
Not: N
s one ﬂ Connect...
i‘_, Settings...
M Start

e Check whether VirtualApplianceOffsite folder contains the 3 folders shown in the
screen shot below.

¥ This PC » Mew Volume (G » Hyper-W WembuOffsite DR_Virtualf&ppliance » WembuOffsiteVirualfppliance

.

Marne Date modified Type Size
| Snapshots 212272017 316 PM  File folder
o Mirtual Hard Disks 222 2MT 316PM  File folder
L Wirtual Machines 27282017 3:22 PM File falder

e Right click over Hyper-V host — select Import Virtual machine.
e Select the folder containing VHD and XML files.
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» Locate Folder

Befaore You Begin Specify the Folder containing the virtual machine to import.

Locate Folder

Falder: |G:'I,Hy|:|er-'v'_'v'eml:uuOFFsiteDR_'v'irI:uaI.C\|:|pIian|:e'l,'u'eml:uuOFFsite'u'irtual.ﬂppliance'l,| | | Browse, .,

Select Wirtual Machine

Choose Impork Type

Summary

| < Previous | ‘ Mext = | | Finish | | Cancel

e Select the VM *VirtualApplianceOffsite' to import and click next.
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ﬁ Select Virtual Machine

Before You Begin Select the virtual machine to impart:
Locate Folder Mame - Date Created
Select Virtual Machine VirtualApplianceOffsite 5/9/2016 12:47:31 AM

Choose Import Type

Summary

< Previous ‘ | Mext = | | Finish | ‘ Cancel

e Choose import type as appropriate.
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Choose Import Type

Before You Begin Choose the type of import to perform:

Locate Folder () Register the virtual machine in-place (use the existing unigue ID)
Select Virtual Machine () Restore the virtual machine (use the existing unique ID)

Choose Import Type (®) Copy the virtual machine (create a new unigue ID)

Summary

‘ < Previous | ‘ Mext = | ‘ Finish | | Cancel

e Select location of configuration files for the VM and proceed with Next.
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» Choose Folders for Virtual Machine Files

Before You Begin ‘You can specfy new or existing folders to store the virtual machine files, Otherwise, the wizard
d imparts the files to default Hyper-V folders on this computer, or to folders spedfied in the virtual
Locate Folder machine configuration.

SIEEaT oI [#] Store the virtual machine in a different location

Choose Impaort Type
Virtual machine configuration folder:

Choose Destination

C:'\ProgramDataMicrosoft\Windows \Hyper-vY, Browse...
Choose Storage Folders | | | |
RIS Checkpoint store:

|C:\ProgramDaEWicrusnFt\,WindnwsHyper—v‘l, | | Browse... |

Smart Paging folder:
|C:‘IProgramDaiaWicrosoFt\,Windows\,Hyper—'u"l, || Browse... |

‘ < Previous | | Mext = ‘ | Fimish | | Cancel

e Select storage location of the VHD files and click Next.
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Choose Folders to Store Virtual Hard Disks

Before You Begin where do you want to store the imported wvirtual hard disks for this virtual machineg?

Locate Folder e eation |m || Browse. .,
Select Wirtual Machine

Choose Import Type
Choose Destination
Choose Storage Folders

Summary

| < Previous | | ek = | ‘ Finish ‘ | Cancel

e Verify the configurations provided via summary and click finish to create VM.
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Completing Import Wizard

2

Before You Begin

Locate Folder

Select Yirtual Machine
Choose Import Type
Choose Destination

Choose Storage Folders

Surnmary

‘fou are about ko perform the Following operation,

Descripkion:

Wirtual Machine:

Impaort: File:

Impoart Tyvpe:

Virtual maching configuration Folder:
Checkpoint folder:

Smart Paging file store:

Virtual hard disk destination folder:

WembuQFfsitetirtualdppliance

G\ Hyper-y_embuOfFsiteDR_virtualdppliance) vembudffsitetirt
Copy {generate new IDY
C\ProgramDataiMicrosof b Windows | Hyper-¥
C:\ProgramDataiMicrosof b Windows| Hyper-,
C:\ProgramDatalMicrosoft\Windows | Hyper-4,

(1

<| m

To complete the import and close this wizard, click Finish,

‘ < Previous | | Mext = ‘ | Finish | ‘ Cancel
e Once deployment is completed successfully, start the created virtual machine.
File Action View Help
e z[E 6
=5 Hyper-V Manager Actions
53 HYPERV2D12 Virtual Machines
MName v State CPU Usage Assigned Memo New »
3 Windows2012 off _ _
5 Windows2003 off L= Import Virtual Machine...
2 Windows12 Off 2| Hyper-V Settings..
=) VirtualApplianceOffsite D F1 Virtual Switch Manager...
2 VitualApplianceOffsite Connect... | v
) I . Virtual SAN Manager...
3 VinualApplianceOffsite St 3966 MB
2| vitualApplianceBDR_old = g Edit Disk...
§ UburtuMachine | o E Inspect Disk...
3 Ubuntu12.04Dontdelete_204 | Snapshot (@) Stop Service
<
ElovEty x Remove Server
‘Snapshots Epei 3 Refresh
Rename... vi ,
VirtualApplianceOffsi  Delete... e
Enable Replication... E Help
Created: Help lustered: MNo =
Ll é Connect...
S Qatinac

e By default, once machine is booted it logs in automatically. If locked use below

credentials:
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Default User details:

Username: vembu

Password: password

Root password: password (sudo -s)

0t virtualappliance on VCENTERSERVER - Virtual Machine Connection — | = -

File Action Media Clipboard View Help

{fO@OO| N IP |6 '

»
Status: Running E E!J_a:l

e Open terminal and verify whether the MySQL, Mongo and Vembu OffsiteDR services
are started.

bra YembuOffsiteYirtualAppliance on NCODE1 - Virtual Machine Connection == -

File Action Media Clipboard Wiew Help
2 0@O00 N Ik|E
Terminal 1y B ) s59am

g - root@vembu-Virtual-Machine: /

f root@vembu-virtual-Machine: /# netstat -an | grep "3280"

tcp (6] 0 0.0.0.0: 4 0.0.0.0:* LISTEN

tcp (6] 0 0.0.0.0: =) 0.0.0.0:% LISTEN

root@vembu-Virtual-Machine: /# netstat -an | ep "606"

tcp (6] 0 0.0.0.0: 0 .0.0.0:* LISTEN
tcp (0] 0 0.0.0.0: 1 0.0.0.0:% LISTEN

ﬁ unix 3 [ 1] STREAM CONNECTED 13
root@vembu-virtual-Machine: /# /etc/init.d/postgresql status

é 9.6/main (port 5432): online

root@vembu-Virtual-Machine: /#

-

A

]

< m

>
Status: Running E !ﬂ%
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e Then open any web browser(FireFox or Chrome) and enter https://localhost:6061 to
open Vembu OffsiteDR web console and login with username password as admin /
admin.

Vembu

B OffsiteDR

Backup and Replication for the Virtual Data Center Usernams
Default User Mame "admin®
VMware | Hyper-V | Physical Server
Passwrord

Diefault Passward "sdmin®

Bestviewed in & 11+, €28+ & {24+

Application Aware & Granufar Recovery for Fifes, Mails, 5O Databases

e Select your required time zone setting for the machine and click yes to proceed.

Select the Time Zone settings for this Backup Server

(UTC+05:30) Chennal, Kolkata, Mumbai, Mew Delhi v

Wed 22 Feb 2017 15:56:48

Mate : The time rohe salected will he pred to display the appropriate date and tme i the reports and
I the atherVembu QffsritelhR weh console pages,

L
(v}
=
¢

e Give an unique Vembu OffsiteDR ID, by default it takes the hostname and machine
name as ID.
Note: The following characters are permitted as part of the Vembu OffsiteDR Server ID:
[ A-Z][a-z][0-9][ - _.] Your ID must not start or end with special characters and it must
be between 1-50 characters in length.
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An Unigque Vembu OffsiteDR ID

Enter a Vembu OffsiteDRID : | MirtualApplianceOffsiteDF | @

Mate - THIS s e paigue 10wt which each instaliation oflsemby OFfsitel s iden ifed. Ve
reconmend ZiRs machineiiame Jomainiiame as thelemby QIfsiterhg D since IHis globaliyunigue.

e Once Vembu OffsiteDR server ID configuration is updated successfully, you will be
prompted to configure the repository details to store the backup data, Choose the
volume and Click Update. Deployment of Vembu OffsiteDR server on your Hyper-V
server is now successfully completed.

Limitations:

e KVM installation has some permission issues.

e Instant Boot is not supported.

e Virtual Appliance does not have network adapter in default, user needs to manually
attach the network adapter/switch.

Vembu VMBackup User Guide
Backup Proxy

e Go to Downloads and choose the tab ‘Vembu VMBackup'.
e Download the Windows Client installer.

e Run the downloaded installer and click next on the Welcome window.
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Welcome to the Vembu VMBackup
- Client Only Setup Wizard

Thiz will install Vembu VMBadwp in Client mode on your
computer.,

Itis recommended that you dose all other applications before
continuing.

Click Mext to continue, or Cancel to exit Setup.,

e Read and agree to Vembu Software license agreement and click Next.

Vembu Software License Agreement
Please read the following impartant information before continuing.

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

VEMEL) END USER. LICENSE AGREEMENT

CAREFULLY READ THE FOLLOWING EMD USER LICENSE AGREEMEMT (ELLAT)! IT
COMTAINS VERY IMPORTANT INFORMATION ABOUT YOUR {(END-USER) RIGHTS,
RESTRICTIONS AMD OBLIGATIONS, AS WELL AS LIMITATIONS AMD EXCLUSICONS
THAT MAY APPLY TO YOU REGARDING YOUR. RIGHTS TO DOWMNLOAD, INSTALL,
USE OR COPY VEMBU SOFTWARE (AS DEFINED BELOW). BY DOWNLOADING,

b

(®) I accept the agreement
()1 do not accept the agreement

The installation wizard will ask to enter Vembu VMBackup ID. By default it will be your
system name but it is recommended that you give your email ID, since it is globally

unique. Click next.
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Setup - Vembu VMBackup - Client Only |=|=x]

Vembu VMBackup ID
Flease enter Vembu YMBackup ID

Vembu VMBackup ID

Vembu VMBackup ID is the unigue name with which your Vembu YMBadkwup
installation is identified. By default, it takes your machine name as the Vembu
VMBackup ID.

Enter Vembu YMBackup ID value: | in-656k06Ih57 1lient | ()

(We recommend giving your email ID as the Vembu YMBadwp ID since your email
ID is globally unigque.)

| « Back || Next = || Cancel |

e Choose the installation option you want to proceed with.

e Opting for Typical will automatically choose an optimized configuration for your install.
Proceed with Custom if you want to change the default values. Click on next when
done.

Note: It is recommended to choose custom installation.

Setup - Vembu VMBackup - ClientOnly [ =12 x|
Vembu VMBackup Installation Option
Select the desired Vembu YMBadwp Installation option

) Typical
g: With this option Vembu YMBadkup will automatically choose
O optimized configuration for your install. This option is
= B~ recommended for most users.

(® Custom

%- Recommended for advanced users.

%E- With this option you can choose various configuration options.
=[]

| < Back || MNext > || Cancel |

e Proceeding with custom installation, will lead to choose installation type. This will
allow you to install Vembu VMBackup:
o As aWindows application
o AsaWindows service
e By default, install as a Windows service will be selected.
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Setup - Vembu VMBackup - Client Only \;‘i-

Vembu VMBackup Installation Type a

Vembu VM Backup Installation Type
By default, Vembu VMBackup will be installed as a Windows Service.
() Install as a Windows application

Install Vembu YMBackup as an application if you want Vembu YMBackup to run only if
the user logs into the Windows System, Vembu YMBackup will run with the privileges
of the user and will have access to user's personal data such as Desktop, My
Document folders, Cutlook Data etc,

(®) Install as a Windows service [Recommended for Windows Servers]

Install Vembu YMBackup as a service if you want Yembu WYMBadkup to run even if no
user is logged on to the Windows System. If Vembu YMBadkup is installed as a
Windows Service, then Vembu YMBadwp will start as soon as the system boots up.
You can provide the Windows Service's logon user account in the next page. Vembu
VMBackup will only have access to the particular logon user account's personal data
such as Desktop, My Document folders, Outlook Data etc.

| < Back ” MNext = || Cancel |

e Proceeding Next will let user configure log on account for Windows service. You can
either:
o Log-onin Local system account or
o Log-on as a specific user (usually a user with administrator privileges).

Setup - Vembu VMBackup - ClientOnly | = [ & | ox |
Vembu YMBackup Service Configuration a

Vembu VMBackup Service Configuration

Choose the log on user account for installing Vembu VMBackup service:

Flease provide a valid Windows
username and password. If you are
= using a Domain Controller, you

0

' User Account should install Vembu YMBackup
service in Local System Account now.

User Mame: You can later configure the Logon

account for the Vembu YMBackup
Password:

() Local System Account

service from the Control Panel -=

Administrative Tools -> Services,

Confirm Passward:

< Back ” Mext = || Cancel |

e Proceed to choose installation location. Which is by default, set as '<OS installed drive>
\Program files'.
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Setup - Vembu VMBackup - Client Only | =[5 Lx
Choose Installation Location
Select folder where Setup will install files. 5

Setup will install Vembu WYMBackup - Client Only under VembuvembuvMBackup
l subfolder in the following folder

To install in a different folder, dick Browse and select another folder.

C:\Program Files| | | Browse. ..

At least 36,1 MB of free disk space is required.

| < Back ” Mext = || Cancel |

e Proceed to provide the login credentials for Webconsole access which by default set as
user name: 'admin' and password: 'admin'. User can also modify webserver port, but it
is recommended to leave it with the default choice unless the port is assigned for some

other process already.

Setup - Vembu VMBackup - Client Only | = | = (IS

Vembu YMBackup Configuration B

Configure Vembu VMBackup WebServer Port:

WebServer Part: [Ideally, leave this as it is[?

Advanced Port Configurations (Induding HTTPS)
WebConsole Username & Password:

You will need a username and password to access Vembu VMBackup WebConsole,
Flease enter these below, or retain the default settings.

User Name: |m | [ Default: admin ]

Password: |===== | [ Default: admin ]

Confirm Password: |===== |

| < Back || Mext = || Cancel |

e Proceed to choose Program folder and then choose shortcut icons if required. Once
done choosing all, verify the details provided in final window shown and proceed with

installation.
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Start Copying Files
Review settings before copying files,

Click Install to continue with the installation, or dick Back if you want to review or
change any settings.

Destination Folder:
C:\Program Files\Wembu\VembuyMBadkupClient

Program Falder:
VembuVMBackupClient
Additional tasks:
Additional icons:
Create a desktop icon
Create a Quick Launch icon

VembuvMBackupClient will run as a Windows Service,
VembuvMBackupClient will run as Client.
<

T

Vembu VMBackup User Guide

Vembu Universal Explorer

Vembu VMBackup Client Vembu NetworkBackup Client Vembu OffsiteDR Server Vembu Recovery Tools

Vembu has two types of free recovery tools; one for granular restores of application data from image
backups be it VMware image, Hyper-V image or Physical Server Image and another one for complete bare

metal recovery of physical server from physical server image backups.

Vembu Universal Explorer Vembu Recovery CD
Vembu Universal Explorer supports recovery of the Vembu Bare Metal Recovery CD is used for total bare
following applications from Image Backups: MS metal recovery of a physical server from a point in time
Exchange Server, MS SQL Server, MS SharePoint Server full or incremental disk image backup.

and MS Active Directory.

M Recovery CD 64 Bit
‘Vembu Universal Explorer
N Ml Recovery (D 32 Bit
Vembu Universal Explorer User Guide

Download build:

Download the installer file for Vembu Universal explorer.
Steps to Installation:

e Run the downloaded installer with administrator privilege and installation process
begins with the wizard below. Click next.
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Setup - Vembu Universal Explorer | = [ o [

Welcome to the Vembu Universal
Explorer Setup Wizard
This will install Vembu Universal Explorer on your computer.

It is recommended that you dose all other applications before
continuing.

Click Mext to continue, or Cancel to exit Setup.

Vembu

| Mext > || Cancel |

e The next window will check for the pre-requisites installation in your machine and lists
them along with download link for applications that are uninstalled.

e You can either download them right away, or check the 'l will install prerequisites later'
checkbox for installing them later.

Setup - Vembu Universal Explorer = = -
Prerequisites of this Application : /
Read the below information carefully \

SQL and SharePoint Explorer prerequisites
J et framework 4.0 is Installed on your Machine.
x SQL Server 2014z not installed on your Machine,
Click here  to download Microsoft® SQL Server® 2014 Express

ExchangeMLR prerequisites :
x Cutlook 2010 64-bit is not Installed on your Machine.

[] 1 will Install Prerequisties Later.

| < Back || MNext = || Cancel |

e Read and agree to Vembu Software license agreement and click Next.
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Setup - Vembu Universal Explorer | = | = [

License Agreement k /
Please read the following important information before continuing. \

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

WEMBL BOR. END USER. LICENSE AGREEMENT

This is @ leqal agreement between you and Yembu Technologies Private Limited, a
company incorporated in India and having it's registered office at Office A, II

floor, Mew Mo, 209, Old No. 134, Velachery Main Road, Velachery, Chennai -
600042, India and its subsidiaries ("Wembu™). Vembu iz the owner of

accompanying Vembu BOR Software and this Agreement lays down the terms and
conditions upon which Vembu offers to license the Vembu BOR. Software together
with accompanying items induding but not limited to, the executable programs,
drivers, libraries and data files assocated with such programs and all related
documentation {collectively, “the vembu BDR. Software”). h

(®) I accept the agreement

() I do not accept the agreement

| < Back ” Mext = || Cancel |

e Following wizard will ask for folder name under which setup will add program icons to

the folder. In the next page, choose whether you need shortcut and quick launch icons
for the program and proceed.

e Next wizard will give a summary of provided details, review it and proceed with
installing Vembu Universal Explorer.

Setup - Vembu Universal Explorer | = | = [

Ready to Install : /
Setup is now ready to begin installing Vembu Universal Explorer on your \
computer.

Click Install to continue with the installation, or dick Back if you want to review or
change any settings.

Start Menu folder: ~
Wembu Universal Explorer
Additional tasks:
Additional icons:
Create a desktop icon
Create & Quick Launch icon
b
< >
« Back ” Install | | Cancel

Vembu VMBackup User Guide
Uninstalling Vembu BDR/Vembu OffsiteDR - Windows

For clean uninstallation of Vembu BDR server in Windows machines, follow the below
steps:

e Run the downloaded installer file for Vembu BDR and click Next in the below wizard to

105/332 . . .
\/ TRUSTED BY OVER 60,000 BUSINESSE Copyright 2017 Vembu Technologies. All Rights Reserved



proceed with clean uninstallation process.
Note: uninstallation process will happen only if Vembu BDR is already installed. If not
the installer file will proceed with installing Vembu BDR and its prerequisites.

i Yembu BOR Backup Server Setup | == [T

wWelcome to the Yembu BDR
Backup Server Setup Wizard

This will inskall Wembu BOR Backup Server 3,7.0 an yaur
compuker,

It is recommended that vwaou close all ather applications before
conkinuing.

Click Mext o conkinue, ar Cancel ko exit Setup,

| Mext = || Cancel |

e 'Vembu BDR License agreement' is the next step, read the agreement carefully and

choose 'l accept the agreement' option.
Note: Opting to 'l do not accept the agreement' will block you from proceeding with

uninstallation.
o C(lick Next
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5 Yembu BEDOR Backup Server Zetup

¥Yembu Software License Agreement
Please read the Fallawing impartant infarmation before conkinuing,

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation,

WEMEBL END USER LICEMSE AGREEMENT

CAREFLULLY READ THE FOLLOWIMNG EMD USER LICEMSE AGREEMENT (ELLAT! IT
COMTAINS YERY IMPORTAMT INFORMATION ABOUT YOUR (EMD-USER) RIGHTS,
RESTRICTIONS AND OBLIGATIONS, A5 WELL AS LIMITATIONS AMD EXCLUSIONS
THAT MaY aPPLY TO ¥OU REGARDIMG YOUR RIGHTS TO DOMMMLOAD, IMSTALL,
IUSE CR COPY WEMEU SOFTWARE (45 DEFINED BELCW), BY DOWHNLOADING,
IMSTALLIMG AMDYOR CREATING AM ACCOUNT AT THE VEMEL PORTAL (AS ™

(®) T accept the agreement

()1 do not accept the agreement

| < Back ” Mext = || Zancel |

e The next step in wizard will ask you to choose between 'Upgrade Now' and
'Uninstall Vembu BDR, PostGreSQL".

e To proceed with uninstallation choose the latter option: 'Uninstall Vembu BDR,
PostGreSQL'and click Next.

5 Yembu BEDR Backup Server Setup

Yembu BDR Backup Server Setup
Select the operation wou wish bo perfarm,

Yembu BDR is already installed in your machine

() Upgrade Now
This will upgrade the Membu BOR Backup Server ko latest version,

(®) Uninstall ¥Yembu BDR, PostGreSQL
This option will remove Yembu BDR, PostGreSoL From your computer,

| < Back || Mext = || Cancel |

e A pop-up with a alert message will show up, click 'Yes' to proceed.
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Alert Iil

This will uninstall the Wernbu BDR Backup Server, Postgre501 and its
data will be deleted from your computer,

Click "es to continue,

Yes | | Mo |

e Uninstaling Vembu BDR and its requisite softwares(PostGreSQL) will begin.

i VYembu BOR Backup Server Setup =[] x |

Uninstalling PostGreSQL
Skarted removing PastgreSOL Fraom your compuket,

Removing Yembu BOR Backup Server, Poskgresdl from wour computer,

e Once Vembu BDR and its prerequisites are removed, you will be requested to restart
the machine to complete the uninstallation process. Choose 'Yes' to restart
immediately or 'No' to manually restart later.
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Alert Iil

YWernbu BOR Backup Server, Postgre30L are successfully removed from
Wour cormputer.

Sorme elerments could not be rermowved, To complete the uninstallation,
your computer must be restarted,

Click "es to continue retstart or click ‘Mo’ to restart later,

Uninstalling Vembu BDR/Vembu OffsiteDR - Linux

For clean uninstallation of Vembu BDR server in Linux machines, follow the below steps:

e Login to Linux machine with root privilege.
e Change the directory path to Vembu BDR installation location.
¢ Run following command to proceed uninstallation: sh uninstall.sh

rootivembu-virtual-machine: home/verbubdr / Vembu/ WVermbuBDRE# sh uninstall.sh

e Running the above command will provide two options to choose between:
o Uninstall BDR server or
o Perform clean uninstallation(Vembu BDR and PostGreSQL)

. Ininstall and Remove WVenbuBEDR

Z.Uninstall and Een ; the e: iRl g . = = [« an Tninstallation]

e Proceeding with option 1 will delete and uninstall existing VembuBDR instances. If you
wish to continue, click yes.

Enter your choicel 1/ & ] :1
z will uninstall and delete existing VerbuEDE instances Would you like to continue anyway 7

to continuse. Or Click Mo to use the existing setup[vin]: I

e Proceeding with option 2 will uninstall and delete all existing VembuBDR, PostGreSQL
services and its data. If you wish to continue, click yes.

vour choice[ 1 / 2
hizs will uninstall and d = the existing VenbuBDR, Posgre2QL services and its data. Click ¥es to continue.

or Click No to use the e
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e VembuBDR will be installed successfully.

Vembu VMBackup User Guide

Login to Web GUI - Vembu BDR

e User can login to Vembu BDR web Ul via following options:
o By typing the following URL: https://localhost:6061 (or)https://
<lp_Address_of_Machine>:6061 in browser.
o Via shortcut created on desktop.
o ViaVembu BDR server web console option in tray icon.

e Users who login after a fresh installation will be required to choose the time zone in
which they want their backup/replication reports to be generated.

Select the Time Zone settings for this Backup Server

[ Select Time Zone ] A

Mote - The Hime zone selected will be used to display the aporopriate date and firme in the reports
and in the otherembu BORweh console pages.

Save

e Once done choosing time zone, you will be required to provide Vembu BDR ID which
should be globally unique.
Note: We recommend users to give machineName.domainName as Vembu BDR ID
since it is globally unique.

An Unique Vembu BDR ID

Enter aVembu BDRID: | e

Mate - This is the unigue 1D with which each fnstallation ofVembu BDRIs identifed. We recommend
giving machinehame domainiName as theVembu BDRID since it is globally urigue.
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e Once done assigning ID for Vembu BDR, you will be directed to job listing page.

Since it is a fresh installation with nil backup/replication jobs configured, the page will look
like picture below:

VMware vSphere Microsoft Hyper-V
Protect your VMware WMs by adding your VMware vCenter Server or ViMware ESX(i) Protect your Hyper-\V VMs by adding your Hyper-V Host and then choose the VMs you
Host and then choose the VMs yvou want to backup / replicate. want to backup.

@.Aﬂd VMware vSphere Server @Add Hyper-V Server

Physical Image Files & Applications
Backup your Windows Physical Server and Desktops as an image by installing Vembu Backup your Files, Applications such as MS-Exchange, M5-5QL, MS-SharePoint, MS-
ImageBackup Client Installer in yvour machine which you want to backup. Qutlook, etc. by installing Vembu NetworkBackup Client Installer in your client

machine which you want to backup.

& Download & Download

e To configure VMware backup- Follow the instructions given in below link:
VMware Backup Configuration

e To configure Hyper-V backup- Follow the instructions given in below link:
Hyper-V Backup Configuration

Troubleshooting:

e If there seems to be any issue existing in accessing web GUI, check whether
VembuBDR service is running in Services.
e Also check whether VembuBDR WebServer service is running.

Vembu VMBackup User Guide

Storage Repository Setup

Storage management page lets user manage and configure drives for storing backup data.
Vembu BDR have a new file system that halts backup for nothing and once a storage drive
gets filled, user can extend storage by edit option where he can add new drives.

Note: Vembu BDR repository management has a hybrid volume manager that supports
scalable and extendable backup storage of different storage media such as Local drives,

NAS(NFS and CiFS) and SAN(iSCSI and FQC).

e (Goto’'Management — Storage Management'
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Storage Management
SRS E L Bl EEEEED Wipe out all your existing backed up data and start fresh
- amm .
e 76 GBfree of 100 GB Cisgstorage Delete All

Available Storage Volumes

Storage Volumes Backup Location Vembu BDR allows you to configure any SAM or NAS devices as your

storage [NFS/CIFS/SMB share location]

Add Network Drive

e Users can also add network drives using ‘Manage network drives' option in settings.

o Click here to go to Add Network Drives page.

e C(lick here to Calculate your Storage Space Requirements.
e Click here for steps to Reset Vembu BDR to Fresh Installation state.

Vembu VMBackup User Guide

Add/Manage Network Drives

This option lets users add, delete network drives which will then be listed in list of storage
volumes with a separate drive letter and can be configured for storing backups.

Note: Mapped network drives are not supported when Vembu BDR server runs in local
logon account. Change logon user with administrator privileged user in service
management console and then proceed configuring Network drive.

To add a network drive, one must provide following attribute details:

e Drive Name- Provide a drive letter/name for network drive to be added.
Note: Drive name must be single alpha character: A-Z or a-z

e Drive Path- Network path of drive to be added.

e Ex: \<MACHINE_NAME OR IP_ADDRESS>\<SHARE_NAME>

e Username & Password- If network drive requires login authentication provide the
username and password to authenticate drive addition.

e Auser can add ‘'n' number of network drives and can manage it via ‘Manage network
drives' page.

e Once done providing details, click save to add network drive.
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Manage Netwark Drives £ Storage Management

Drive Name

Drive Path

Eg -\LeMACHINE NAMECR IP_ADDRESS>\=SHARE_NAME?

Username {Optional)

Password {Cptional)

e The added drives will be listed as shown in pic above, which can also be deleted using
'delete’ option if no longer required.

Vembu VMBackup User Guide

Storage Calculator

users with large data centers and high data traffic can now calculate their storage space
requirements with Vembu Storage calculator. The calculation will be made based on the
type of job a user opts for along with recovery points and the average data traffic ratio. We
implement a custom compression method that reduces storage space to a vast ratio
difference compared to source data size.

Click below to calculate your storage space requirements:

Vembu Storage Calculator
Vembu VMBackup User Guide

Delete All Data

This option lets user to completely wipeout their server data and reset Vembu BDR to
fresh installation state.

e Go to‘Management — Storage Management — Delete All'

Storage Management

Storage Volumes Backup Location ‘Wipe out all your existing backed up data and start fresh
. L I | .
Ml ca Chsgstorage

76 GB free of 100 GB

Awvailable Storage Volumes

Storage Violumes Space Usage Backup Location Vembu BDR allows you to configure any SAN or NAS devices as your

storage [NFS/CIFS/SMB share location]

Add Metwork Drive

e The 'Delete All Data' window will open as shown below.
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Delete All Data

This process will wipe out all yvour backed up data references from this Server and this will not have any impact on trial period. To continue

deletion, type the following text exactly in the below textbox.

| wish to delete storage repositories folder manually

Enter the text

11 understand and thereby acknowledge that this function will cause irrecoverable data loss

Note: At the end of this process, backed up data will be temporarily renamed as "sgstorage-TIMESTAMP” in the Storage Repository location

and you have to delete it manually.

e In order to proceed with the deletion process the user must type the phrase “ | wish to
delete storage repositories folder manually” as mentioned in the window. Please note
that the command is case-sensitive and the phrase should be typed as given.

e Select the check box to acknowledge the deletion and Click Submit.

\ emk: The requested operation completed successfully. ®f9b‘4

@ Dashboard X Backup P VM Replication & Recovery |#” Reports <+ Management

Storage Management
Storage Volumes Space Usage Backup Location Wipe out all your existing backed up data and start fresh
g [ I . A
& C:\ Ty r———r—— C:\sgstorage Delete All

Available Storage Volumes

your storage [NFS/CIFS/SMB share location]

Add Network Drive

e On proceeding with the Submit will wipe all data and reset Vembu BDR to fresh
installation state.

Note: Proceeding with the delete option will not auto-delete the backed up data,
but will rename the sgstorage folder with the timestamp of deletion period in
configured storage location. Once the delete process is notified with a success note,

you have to manually delete the folder.

Vembu VMBackup User Guide

Managing VMware vSphere

e VMware Backup
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VMware Replication
Disaster Recovery

Vembu VMBackup User Guide

VMware Backup

Setup Backup Job

Manage Backup Job

Vembu VMBackup User Guide

Setup Backup Job

Adding VMware server:

List VMware Servers

Protect your Hyper-V WMs by adding your Hyper-V Host and then choaose the WMs you

Backupyour Files, Applications such as MS-Exchange, MS-SQL, MS-SharePoint, MS-
Cutlook, etc. by installing Vembu NetworkBackup Client Installer inyour client

Go to Backup — VMware vSphere
& WMware vSphere
VMware v ) Microsoft Hyper-V
28 Microsoft HyperV

Protect your Vivi{ vare vCenter Server or VMware ESX(i)

Host and then chi £ Physical Machine wp/ replicate. want to backup.

Physical Image Files & Applications

Backup your Windows Physical Server and Desktops as an image by installing Vembu

ImageBackup Client Installer in your machine which you want to backup.

machine which you want to backup.
If it's a fresh installation, click on ‘Add VMware Server' option.
VMware vSphere Added VMware Servers
Add VMware vSphere Server £ You have not added any host.

Add VMware ESXi/vCenter servers by providing host-name and login credentials.

Click Save.
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VMware vSphere Add VMware vSphere Host
= Hostname / IP Address
List VMware Servers & User Name
& | Password
2 443

Create VMware vSphere Backup:

e Once done adding, go to Backup —» VMware vSphere. The list of ESXi/vCenter servers
added will be shown.

VMware vSphere Added VMware Servers

vm 192.168.102.51 & Backup = Edit o Remove
Add VMware vSphere Server

List VMware Servers vm 192.168.102.18 & Backup & Edit 1 Remove

e From the list of VMware servers added, Click Backup Now option in the ESXi/vCenter
server to backup VM's from specific servers.

Choose Virtual Machine(s):
e Choose list of VMs you wish to backup and proceed.

e You can configure either host level backup job or can select any specific set of VMs to
be backed up.
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L Configure VM(s) B Scheduling €% Settings @& Review # Backup Progress

Choose the machine(s) you wish to configure

B (57192.168.102.18 o
=g ﬁha—datacenter
B- E [ localhost.Jocaldomain

-5 O win_server2012
-8 O vm neww
- [ oracle 11g_108.55_Replica

& O VM_test(103.129)
-3 O win_server2012_3.7testing(158)
- O jee_fake_vm1
- O jee_fake_vm_2

- 1 [ iee fake vm 3

VM(s)/Disk(s) Exclusion
e On selecting Host level backup, you might wish to exclude some specific set of VMs

from getting backed up. Such VMs can be excluded using VM(s)/Disk(s) exclusion
option.

VM Exclusion
o C(lick 'VM(s)/Disk(s) Exclusion' option, you will get a popup as shown below.

Exclusion Configured Details

G ANYEN 2 Exclude Disk(s) + Select VM(s)

NoVM Excluded

e Choose 'VM(s) tab.

e To exclude a virtual machine from a configured host level backup, click 'select VM' and
choose the VMs to be excluded and click 'Exclude’.
e Once added, save the exclusion settings.

Exclusion Configured Details

L Exclude VM(s) & Exclude Disk(s) " Select VM(s)

win_server2012_3.7testing(158)
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e You can also add/delete a VM to/from exclusion list, whenever required by editing the
backup job.
Note: Changes made in VM exclusion settings will be taken into effect immediately
with next incremental schedule.

Disk Exclusion
e Click 'VM(s)/Disk(s) Exclusion' option, you will get a popup as shown below.

Exclusion Configured Details

= Exclude VM(s) 5 Exclude Disk(s) " Select VM(s)

E localhost.localdomain No Disk Excluded &

e Choose 'Exclude Disk(s) tab.
e Disk exclusion can be either enabled at host level or can be configured at VM level.

Host level Disk Exclusion- This exclusion type is possible when you opt to configure
host level backup job. Under 'Exclude Disk(s)' tab, you will find the configured host(s)
listed.

Exclusion Configured Details

[ Exclude VM(s) 8 Exclude Diski(s) o Select VM(s)

E localhost.localdomain IDE[:0,0:1]

£ 2008 32bit(192.168.103.111) SC5I[0:2,0:3] &

e You can choose 'Edit Disk Exclusion' option, to assign global disk exclusion rule for
VMs under a chosen host. Edit Disk exclusion tab will have following exclusion rules:
o No disks Excluded
o Include only System Disks for Backup. Exclude Others (typically 0:0)
o Select type of Disk to exclude
Note: By default No disks excluded option will be selected.
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Edit Disk Exclusion

i® Mo Disk Excluded
() Include only System Disks for Backup. Exclude Others{typically Disk 0:0)
i) Select type of Disk to exclude

NOTE: Rermoval of already configured exclusion rules will effect only from next aaditional fulf

Backup. It will not effect on current fulf backup.

e Opting for the third option of selecting disk type will list all available disk types for VMs
in VMware.

e User can choose the disk(s) to be excluded in each disk type.

Edit Disk Exclusion

(") No Disk Excluded
"‘ Include only System Disks for Backup. Exclude Othersitypically Disk 0:0)
O Select type of Disk to exclude

SCSI | SATA

()IDE0:0
(IDEO:1

(T)IDE 1:0
(IDE 1:1

NOTE: Removal of already configured exclusion rules will effect only from next additional full

backup. It will not effect on current full backup.

Once done assigning disk exclusion rule, click 'Confirm' and save the exclusion
settings.

VM level Disk Exclusion- This exclusion type can be configured in both host level
and VM level backup job. Under 'Exclude Disk(s)' tab, you will find the list of configured
VM(s).
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If it's a host level backup job, you can assign both host level exclusion rule as well as
assign exclusion rule for individual VMs by adding VMs to be configured using Select
VM(s) option.

Exclusion Configured Details

[ Exclude VMIs) 8 Exclude Disk(s) + Select VM(s)

1 VM _test(103.129) No Disk Excluded P
2 linux Other than System Disk &
1 win2003_feb3 IDE[0:0,0:1] P
1 win2003_feb3_Replica SCSI[0:2]SATA[0:2]

e Choose 'Edit Disk Exclusion' option alongside a VM to configure disk exclusion rule
for the selected VM. Edit Disk exclusion tab will have following exclusion rules:
o No disks Excluded
o Include only System Disks for Backup. Exclude Others (typically 0:0)
o Select type of Disk to exclude
Note: By default No disks excluded option will be selected.

Edit Disk Exclusion

i® Mo Disks Excluded
i) Include only System Disks for Backup. Exclude Others(typically Disk 0:0)
i) Select type of Disk to exclude

NOTE: Removal of already configured exclusion rufes will effect anly from next additional full backup. It

will nof effect on current full backup.

e Opting for the third option of selecting disk type will list all available disk types for VMs
in VMware.

e User can choose the disk(s) to be excluded in each disk type.

e Once done assigning disk exclusion rule, click 'Confirm' and save the exclusion
settings.
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Edit Disk Exclusion

0 No Disks Excluded
) Include only System Disks for Backup. Exclude Others(typically Disk 0:0)
® Select type of Disk to exclude

[0/ SCSI SATA

[J IDEQ:O
v IDE 1
¥ 1DE 1:0
O IDE 1:1

NOTE: Removal of already configured exclusion rules will effect anly from next additional full backup. It

will not effect on current full backup.

e You can also add/delete a disk to/from exclusion list, whenever required by editing the
backup job.

Note: Changes made in disk exclusion settings will be applied only when a additional
full backup is scheduled.
Configure Scheduling:

e Users can configure their backup schedules flexibly based on their requirement. They
can choose from Hourly/Daily/Weekly options for backup schedules.

L Configure VM(s) B9 Scheduling €% Settings @ Review  Backup Progress

Select how frequently you want to run backup

© Run Every 1Hour :I Additional Full Backups: [Optional] @
on the following days. Enable (8]
f@Sun @Mon [@Tue @Wed @Thu [FFri [ Sat Take a full backup ~ Daily :I@ 09 :I 00 :I PM :I
"y Run Daily
Store amaximum of 02 :I full backups.
7y Run Weekly

Additional Full Backups:
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In an enterprise environment, configuring a backup job with one full backup and forever
incremental is not a recommended practice. Users from such environment will tend to
configure additional full backups periodically and that can be automated with our
additional backup option.

Additional Full Backups can be configured in following order of scheduling:

e For Continuous and Run every few hours schedules- Configuring daily/weekly/monthly
additional full backup is possible.

e For Run Daily schedule- Configuring weekly/monthly additional full backup are the
possible options.

e For Run Weekly schedule- 'Monthly full backup'is the only possible additional full
backup.

e For Run Once schedule- You cannot configure additional full backup.

Note: Users can also limit the number of full backups to be retained with 'Store a maximum
of' option. With this option, users can share the unwanted storage data occupied based for
a time period. For example, a user needing no more than 6 months of data retainment can
configure 6 monthly full backups where the 1st additional full backup will be deleted on
the 7th month when a new full backup completes successfully.

Configure Retention Policy:

e Users will be given 2 options for choosing retention policy:
o Basic retention and
o Advanced retention (GFS)

Basic:

e Vembu VMBackup provides forever incremental backups, where user can have 'n'
number of incrementals. They also do have options to limit incremental count, which
when retention count reaches incremental count, older incrementals will be purged
while latest incremental will be retained as per configuration.

L Configure VM(s) Scheduling €3 Settings @ Review £ Backup Progress
Retention settings Configure Retention Policies for the backup

Application Aware Options © Basic Retention

Keep last 3 :I daily merged recovery points @

~ Advanced Retention
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Advanced (GFS Retention):

e The Multilevel GFS retention reduces the time taken to restore backed up machines
and most importantly reduce the size of image files in storage location. It also help
avoid long chains of incrementals, ensuring safety of backup data and allow you to
meet the requirements of your retention policy.

GFS retention merge incrementals on a daily, weekly and monthly basis:

e Daily - Daily merge will merge hourly incrementals on the third day's first successful
incremental backup.

o Weekly - Weekly merge will commence based on user scheduled day's first successful
incremental backup. It will merge all daily merged incrementals into a single weekly
merged file.

e Monthly - Monthly merge is much similar as weekly merge where user need to
schedule particular day in a month(For example: Third Wednesday) and the merge will
get initiated at first successful incremental of the day. It merges all weekly merged files
as a single monthly file.

L Configure VM(s) B4 Scheduling @ Review < Backup Progress
Configure Retention Policies for the backup

Application Aware Options Basic Retention
© Advanced Retention
| Daily Merge : Merge hourly incremental backups on daily basis

~|Weekly Merge : Merge daily merged incrementals upto| Sunday :I

| Monthly Merge : Merge Weekly merged incrementals upto| First :I Sunday :I

Application-Aware VMware Backups:

VMware backups using VMware APIs, utilize application-specific VSS writers (SQL Server,
Exchange) to take application-consistent backups and truncate exchange log files to free up
the space.

 Enabling application aware process, gives users two choices to choose:

o Require successful application processing: Choosing this option lets Vembu BDR
track application consistency and triggers backup process, only when all the VSS
writers in the VM are in stable state.

o Ignore application processing failures: This option, lets Vembu BDR trigger
backup jobs whenever the job is scheduled, despite the success/failure of
application processed.
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Truncate the transaction logs:

e Enabling this option lets Vembu BDR truncate the exchange server logs before initiating
backup process. It purges and commits log files along with the .edb files and reduce
storage space consumed.

Application Aware Image Process Prerequisites:

e Backup jobs enabled with application-aware image process option requires that your
guest OS has latest VMware Tools, all the latest packages and patches installed.

e To perform application-aware image processing, you must provide guest OS login
credentials for the selected VM(s) running MS Exchange server, MS SQL Server, MS
SharePoint Server, MS Active Directory.

L Configure VM(s) B4 Scheduling £ Settings @ Review 2 Backup Progress

Application Aware Settings [Optional]

Retention settings
™ —_—
Application Aware Options . Application Aware Process @
o Require successful application processing €
8 Ignore application processing failures @

Truncate the transactions logs €

To perform application-aware image processing, login credentials of the VM guest machines are required

&VMware Guest Credentials B
Calart VAAuarnra <n 'I Calart Wirtinl Rarhina J cArnamne Daccvarmed m H

VMware Guest Credentials:
e To perform application-aware image processing, login credentials of VM guest
machines are required. Such Guest OS login details can be provided using this option.

o Select the desired VMware server and select the virtual machine to which you
wish to enable application aware backups.

o Provide the login credentials of the Virtual machine and save it.

o Now scheduling VMware backup for particular VM will have application-aware
options enabled.

Review Configurations:

e User will be required to provide a name for backup scheduled.
e And can verify the configurations one final time, before hitting ‘run the backup'.
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L Configure VM(s) 84 Scheduling & Settings 2 Backup Progress

Enter The Job Name Backup Schedule Name

Review Configurations

«" Configured Host/VM(s) : XP_64bit
«" Run this backup for every1Hour on Sun,Mon, Tue,Wed, Thu,Fri,Sat
« Advanced Retention is configured with daily merge

« Run additional full backup monthly at 09.00 pm on First Sunday of Jan, Feb, Mar, Apr, May, Jun, Jul, Aug, Sep, Oct, Nov, Dec

Progress Details:
e Thus, backup progress is witnessed and can be verified once it completes successfully.

L Configure VM(s) 8 Scheduling € Settings @ Review = Backup Progress

Backup Progress Details

Backup Details In-Progress Details
Total Job Size : 953 MB Current VM Size :953 MB
XP_64bit Progress Time to Complete :00:00:36

Transfer Rate: 178.0 Mbps

ZList all Backups

Vembu VMBackup User Guide

Manage Backup Job

e Goto'Backup - List]Jobs'

e The list of backup jobs configured from that particular client machine will be listed
along with options to edit, suspend/resume, run/abort, delete the backup job.

e Users can also view the plugin type and historical report of a particular backup job.

List of Backup Jobs 1-20f2
test 192.168.102.18 07 Feb 2017 04:44 PM Idle
Suspend/Resume:

e This option lets a user to suspend and resume a configured backup job, if required.
e Asuspended backup job will not run schedules as per its configuration, until/unless it
is resumed.
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Run Now:

e This option is used to immediate schedule a backup job, once clicked.

e If run now is triggered in midst of scheduled interval, then the next schedule interval
will be calculated from the time of recent backup job.
Note: If a backup job is triggered in midst of scheduled interval with run now, then the
next backup schedule will be triggered

Abort:
e This option is used to abort a backup job that is currently in progress, if required.

View:
e This option allow user to view the saved configuration of any specific backup job.

Edit:
e This option allow user to edit the configuration of an already scheduled backup job.
e Edit option allow user to completely reconfigure the backup job being edited. (i.e) User
can:
o Add/remove VMs.
o Reconfigure the schedule frequency, retention policies, additional backups and
application aware options of backup job.
e Once done, review the edited configuration and save it.

Delete:

e This option is used to delete the backup job, if no longer required.

e Proceeding with this option, will ask for deletion confirmation and once confirmed the
backup job will be deleted.

Vembu VMBackup User Guide

VMware Replication

VM replication page allow users to replicate VMs from a source ESXi/vCenter server to a
target ESXi/vCenter server in DR location without disrupting routine tasks of the primary
ESXi/vCenter server(Source). Please note that, virtual machines that are active/running can
also be replicated without any disruption in their performance.

e VM replication is recommended for business critical processes, where business critical
VMs can be replicated in regular periodic interval so that disasters are less harmful.

e Vembu powered VM replication clubbed with features such as: Failover, Failback and
Network & IP remapping, simplifies disaster recovery ensuring an effective replication
process.

Setup Replication Job

Manage Replication Job

Vembu VMBackup User Guide
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Setup Replication Job
Configuring VMware vSphere Replication:

e Go to VM Replication - VMware vSphere.
e You will have list of ESXi/vCenter servers added. Click on Replicate Now to begin
configuring replication.

VMware vSphere Added VMware Servers

Add VMware vSphere Server vm 192.168.102.51 * VM Replication [ Edit & Remaove

List VMware Servers vim 192.168.102.18 ™ VM Replication # Edit 1 Remaove

Choose Virtual Machine(s):

e Choose list of VMs you wish to replicate and proceed.

e You can configure either host level replication job or can select any specific set of VMs
to be replicated.

Configure VM(s) Configure Scheduling Target Replication Host Network Mapping Re-IP Mapping Review Progress

Choose the machine(s) you wish to configure

& (5)192.168.102.18 n
B- & }'E-datacenter
= & 0O localhost.localdomain

1 [0 Win_server2012
~@B O vm neww
-1 [ oracle 11g_108.55_Replica

B [0 VM_test(103.129)
= O win_server2012_3.7testing(158)
“( O jee_fake vm1

1 O jee_fake_vm_2

=31 [ iee fake vm 3
Next

VM(s)/Disk(s) Exclusion

e On selecting Host level replication, you might wish to exclude some specific set of VMs
from getting replicated. Such VMs can be excluded using VM(s)/Disk(s) exclusion
option.

VM Exclusion
e Click 'VM(s)/Disk(s) Exclusion' option, you will get a popup as shown below.

127 /332 . . .
\/ TRUSTED BY OVER 60,000 BUSINESSES Copyright 2017 Vembu Technologies. All Rights Reserved



Vembu VMBackup User Guide

Exclusion Configured Details

L Exclude VM(s) 2 Exclude Disk(s) + Select VMIs)

MoVM Excluded

Cancel Save

e Choose 'Exclude Disk(s) tab.

e To exclude a virtual machine from a configured host level replication, click 'select VM'
and choose the VMs to be excluded and click 'Exclude’.

¢ Once added, save the exclusion settings.

Exclusion Configured Details

L Exclude VM(s) 2 Exclude Disk(s) + Select VM(s) |

win_server2012_3.7testing(158) »®

win2003_feb3 »®

Cancel Save

e You can also add/delete a VM to/from exclusion list, whenever required by editing the
replication job.
Note: Changes made in VM exclusion settings will be taken into effect immediately
with next replication schedule.

Disk Exclusion
e Click 'VM(s)/Disk(s) Exclusion' option, you will get a popup as shown below.

Exclusion Configured Details

L Exclude VM(s) & Exclude Disk(s)

+ Select VM(s)

E localhost.localdomain No Disk Excluded &

Cancel Save

e Choose 'Exclude Disk(s) tab.
e Disk exclusion can be either enabled at host level or can be configured at VM level.
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Host level Disk Exclusion- This exclusion type is possible when you opt to configure
host level replication job. Under 'Exclude Disk(s)' tab, you will find the configured
host(s) listed.

Exclusion Configured Details

L Exclude VM(s) 8 Exclude Disk(s) ¥ Select VMIs)

E localhost.localdomain IDE[0:0] P

1 XP_64bit SCSI[0:0,0:2] S %

Cancel Save

e You can choose 'Edit Disk Exclusion' option, to assign global disk exclusion rule for
VMs under a chosen host. Edit Disk exclusion tab will have following exclusion rules:
o No disks Excluded
o Include only System Disks for VM replication. Exclude Others (typically 0:0)
o Select type of Disk to exclude
Note: By default No disks excluded option will be selected.

Edit Disk Exclusion

® Mo Disks Excluded
i) Include only System Disks for VMReplication. Exclude Others{typically Disk 0:0)

i) Select type of Disk to exclude

NOTE: Please note that the virtual disks wihich are excluded cannot not be included again.

e Opting for the third option of selecting disk type will list all available disk types for VMs
in VMware.
e User can choose the disk(s) to be excluded in each disk type.
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Edit Disk Exclusion

) Mo Disks Excluded
) Include only System Disks for VMReplication. Exclude Others(typically Disk 0:0)

® Select type of Disk to exclude

m SCSI | SATA

IDE 0:0
IDE 0:1
IDE 1:0
IDE 1:1

N DR O

NOTE: Please note that the virtual disks which are excluded cannot not be included again.

e Once done assigning disk exclusion rule, click 'Confirm' and save the exclusion
settings.

VM level Disk Exclusion- This exclusion type can be configured in both host level
and VM level replication job. Under 'Exclude Disk(s)' tab, you will find the list of
configured VM(s).

If it's a host level replication job, you can assign both host level exclusion rule as well
as assign exclusion rule for individual VMs by adding VMs to be configured using
Select VM(s) option.

Exclusion Configured Details

L Exclude VM(s) 2 Exclude Disk(s) + Select VM(s)

1 win2003_feb3 IDE[0:1] | # | { EdiDiskExcusion |

G Cent0532(192.168.103.65) No Disk Excluded &

Cancel Save

e Choose 'Edit Disk Exclusion' option alongside a VM to configure disk exclusion rule
for the selected VM. Edit Disk exclusion tab will have following exclusion rules:
o No disks Excluded
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o Include only System Disks for VM replication. Exclude Others (typically 0:0)
o Select type of Disk to exclude
Note: By default No disks excluded option will be selected.

Edit Disk Exclusion

i® Mo Disks Excluded
i) Include only System Disks for VMReplication. Exclude Others{typically Disk 0:0)

i) Select type of Disk to exclude

WNOTE: Please note that the virtual disks which are excluded cannot not be included again.

e Opting for the third option of selecting disk type will list all available disk types for VMs
in VMware.

e User can choose the disk(s) to be excluded in each disk type.

e Once done assigning disk exclusion rule, click 'Confirm'and save the exclusion
settings.

Edit Disk Exclusion

) Mo Disks Excluded
0 Include only System Disks for VMReplication. Exclude Others{typically Disk 0:0)
® Select type of Disk to exclude

m SCSI | SATA

IDE 0:0
IDE O:1
IDE 1:0
IDE 1:1

X 0O R O

NOTE: Please note that the virtual disks which are excluded cannot not be included again.

e Disks once excluded cannot be included back in already configured replication job.
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Configure Scheduling:

e Now users can configure replication schedules flexibly based on requirement. They can
choose between Hourly/Daily/Weekly options for replication schedules.

Configure VM(s) Configure Scheduling Target Replication Host Network Mapping Re-1P Mapping Review Progress

oRun Every 1Hour j

on the following days

@5un @Mon [GTue @GWed GThu [GFri [ Sat
Run Daily

Run Weekly

Application-Aware Options for VMware Replication:

VMware replication using VMware APIs, utilize application-specific VSS writers (SQL Server,
Exchange) to take application-consistent replication and truncate exchange log files to free
up the space.

Enabling application aware process, gives users two choices to choose:

o Require successful application processing: Choosing this option lets Vembu BDR track
application consistency and triggers replication process, only when all the VSS
writers in the VM are in stable state.

o Ignore application processing failures: This option, lets Vembu BDR trigger
replication jobs whenever the job is scheduled, despite the success/failure of
application processed.

Truncate the transaction logs:

e Enabling this option lets Vembu BDR truncate the exchange server logs before initiating
replication process. It purges and commits log files along with the .edb files and reduce
storage space consumed.

Application Aware Image Process Prerequisites:

e Replication jobs enabled with application-aware image process option requires that
your guest OS has latest VMware Tools, all the latest packages and patches installed.

e To perform application-aware image processing, you must provide guest OS login
credentials for the selected VM(s) running MS Exchange server, MS SQL Server, MS
SharePoint Server, MS Active Directory.
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Configure VM(s) Configure Scheduling Target Replication Host Network Mapping Re-IP Mapping Review Progress
Application Aware Options Application Aware Settings [Optionall

[0 Application A P
Target Replication Host pplication Aware Process @

Require successful application processing @
Ignore application processing failures @
[ Truncate the transactions logs &

To perform application-aware image processing, login credentials of the VM guest machines are required.

VMware Guest Credentials:

To perform application-aware image processing, login credentials of VM guest machines
are required. Such Guest OS login details can be provided using this option.

e Select the desired VMware server and select the virtual machine to which you wish to
enable application aware replication.

e Provide the login credentials of the Virtual machine and save it.

e Now scheduling VMware replication for particular VM will have application-aware
options enabled.

Configuring Disaster Recovery Server for Power Replication™:

e Choose a Target VMware server/vCenter — Select a target host from the available
list(Mandatory for vCenter replication) — Select a Datastore from the available list.

e By default, target VM replica will be given a suffix name as 'Replica’, which can also be
edited.

e Select retention count for replicated data, which is by default set at maximum count.

e Once done with all the above options, proceed with Next.

Configure VM(s) Configure Scheduling Target Replication Host Network Mapping Re-IP Mapping Review Progress

e e AT Configure Disaster Recovery server for VM Replication
VMuware Server Select VM S v G Add VM Se
Target Replication Host phiiibltcrluintchind & e
Esx(i) Host Select Target Host 4

Mandatory when replicating to vCenter

Datastore Select DataStore n

Replica Suffix Name Replica

Retention Count v
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Network Mapping:

Network mapping can be helpful if you use different networks in the production site and
DR site. In this situation, you can configure a table that maps production networks to
networks in the DR site.

e If you wish to configure Network Mapping, do enable the 'Configure Networks'
checkbox.

e Click on 'Add Network Mapping' to add and map more networks.

e Once done mapping networks, proceed with Next.

Configure VM(s) Configure Scheduling Target Replication Host Network Mapping Re-IP Mapping Review Progress

Configure Source and Target Networks[optional]

Configure Networks
MNetwork mapping can be helpful if you use different networks in the production site and DR site. In this situation, you can configure a table that maps production networks to networks in
the DR site.

Source Network Q Target Network Q

Configure Re-IP Mapping:

Re-Ip rules can be helpful if the IP addressing scheme in the production site differs from
that in the DR site scheme. In this situation, you can configure 'n' number of re-IP rules for
the replication job.

e Re-IP Mapping rule will be applied during FailOver. When FailOver, the replica will be
power on with the configured Re-IP Mapping rules.

e If you wish to configure Network Re-IP Mapping, do enable the Network Re-IP Mapping
checkbox.

Configure VM(s) Configure Scheduling Target Replication Host Network Mapping Re-IP Mapping Review Progress

Configure Network Re-IP Mapping[optional]
Network Re-1P Mapping
Re-lp rules can be helpful if the IP addressing scheme in the production site differs from that in the DR site scheme. In this situation, you can configure a number of re-IP rules for the

replication job. When you perform failover, Vembu Backup & Replication will chedk if configured re-1P rules apply for the VM replica. If a re-IP rule applies, the VM replica will get a new [P
address according to the new network mask, and you will be able to reach this VM replica in the DR site.

No Rules added. Add Rule

e Adialog box, to add Re-IP rule will popup. Do fill all required details and save the rule.
e You can also add more rules, with Add Rule option.
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Network Re-1P Mapping

Rule Name

Source VM

IP Address
Subnet mask

Target VM

IP Address
Subnet mask

Default gateway

Preferred DINS server

Alternate DNS server

Save Cancel

e Now proceed to Review the configurations entered and once done reviewing, provide a
name for replication job and trigger start the replication.

Configure VM(s) Configure Scheduling Target Replication Host Network Mapping Re-IP Mapping m Progress

Enter The Job Name Replication Schedule Name

Review Configurations

+ Configured Host/VM(s) : win2003_feb3, Cent0532(192.168.103.65)
+ Run this backup for every1lHour on Sun,Mon, Tue, Wed, Thu,Fri,Sat

+ Configured replication to ESXi 192.168.102.18 with 7 snapshots

e Monitor the replication progress and ensure it completes successfully.
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Configure VM(s) Configure Scheduling Target Replication Host Network Mapping Re-IP Mapping Review

Replication Progress Details

Replication Details In-Progress Details
Total Job Size:- Current VM Size :0 Bytes
win2003_feb3 Progress

Time to Complete :00:00:00

Cent0532(192.168.103.65) Yettostart Progress status :VMware Snapshot is in progress

i= List all Replications

Vembu VMBackup User Guide
Manage Replication Job
e Go to VM Replication — List Jobs.

e This page lets users to view, run, suspend, delete and edit the replication jobs
configured. Users can also view historical report of individual replication job.

List of Replication Jobs 1-1of1
T —rTTT T
replica 192.168.102.18 04 Feb 2017 04:40 AM ldle

e Go to VM Replication — Manage Replicas.

O ELEL X Backup * VM Replication & Recovery |#”Reports 4 Management

VMware vSphere
Manage Replicas 1-30f3
iElList Jobs

s “
# Manage Replicas

replica 19%.100.102. 10 Idle

replica_feb 4 192.168.102.18 E 3 Idle

final_vm 192.168.102.18 & Idle &

e You will be directed to page with the list of replication jobs configured from Vembu
BDR server.

Manage Replicas 1-1ofl
replica 192.168.102.18 Idle

e This page lets you to perform FailOver & FailBack processes for the replicated VMs.

Visit the following page for steps to restore replicated VMs: Click Here

Vembu VMBackup User Guide
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Disaster Recovery

e Go to Recovery tab.
e Backups configured from various client machines to the server, will be listed for
recovery, along with below listed options:
o Restore

o Virtual mount

o Proceed to Persistent Instant Boot version delete

o Delete

o Replication actions

o Status

o Reports
Recovery Search... 1-50f5
mm

test feb 4 1.86GB Idle

vm testl feb 4 1.86 GB * L] Idle ] =B
vm  replica fab 4 Ed L Idle i ]
vm replica_feb_4 feb 4 & L] Idle A =
vm  finalvm feb 4 * L Idle i &

Virtual mount:

e This option lets you instant mount backup data virtually where users can access
backup in different file formats such as: IMG, VHD, VHDX, VMDK.

Mount Backup - test_1

Are you sure you want to Mount the backup data in the Virtual drive?

oo

e Users can either take a copy of this mounted data or boot respective files if needed on
KVM(IMG file in Linux), VMware vSphere(VMDK) or Hyper-V(VHD, VHDX).

e Once done with requirement, unmount backup data. This will resume backup job, so
that incrementals will run as per schedule.
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Unmount Backup - test_1

Backup image might be in use by recovery options such as Quick VM recovery or File Level

Recovery. Do you still want to unmount the backup from VirtualDrive?
m

Proceed to Persistent Instant Boot version delete:

e During each instant boot and instant file recovery session, a change in backup data will
take place which then is saved as persistent Instant boot data.

e Persistent data can be restored using restore options, if needed.

e Persistent data will be listed with a (+p) sign alongside timestamps of backup versions.

e Such persistent data can also be deleted if not required, using the 'Proceed to
Persistent Instant Boot version delete' option.

e The option let user choose the timestamp of persistent data to be deleted.

e User will also be required to confirm deletion by selecting the checkbox 'Are you sure
you want to delete the selected version related persistent boot data from the
repository location permanently?' to proceed with deletion process.

Delete Persistent backup data of VM for this backup - Fullhost-1

Select Persistent boot versiontodelete:|  Fri24 Feb 2017 18:08:50 ¥

¥ Are you sure you want to delete the selected version related persistent boot data
from the repository location permanently?

e Proceeding with restore option will list below restore options to choose from:
o Quick VM Recovery

Live Recovery to ESX(i) server

File Level Recovery

Disk Level Recovery

Download

Restore:

©)
@)
©)
@)

138 /332 . . .
\/ TRUSTED BY OVER 60,000 BUSINESSES Copyright 2017 Vembu Technologies. All Rights Reserved



Vembu VMBackup User Guide

2 Restore Type estore Version estore Options @ Review Selecte
EEE Restore T B Restore Versi € Restore Opti Review Selected

Choose the restore type

O Quick VM Recovery
Recover backup images as ready-state VMs (i.e)instantly available and helps in maintaining business continuity with minimal downtime.

MNote: Default Hypervisors used for quick VM recovery are: Hyper-V (for MS Windows) and KM (For Linux, Ubuntu).

() Live Recovery to ESX(i) Server
Restore backed-up VMs directly to target ESX(i) hosts, where you can also perform partial VM restores(custom disk-level).

(O File Level Recovery
Auto attach backup to Disk Management in local machine that allows instant access to backed up data and instant file recovery possible.

( Disk Level Recovery
Restore WM backups at disk level where backed up disks can be restored to target YMs inan ESX(i) host.

) Download
Multi-format restore available for any image backup(Physical/Virtual) and is easy to process.
The file formats available for restores are: VHD, VMDK, VHDX, Flat-VMDK and RAW image file.

Vembu VMBackup User Guide

Quick VM Recovery

Quick VM recovery option allow user to quick access backup images as ready state VMs.
(i.e) Minimal downtime and business continuity secured by making VMs instantly
available. Quick VM recovery gives 3 choices of instant boot software to users:

e VMware (Available in both Windows and Linux servers as an alternate software for
instant boot)

e Hyper-V (Default chosen software for Windows and available only on Windows servers)

e KVM (Default chosen software for Linux and available only on Linux servers)

Vembu VMBackup User Guide
VMware

Login to Vembu BDR server installed in a Windows/Linux environment and go with 'Quick
VM Recovery' among recovery options.

e Proceeding with Quick VM recovery option will let you select version for Instant Boot.

£E2 Restore Type B Restore Version €) Restore Options @ Review Selected

Choose the restore version

" O Mon 06 Feb 2017 11:19:27

O Mon 06 Feb 2017 10:17:50
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e Once done choosing required timestamp, proceed to select the virtual machine to
boot.

e From the list of VM(s) select the VM to instant boot and proceed to configure in which
VMware server to boot.

£22 Restore Type B¥ Restore Version € Restore Options @ Review Selected

Choose the restore version Choose the restore data

® Mon 06 Feb 2017 11:19:27 B E 192.168.102.18

B O Mon 06 Feb 2017 10:17:50 T3 @ XP_s4bit

e User can choose VMware as software for instant boot (In both Windows and Linux
servers) and need to enter the necessary details to instant boot in VMware
environment.

e In order to proceed with instant boot via ESXi/vCenter server, user have to choose:
target VMware server and target datastore. User will also be requested to provide a VM
name(which by default takes name of VM to be restored).

e User can also specify whether the VM should be powered ON automatically.

2% Restore Type B Restore Version £ Restore Options @® Review Selected

Choose the Software for Quick VM Recovery

Quick VM Recovery Viware v
Target VMware Server Select VMware Sel v @ Add Viviware Server
Target Datastore Select DataStore v
VMN .
el XP_64bit [ Power on VM automatically
3

e Once done configuring VMware server details, proceed to review configuration.
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22 Restore Type A Restore Version €Y Restore Options @& Review Selected

Review Restore Configurations A

+ Selected restore type : Quick VM Recovery

+ Selected restore version : Mon 06 Feb 2017 11:19:27
+ Selected VM Machine(s) : XP_&4bit

+ Booting Software : VMWARE

" Target VMware Server: 192.168.102.51

« Target Datastore : datastorel (3)

" Target VM Name : XP_&4bit

& Restore Now

e Once done reviewing, click Next to proceed with Instant Booting the VM.

Recovery = Search... 1-50f5 o
w JDb Narm Badmp e ) - |
Client Name _ feb 4
]
vm test a— _ F Idle ] =
v test1 Quick Recovery On Esxi Is in Progress 00:01:11 wx &
Total Files : 0 0%
o ]
vm  replica Transter Rata s Bytes Transfarred : 0 Bytes F L Idle th ]
Files Restored : 0
vm  replica_feb_{|* To enhance restore performance, clos this progress window and open it anly _ 3 ] Idle i =
occasionally to check restore progress. @ abort
vm final_vm P L] Idle & =

e VM will get automatically created in VMware server VMs list.
Note: Once done with requirement, shutdown and turn off VM before unmounting
backup data. This will resume backup job, so that incrementals will run as per
schedule.

Vembu VMBackup User Guide

Hyper-V

Login to Vembu BDR server installed in a Windows environment and go with 'Quick VM
Recovery' among recovery options.

e Proceeding with Quick VM recovery option will let you select version for Instant Boot.
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£22 Restore Type B4 Restore Version

Choose the restore version

€3 Restore Options @ Review Selected

E-O 5at 11 Feb 2017 12:18:52 (+P) =
0 Sat 11 Feb 2017 11:18:23
(0 Sat 11 Feb 2017 10:17:56
(0 Sat 11 Feb 2017 09:17:27
(' Sat 11 Feb 2017 08:16:59
0 Sat 11 Feb 2017 07:16:31
(0 Sat 11 Feb 2017 06:16:04
0 Sat 11 Feb 2017 05:15:36

e Once done choosing required timestamp, proceed to select the virtual machine to
boot.

e From the list of VM(s) select the VM to instant boot and proceed to allocate RAM for
Instant boot.

£22 Restore Type B3 Restore Version

€3 Restore Options @ Review Selected

Choose the restore version

B sat 11 Feb 2017 12:18:52 (+P)

@ Sat 11 Feb 2017 11:18:23

Choose the restore data

-~ & H19216810251
" ® windows-8-1

(U Sat 11 Feb 2017 10:17:56
) Sat 11 Feb 2017 09:17:27
) Sat 11 Feb 2017 08:16:59

"0 Sat 11 Feb 2017 07:16:31
" Sat 11 Feb 2017 06:16:04
2 Sat 11 Feb 2017 05:15:36

e The software used to instant boot is Hyper-V (For Windows servers) and the default
RAM size chosen is 2 GB which can be modified based on user requirement.

€3 Restore Options

22 Restore Type Restore Version @ Review Selected

Choose the Software for Quick VM Recovery

Quick VM Recovery Hyper-vV -

Startup RAM 5 an -

e Once done configuring restore options, proceed to review configuration.
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£22 Restore Type Restore Version €3 Restore Options @ Review Selected

Review Restore Configurations

+ Selected restore type : Quick VM Recovery
+ Selected restore version : Sat 11 Feb 2017 11:18:23
+ Selected VM Machine(s) : windows-8-1

+ Booting Software : Hyper-V

Previous & Restore Now

e Once done reviewing, click Next to proceed with Instant Booting the VM.

Backup Progress of 1 - Google Chrome

A bEeps://192.168.102.80:6061/templates/progress/serverside serve

Backup Schedule - 1

Client Mame = wembu_bdr_last_build

Backup Location -  Edfsgs../lhembu_bdr_last build's

Current File -

Schedule Type - Full Backup

Bandwidth Throtting not applied

"::: Receiving Files for backup 00:09:47
0 % of disk space used
[ |
Transfer Rate - 1.5 Kbps Transferred : B.25 KB
added Files Modified Files Deleted Files Skipped Files Skipped Folders
o 1] 1] o o

* To enhance backup performance, close this progress window and open it only Abaort
occasionally to check backup progress c

e VM will get automatically created in Hyper-V VMs list.
Note: Once done with requirement, shutdown and turn off VM before unmounting
backup data. This will resume backup job, so that incrementals will run as per
schedule.

Vembu VMBackup User Guide
KVM

Login to Vembu BDR server installed in a Linux environment and go with 'Quick VM
Recovery' among recovery options.

e Proceeding with Quick VM recovery option will let you select version for Instant Boot.
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22 Restore Type €3 Restore Options @ Review Selected

Choose the restore version

B O Fri 10 Feb 2017 11:22:29

e Once done choosing required timestamp, proceed to select the virtual machine to

boot.
e From the list of VM(s) select the VM to instant boot and proceed to allocate RAM for

Instant boot.

£22 Restore Type B8 Restore Version £» Restore Options @ Review Selected

Choose the restore version Choose the restore data
& O Fri 10 Feb 2017 11:22:29 = & E192168.102.19
1 @ swe

@ Fri 10 Feb 2017 09:21:50
‘2 Fri 10 Feb 2017 07:20:25
" Fri 10 Feb 2017 05:18:28
O Fri 10Feb 2017 03:17:44
O Fri 10 Feb 2017 01:16:58
" Thu 09 Feb 2017 23:16:31

' Thu 09 Feb 2017 21:15:16

e The software used to instant boot is KVM (For Linux servers) and the default RAM size
chosen is 2 GB which can be modified based on user requirement.

22 Restore Type B Restore Version €% Restore Options @ Review Selected

Choose the Software for Quick VM Recovery

Quick VM Recaovery KM .

Startup RAM 5 cB v

e Once done allocating RAM size, proceed to review configuration.
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2 Restore Type B Restore Version €3 Restore Options @ Review Selected

Review Restore Configurations

+ Selected restore type : Quick VM Recovery
+ Selected restore version: Fri 10 Feb 2017 09:21:50
+ Selected VM Machine(s) : swe

' Booting Software : KVM

& Restore Now

e Once done reviewing, click Next to proceed with Instant Booting the VM.

Restore Progress of LIN_VM - Google Chrome

Recovery A BEEE://192.168.101,147:6061/templates/progress/serverside/serv Search.. 1-40f4 3]
{ Backup Schedule - LN_VM
‘Client Name - nux_bdr
& linux_fi curren: File - & Idle =} 2
1 e 00:00:07 1
e linux.g F3 ] Al =]
[ ] .
vm L|N_V1 Transfer Rate © Bytes Transferred - 0 Bytes + - x
Files Restored - 0
B file_palf « 1o enhance restore performance, closs this progress window and open it only L Idle ] =
occasionaly o check restore progress @ Aert

e VM will get automatically created in KVM VMs list.
Note: Once done with requirement, shutdown and turn off VM before unmounting
backup data. This will resume backup job, so that incrementals will run as per
schedule.

Vembu VMBackup User Guide

Instant File Recovery

This option lets you instantly attach backup data to disk management as a VHD/VHDX file

and proceed with file level restore.

e The VHD/VHDX file is created by virtual mounting backup data.

e Users can access backup data via disks attached on disk management.

e Once done with requirement, unmount backup data. This will resume backup job, so
that incrementals will run as per schedule.

e Select the timestamp version for file level recovery and proceed
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£22 Restore Type £ Restore Version € Restore Options @ Review Selected

Choose therestore version

# ) Mon 06 Feb 2017 18:29:57

) Mon 06 Feb 2017 10:17:22

Previous

e Select the backup data to be mounted in disk management for file level restore.

£22 Restore Type BE¥ Restore Version €Y Restore Options @ Review Selected

Choose the restore version Choose the restore data

® Mon 06 Feb 2017 12:20:03 =] E 192.168.102.18
B (1 XP_64bit

& Mon 06 Feb 2017 10:17:50 L
~ 5 @ XP_s4bitvmdk

e Once done configuring restore options, proceed to review configuration.

£22 Restore Type P Restore Version £» Restore Options @ Review Selected

Review Restore Configurations

+ Selected restore type : File Level Recovery
« Selected restore version : Mon 06 Feb 2017 12:20:03

« Selected VM Machine(s) : XP_&4bit

& Restore Now

e Once done reviewing, click Next to proceed with File Level Recovery.
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Recovery - Search... 1-50f5 o
m Jub Narm Badup e ) | m
Client Name - feb_4
] =
vm test Current File - " Idle 8
00:00:05
vm testl k - X ]
Total Files : 0 0%
[ ]
vm  replica Transfer Rate ; Bytes Transferred ; 0Byees | |F L Idle o B
Files Restored : O
vm replica_feb_{}| * To enhance restore performance, close this progress window and open it anky F L] Idle i [c]
occasionally to check restore progress. ° Abort
vm final_vm F ] Idle i =2

Vembu VMBackup User Guide

Full VM Recovery to ESXi Host or vCenter Server

e Proceeding with ‘Live Recovery to ESX(i) Server' option will let you select Version for
Live ESXi Server restore, where you have VMware backup with several timestamps.
e Choose your required timestamp version and proceed to select VM.

FEH ore Type estore Version ore Options @ Review Selecte
52 Restore T B Restore Versi €Y Restore Opti Review Selected

Choose the restore version

&0 Mon 06 Feb 2017 12:20.03

-0 Mon 06 Feb 2017 10:17:50

e If you have backed up more than one VM in a backup and need to restore a particular
VM/set of VMs, among all other VMs- Select your desired VM(s) and hit proceed to
provide target ESXi details.

£82 Restore Type 4 Restore Version €3 Restore Options @ Review Selected

Choose the restore version Choose the restore data

@ Mon 06 Feb 2017 12:20:03 & [ 192.168.102.18

: & m )
“O Mon 06 Feb 2017 10:17:50 (PMIxP_s4bit
& MIXP_é4bit.vmdk
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e Choose the target server(ESXi/vCenter) for VM restore from the dropbox(if already
registered in manage VMware vSphere server page). If not registered, add the server
details using 'Add VMware Server' option.

e Choose target host(if restoring to vCenter) and target datastore details.

e Provide a name for the target VM to be created.

£if Restore Type B Restore Version £ Restore Options @ Review Selected

Target Server Details
@) ESXiRestore () vCenter Restore

Select VMware Server v EjAdd VMware Server

Choose Datastore and VM Name

Selected VM Datastore vM
XP_64bit Select DataStore v Target VM Name

e Once done configuring restore options, proceed to review configuration.

22 Restore Type B Restore Version € Restore Options @ Review Selected

Review Restore Configurations

+ Selected restore type : Live Recovery to ESX(i) Server
+ Selected restore version : Mon 06 Feb 2017 12:20:03
+" Selected VM Machine(s) : XP_64bit

+" Destination or Target Server: 192.168.102.51

& Restore Now

e Once done reviewing, click Next to proceed with Live Recovery to ESX(i) Server.

Recovery Search.. 1-50f5 L)
m . -
Client Name - febh_4
]
vm test Current File - Ci/505.1/1-300/1/2000_incrZ.vmdk Idle ﬁ =
wn testl Restore to ESX(i) server is in progress 00:00:44 [} ) wx iz
Total Files : 1 0%
. [ ]
vm replica Transfer Rate : 69.4 Mbps Bytes Transferred : 173.5 MB F L Idle iz 5]
Files Restored : 0
vm replica_feb_|} * To enhance restore performance, dose this progress window and open it only F ] Idle = B
accasionally to check restors progress. © Aport
vm final_vm ] Idle B =
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Vembu VMBackup User Guide

Disk Level Recovery

e This option lets users restore specific disk from existing VM backup to a target virtual
machine. So that the disk can be attached and accessed by that target VM.

e Proceeding with the option VM disk restore, requests user to select time-stamp version
for VM disk restore. Once done selecting, click proceed to select virtual machine(s).

£22 Restore Type B8 Restore Version €% Restore Options @ Review Selected

Choose the restore version

OMon 06 Feb 2017 12:20:03 (+P)

(O Mon 06 Feb 2017 10:17:50

Previous m

e Select the required disks of VM(s) you want to restore and click proceed to provide
target ESXi details.

£22 Restore Type B Restore Version €¥ Restore Options @ Review Selected

Choose the restore version Choose the restore data
® Mon 06 Feb 2017 12:20:03 (+F) & [ 192168.102.18

‘ = i

O Mon 06 Feb 2017 10:17:50 LB

“ B © XP_é4bitvmdk

[ Restore this selected version Persistent boot changes

e Choose the target server(ESXi/vCenter) for VM restore from the dropbox(if already
registered in manage VMware vSphere server page). If not registered, add the server
details using 'Add VMware Server' option.

e Choose target host(if restoring to vCenter) and target datastore details.

e Choose the target VM to which you wish to restore disk.
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£E2 Restore Type B Restore Version £€» Restore Options @ Review Selected

Target Server Details

(@ ESXiRestore () vCenterRestore

Select VMware Server v @& Add VMware Server

Choose Datastore and VM Name

Selected VM VM

XP_64bit Select Target VM Name Vv
T Select DataStore

XP_64bitvmdk Select DataStore w

e Once done configuring restore options, proceed to review configuration.

£22 Restore Type B Restore Version £} Restore Options @® Review Selected

Review Restore Configurations

+" Selected restore type : Disk Level Recovery

+ Selected restore version : Mon 06 Feb 2017 12:20:03 (+P)
« Selected VM Machine(s) : XP_é4bit

« Destination or Target Server: 192.168.102.51

« Selected Target VM : ffg

& Restore Now

e Once done reviewing, click Next to proceed with Disk Level Recovery.

Search... 1-50f5 -~

Recovery =
m St e sese W m
Client Mame - feb_a
] =
vm test ‘Current File Idle ﬂ
vm test1 Disk level restore is in progress 00:00:06 L _ wx ﬂ
Total Files : 1 0%
|
vm  replica TR T T T 3 L] Idle i ]
Files Restored : 0
vm replica_feb_{}] * To enhance restore performance, coss this progress window and open it only F L] Idle 2 @
occasionally to check restore progress. ° Abort
vm final_vm F L] Idle 2 @

Note: While performing Disk Level restore, target VM will be turned off

Vembu VMBackup User Guide
Download VM Files

e Download option allows users to download backup data as an offsite copy of their

150/332 . . .
\/ TRUSTED BY OVER 60,000 BUSINESSE Copyright 2017 Vembu Technologies. All Rights Reserved



Vembu VMBackup User Guide

preferred file format.
e Proceeding with restore, lets users go with the regular routine of selecting time-stamp

version they want to restore and click proceed.

£22 Restore Type B Restore Version €% Restore Options @ Review Selected

Choose the restore version

O 'Mon 06 Feb 2017 12:20:03 (+P)
B (O Mon 06 Feb 2017 10:17:50

o Now select VM(s) to restore and proceed to select restore location.

22 Restore Type £ Restore Version £ Restore Options @ Review Selected

Choose the restore version Choose therestore data

& E192.168.102.18

© Mon 06 Feb 2017 18:29:57
(51 B XP_é4bit

© Mon 06 Feb 2017 10:17:22

e Restoring location can either be a local drive on backup server or if users have
managed to add a network shared drive, the restore can be directed to the network

shared location.
e Users can download backup data in multiple file formats such as: VHD, VMDK, VHDX,

VMDK-Flat and RAW.
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€} Restore Options

£22 Restore Type B Restore Version @ Review Selected

Choose the Restore Location and Format for Restore

Restoreto =
eg-Windows : Ex/restore/
eg - Linux : /home/restore/

Virtual Disk Format —- Select Format - v

[[] Restore this selected version Persistent boot changes

e Once done configuring restore options, proceed to review configuration.

@® Review Selected

£22 Restore Type B Restore Version £ Restore Options

Review Restore Configurations

+ Selected restore type : Download

+ Selected restore version : Mon 06 Feb 2017 12:20:03 (+P)
+ Selected VM Machine(s) : XP_&4bit

« Target Location : Cx/Connect/restore/

+ Restore Format : VMDK

Previous

& Restore Now

e Once done reviewing, click Next to proceed with Download.
Recovery Search... 1-50f5 Ly ]
Client Name: - feb 4
vm test Current File L] Idle i ]
wm test] [vMDK] Download is in prograss. 00:00:11 wx B
Total Files : 1 0%
, [
vm replica Transfer Rate : 479.2 Mbps Bytes Transferred : 539 MB r L] Idle ] =
Files Restored : D
vm  replica_feb_|| * To enhance restore performance, dose this progress window and open it anly E L] Idle B 2
occasionally to check restore progress,
vm final_vm L] Idle g =

e Taking offsite copies in various format allow users to boot backup data across various
virtual and physical environments such as Oracle Box, KVM, Hyper-V, VMware
vSphere, VMware player etc.,

e Also reconstruction of physical servers is also possible with this offline backup copies.

Vembu VMBackup User Guide
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Restore type- Failover and Failback
User can perform Failover and Failback as a recovery process for replications.

Failover and Failback processes have three phases in which each phase is dependant on
the other, where you can initially start with Failovering VMs followed by Finalizing
FailOver with finaling types like: Undo FailOver, Permanent FailOver and FailBack which is
then followed by Finalize FailBack process (if user have chosen FailBack as finalizing type
during Finalize FailOver phase).

e Go to VM Replication - Manage Replicas.

@ Dashboard & Backup [ VM Replication & Recovery |+ Reports < Management

B yMware vSphere

Manage Replicas 1-30f 3
iEList Jobs
e
# Manage Replicas
replica 19z.100.0u2.10 Idle
replica_feb_4 192.168.102.18 E4 Idle iz}
final_vm 192.168.102.18 E4 Idle

e You will be directed to page with the list of replication jobs configured from Vembu

BDR server.
Manage Replicas 1-1ofl
replica 192.168.102.18 Idle

e Proceeding with Restore option will give you three types of restores to choose from:
o Failover
o Finalize Failover
o Finalize Failback

B Restore Version & Restore Data €} Restore Options @ Review Selected = Restore Progress

Choose the restore type

Failover
Switches the operations from original VM to its replica on the target host.

Finalize Failover
Finalize the FailOver state of a replica by Undo FailOver/Permanent FailOver/FailBack options.

Finalize Failback
Finalize the FailBack state of a replica by Undo FailBack/Commit FailBack options.

Failover:
Failover is a process that switches business operations from original VM to its replicated

VM on target host, at times of a disaster or based on some other requirement. Follow
below steps to Failover virtual machines:
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e Proceed with restore type: Failover.

£2 Restore Type B} Restore Version 2 Restore Data €3 Restore Options @ Review Selected i Restore Progress

Choose the restore type

Failover
Switches the operations from original VM to its replica on the target host.

Finalize Failover
Finalize the FailOver state of a replica by Undo FailOver/Permanent FailOver/FailBack options.

Finalize Failback
Finalize the FailBack state of a replica by Undo FailBack/Commit FailBack options.

Restore Version:

e Choose a restore version from the list of available timestamps and proceed.

222 Restore Type B Restore Version & Restore Data €% Restore Options @ Review Selected > Restore Progress

Choose the restore version

“{ @ sat 04 Feb 2017 17:38:40

Prev Next

Restore Data:

e From the list of replicated VMs, select the virtual machines you wish to restore for
Failover and proceed.

£22 Restore Type B Restore Version & Restore Data €» Restore Options @ Review Selected = Restore Progress

Choose the restore data

“ @1 & win2003_feb3_Replica

Prev Next

Review:
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e Review the provided options and click on 'Failover Now'.

£EE Restore Type B3 Restore Version & Restore Data €3 Restore Options ® Review Selected Z Restore Progress

Review Failover Configuration

+ Selected VM(s) : win2003_feb3 Replica

+ Selected Version : Sat 04 Feb 2017 17:38:40

Prev Next

e Once failover completes successfully, the replicated VM in target machine will be active
and running.

22 Restore Type P Restore Version & Restore Data €} Restore Options &® Review Selected

Failower is in progress

& Client Name : feb_4
& Backup Name : final_vm

™ Progress status : Failover is in progress for the VM : win2003_feb3_Replica

i= Manage Replicas

Finalize Failover:

Once done with the requirement of virtual machine that is failovered, users can decide on
finalizing failover operation by choosing between following operations:

o Undo Failover

o Permanent failover or

o Failback

Follow below steps to finalize failover of virtual machines:
e Proceed with restore type: Finalize Failover.
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B Restore Data ™ Finalize Type €3 Restore Options @ Review Selected = Restore Progress

Choose the restore type

Failover
Switches the operations from original VM to its replica on the target host.

@® Finalize Failover
Finalize the FailOver state of a replica by Undo FailOver/Permanent FailOver/FailBack options.

Finalize Failback
Finalize the FailBack state of a replica by Undo FailBack/Commit FailBack options.

Next

Restore Data:

e Select the VMs to be restored and proceed.

22 Restore Type B Restore Data ™ Finalize Type €3 Restore Options @ Review Selected < Restore Progress

Choose the restore data

@ o win2003_feb3_Replica

Prev Next

Finalize Type:

Users will have 3 finalize types to choose from:

¢ Undo Failover- This option deletes the changes done in replicated VM during failover
session and reverts back to its original state before failover.
Note: Usually this option is preferred, when the source virtual machine is restored and
activated successfully.
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£82 Restore Type B2 Restore Data = Finalize Type &3 Restore Options @ Review Selected > Restore Progress

Choose the Finalize Failover type

(® Undo Failover
Revert back the replica to its original state before FailOver. The data added during the FailOver state will be flushed after the Undo FailOver.

(O Permanent Failover
Make the replica VM as the source VM permanently. In case if the source VM is not recoverable after a disaster then you can go for permanent FailOver option.

) Failback
Recover the replica VM to the source host or to another host to continue the operations of the production VM.

Prev Next

e Review the selected VM's and click on 'Next' to proceed.

22 Restore Type & Restore Data = Finalize Type € Restore Options @& Review Selected i Restore Progress

Review Undo Failover Configuration

+ Selected VM(s) : win2003_feb3_Replica

" Selected Finalize Failover Type : Undo Failover

Prev Next

e Once the "Undo Failover" progress is completed the machine is reverted back to its
original state before failover.

i Restore Type & Restore Data = Finalize Type € Restore Options @ Review Selected

Undo Failover is in progress

™ Client Name : feb 4
™ Backup Name : final_vm

™ Progress status : Undo Failover is in progress for the VM : win2003_feb3_Replica

iEManage Replicas

e Permanent Failover- This option makes the replicated VM as the source VM
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permanently.
Note: This option is usually preferred when the actual source VM is no longer

recoverable after a disaster.

52 Restore Type 8 Restore Data S Finalize Type €y Restore Options @ Review Selected = Restore Progress

Choose the Finalize Failover type

Undo Failover
Revert back the replica to its original state before FailOver. The data added during the FailOver state will be flushed after the Undo FailOver.

! Permanent Failover
Make the replica VM as the source VM permanently. In case if the source VM is not recoverable after a disaster then you can go for permanent FailOver option

Failback
Recover the replica VM to the source host or to another host to continue the operations of the production VM,

% Previous Next

Review configurations:

e Review the configuration provided for selected restore option and click Finalize Now.

¢ Failback- Go to Next Page

Vembu VMBackup User Guide
Failback

¢ Failback- This option let users recover the replicated VM along with failover data to the
source host or another host to resume its ongoing operations as a production
machine.

£8f Restore Type 2 Restore Data 4= Finalize Type £ Restore Options @ Review Selected < Restore Progress

Choose the Finalize Failover type

() Undo Failover
Revert back the replica to its original state before FailOver. The data added during the FailOver state will be flushed after the Undo FailQver.

) Permanent Failover
Make the replica VM as the source VM permanently. In case if the source VM is not recoverable after a disaster then you can go for permanent FailOwver option.

@®) Failback
Recover the replica VM to the source host or to another host to continue the operations of the production VM.

Next

o Failback has an additional step to configure unlike the other two options: undo
failover and permanent failover.

Restore Options:
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e Users will be directed to restore options page, where they are required to select target
server details such as:

= Choose between ESXi restore or vCenter Restore and select the VMware

server from the added list. If not, do add a target server with 'Add Target
Server' option.

= Now select the respective target host and then the datastore to which the
selected VMs are to be recovered.

= Provide the names for VMs to be restored.

= Once done, proceed with Next.

£22 Restore Type & Restore Data ™ Finalize Type £ Restore Options @ Review Selected Z Restore Progress

Failback Options

(=] ESXiRestore  vCenter Restore

Select VMware Server j @Add

Selected VM Datastore VM

Win2003_feb3_Replica N, :I Target VM Name

Prev Next

Review configurations:

e Review the configuration provided for selected restore option and click Finalize Now.

£22 Restore Type 2 Restore Data ™ Finalize Type €} Restore Options @ Review Selected 2 Restore Progress

Review Failback Configuration

v Selected VM(s) : win2003_feb3_Replica
+ Selected Finalize Failover Type: Failback

+ Target Server Name: 192.168.102.51

Prev Next

e Once done reviewing click Next to proceed with Failback.
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22 Restore Type 2 Restore Data + Finalize Type €3 Restore Options @ Review Selected

VM Details In-Progress Details
MNo. of Failback VM(s): 1 Current VM Size: O Bytes
win2003_feb3_Replica In-Progress Time to Complete : 00:00:00

Progress status : VMWare Snapshot is in progress.

iEManage Replicas

Finalize Failback:

This restore option is enabled, only after when user opts for Failback as Finalize type in
Finalize Failover(Restore type).

e Proceed with restore type: Finalize Failback.

2 Restore Data = Finalize Type € Restore Options @ Review Selected = Restore Progress

Choose the restore type

Failover
Switches the operations from original VM to its replica on the target host.

Finalize Failover
Finalize the FailOver state of a replica by Undo FailOver/Permanent FailOver/FailBack options.

@® Finalize Failback
Finalize the FailBack state of a replica by Undo FailBack/Commit FailBack options.

Next

Restore Data:

e Select the VMs to be restored and proceed.
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£22 Restore Type & Restore Data * Finalize Type € Restore Options @ Review Selected ' Restore Progress

Choose the restore data

@1 B win2003_feb3_Replica

Prev Next

Finalize Type:

Users will have 2 finalize types to choose between:
e Undo Failback- When a VM recovered via Failback option does not function properly or

if the restore fails due to any reason, then this option is chosen to revert back the
replica to resume the Failover state.

££2 Restore Type & Restore Data ) Finalize Type € Restore Options @ Review Selected = Restore Progress

Choose the Finalize Failback type

@® Undo Failback
Revert back the replica to the FailOver state. If FailBack VM is not performing as expected then you can do Undo FailBack.

O Commit Failback

If FailBack VM is recovered properly and running as expected then you can confirm the FailBack by commit FailBack.

Prev Next

Review configurations:

e Review the configuration provided for selected restore option and click Finalize Now.
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£E2 Restore Type & Restore Data < Finalize Type €3 Restore Options @ Review Selected 2 Restore Progress

Review Undo Failback Configuration

+ Selected VM(s) : win2003_feb3_Replica

+ Selected Finalize Failback Type : Undo Failback

Prev Next

e Once done reviewing click Next to proceed with Undo Failback.

£22 Restore Type 2 Restore Data 5 Finalize Type €% Restore Options @ Review Selected

Finalize Failback is in progress:

™ Client Name : feb_4
™ Backup Name : final_vm

™ Progress status: Initiating Undo failback Request

iEManage Replicas

e Commit Failback- When a VM recovered via Failback performs as expected, then this
option is chosen to confirm commiting Failback. This means that the failbacked VM will
now be selected as production VM and will get excluded from replication jobs.

£22 Restore Type & Restore Data = Finalize Type €} Restore Options @ Review Selected «— Restore Progress

Choose the Finalize Failback type

() Undo Failback
Revert back the replica to the FailOver state. If FailBack VM is not performing as expected then you can do Undo FailBack.

(® Commit Failback
If FailBack VM is recovered properly and running as expected then you can confirm the FailBack by commit FailBack.

Prev Next

Vembu VMBackup User Guide

Bare-metal Recovery
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Follow below steps to perform Physical Recovery for Image backups using Recovery CD:

e To do bare-metal recovery using Vembu Recovery CD first we need to download and
install WAIK. Click on below link, to download WAIK:
http://www.microsoft.com/enus/download/confirmation.aspx?id=5753

e Once WAIK is installed, download Vembu Recovery CD: Click Here to Download

e You will have Vembu Recovery CD in both 32-bit and 64-bit zip formats, download
accordingly based on requirement. Now unzip the downloaded file and run
RecoverCDBuilder with administrator privileges. You will get a window opened as
shown below.

N VembuBDR Recovery CD Builder -[ol x|

SERVICE PROVIDER LICENSE AGREEMENT %

Read and accept the License Agreement

SERVICE PROVIDER LICEMSE AGREEMENT ~

Before you use this software, please read the terms of this agreement (" Agreement ™) carefully. Indicate your acceptance
of these terms by selecting the " Agree” button at the end of this Agreement and i you do not agree to all of the terms of
this Agreement, select the "Decline” button at the end of this Agreement and do not proceed to use the Software.

NOTWITHSTANDING ANYTHING CONTAIMED IN THIS AGREEMENT, UNDER NO CIRCUMSTANCES SHALL THE
SOFTWARE PROVIDER - M/s. Vembu Technologies Private Limited, @ company incorporated in India and having it's
registered office at Office A, Il floar, 208, Velachery Main Road, Velachery, Chennai - 600042, INDIA BE LIABLE TO
YOU OR ANY OF YOUR CUSTOMERS FOR ANY SPECIAL, INDIRECT, PUNITIVE, INCIDENTAL OR
COMNSEQUENTIAL DAMAGES (INCLUDING BUT NOT LIMITED TO DAMAGES FOR LOSS OF PROFITS OR
SAVINGS. BUSINESS INTERRUPTION, LOSS OF INFORMATION QR DATA, INCLUDING CUSTOMER DATA)
WHETHER IN CONTRACT. NEGLIGENCE, TORT OR OTHERWISE ARISING OUT OF YOUR USE OR INABILITY
TO USE THE SOFTWARE OR THE BREACH OF THIS AGREEMENT, EVEN IF ADVISED OF THE FOSSIBILITY OF
SUCH DAMAGES.

e Read the service provider license agreement carefully and click agree. You will be
proceeded to VembuBDR Recovery CD builder window as shown below.
Note: When you have RAID and additional drivers to be setup in the machine to be
recovered, such drivers can be bundled with Vembu Recovery CD using 'Additional
Driver' option.
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VVembuBDR Recovery CD Builder
This wizard will help you to build Recovery CD to restore existing VembuBDR badiup

WAIK location: |C:\F‘mglﬁm Files"Windaows AlK

Target location: |C:\.

Additional Criver |

Motes
Install Windows Automated Installation Kit before creating VembuBDR Recoveny CD
http: /e wew. microsoft. com/downloads/en/details. aspx

Status

Select the installed WAIK location Eg: C:\Program Fileg " Windows AlK

] Retain temporary files{Optional)

e In this window, WAIK location will be auto-filled, target location is the location where
you want to store ISO. Now click Build to start creating ISO file. You can also monitor
the progress of ISO creation.
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VVembuBDR Recovery CD Builder %
£

This wizard will help you to build Recovery CD to restore existing VembuBDR badwp

WAIK location: |C:'\.F‘mgram Files"Windows AlK | Browse... |

Target location: |C:'\ | Browse... |

Additional Driver | | Browse .

Motes
Install Windows Automated Installation Kit before creating VembuBDR Recovery CD
hitp:/iwww. microsoft. com/downloads/en/details. aspx

Status
Copying Files ...

["] Retain temporary files{Cptional)

e Once done, the ISO file will be available in the Target location you have entered.

Home Share Wiew v 0
1| L » ThisPC » Local Disk(C) » IS0 v & | | searchiso P
Y Favorites Al Mame - Date modified Type Size
B Desktop 4 VembuBDR_Recovery_CD_x64 6/23/2016 5:02 PM Disc Image File 197,894 KB
Y. 9
j Downloads

5l Recent places

18 This PC
_H Desktop
_E Documents
j Downloads
=# F on VEMBU-101
_ﬂf Music
_EI Pictures
_ﬁ Videos
(i Local Disk (C:)
Mew Volume (D:

—a Mew Volume (E:)
—a VemnbuVirtualDri
L) DVD Drive (G:) KE
g E (192,168,102,
a Local Disk (£:)

e Insert a blank CD in CD/DVD drive and burn the created ISO file in CD by right-clicking
over ISO file and choosing the option 'Burn Disk Image'. Windows Disk Image Burner
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will open, choose the CD/DVD drive and click burn to start burning process.

~ % Mount
Burn disc image
T-Zip 3
CRC SHA »

[of  Edit with Notepad++
B Scan with AYG
Open with...

Disc image file: VembuBDR_Recovery_CD_xGd.iso

Disc burner: {DVD R Drive (D:) Y i

Status
To start burning the disc image, click Burn.

[] Verify disc after burning

Burn Cancel

e You can also monitor the progress of burning process.

e Once the burn process completes, CD will be auto ejected. Reinsert CD and reboot
machine to BIOS settings. Change the boot priority and set CD/DVD as primary boot
device and click Save and Exit. VembuBDR recovery console will be opened as shown
below. Click Next to continue.
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Vembu BDR Recovery Console x|

gi Welcome to Vembu BDR
Recovery Console

o You can use this recovery console to restore data from
a backup image. You can also use it to correct Boot
Configuration Data (BCD) in this machine or to
troubleshoot boot issues.

%

\J‘"
Vembu BDR
Recovery CD
© 2014 Vembu Technologies Inc, All Rights Reserved.

= Back I Mext = I Cancel

e Read the Software License Agreement carefully, click Accept and proceed with Next.

Vembu BDR Recovery Console i x|

Software License Agreement ‘%

Please read the following License Agreement. You must accept the terms of this
agreement before continuing.

VEMELEDR. RECOVERY CD CREATION SOFTWARE END USER. LICEMSE AGREE o

This is a legal agreement between you and Vembu Technologies Private Limited, a

1.5cope of Agreement
The VembuBDR. Recovery CD Creation Software consists of software that can be

2.Grant of License
If you are installing and [ or using the VembuBDR. Recovery CD Creation Software

3.Resfrictions on Use

You shall not or permit any other to transmit all or any portion of the YembuBDR. R

The rights under this Agreement are personal to you and the functionality uFHﬂiILI
3

I

v Aﬁpt " Dedine

< Back I Mext = I Cancel |

e You will have option to select a task from the below list:
o Recover entire disk or partition
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o Set BCD boot configuration

o VMware driver installation
Since we have to do physical recovery, we'll proceed with 'Recover entire disk or
partition' option and click Next.

Vembu BDR Recovery Console . x|

Select a task
select a task and dick Mext to continue

—Select a task

{* Recover entire Disk or a Partition

{~ Set BCD Boot configuration

{~ VMDEK Driver installation

Open Command Prompt Map a network to local drive

= Back I Mext = I Cancel
lag’

e You will be directed to recovery page, where you will be required to provide details for
following options:
o Browse and select the file which you need to recover.
o Browse and select the backup configuration file.
o Select the disk/drive you wish to restore from the following list.
Once done choosing respective requirements, click Next to proceed.
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Vembu BDR Recovery Console A x|

Recovery Page
Browse to the folder where you have restored the files from the server.,

1. Browse and select a file which you need to recover, { Eg:I:'\BMRRestore\Diskd_full,vhd)
Location: ID: iTest_VHD\Diskd_Merge,vhd j Browse |

2. Browse and select the backup configuration file. { Eg:I:\BMRRestore \BMRbackup.sbc)

Location: ID: {Test_VHD\Test_VHD.sbc j Browse |

3. Select a Disk from the following list

Disk | Capacity
= Disk0 1. 50GE
. ): 1.50GB

e In next window, you will be required to select target disk/drive to which recovery will
be performed. Once done selecting the target, click Next.
Note: the selected disk/drive will be formatted and only recovered data will be
available. So make sure you don't have any important data on target disk/drive.

Vembu BDR Recovery Console a il

Recover entire Disk or a Partition
Recover the complete Hard Disk or a single Partition from the image files

Select the target device to recover

— Target Device
Device Mame | Type | Total Size | index |
C:y System Reserved 100.0 MB 1
E:l 39.90 GB 2
DY, Mew Volume 109.99 GB 4
MNew Volume 10.0 GB 5

WARNIMG : The selected destination [Disk,/Crive] will be formatted during
restore and the existing data present in the disk/drive will be lost.

< Back I Mext = I Cancel
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e Proceeding will initiate the recovery process and once it's done. You can find your
recovered data in target disk/drive selected.

Vembu VMBackup User Guide
Vembu Virtual Drive
Vembu Virtual Drive is an exclusive feature of VembuBDR server, that allows user to

instant access backup data. With the help of VembuHIVE file system, Vembu Virtual Drive
virtual mount backup data and allow instant access for users.

Vembu Virtual Drive will make following file format types available for any image based
backups mounted in it:

e VHD

e VMDK

e VHDX

e VMDK-Flat

e RAW image files

These files can be used based on user requirements. For example, a VHD file can be
mounted in Hyper-V or a VMDK file can be mounted in a ESXi server or a RAW image file
can be mounted in KVM to create a virtual machine. VHD file can also be mounted in disk
management to access file level backup data.

Manage Vembu Virtual Drive (NFS Share)
e Go to Management — Server Management — Manage Virtual Drive

This page lists all image backups stored in backup server and user can virtual mount any
backup data he wish to instant access.

Vembu Virtual Drive - NFS Share Settings

Enable NFS service on Vembu Virtual Drive

List of backups available for virtual drive mount/unmount

Client Name Plugin Type Virtual Mount Status
" E=

test feb_ 4

test1 feb_4 vm

e To virtual mount a backup data, user have to click 'Mount' option alongside specific
backup job to be accessed and click Yes in confirmation dialog.
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Confirmation

Are you sure you want to Mount the backup data in the Virtual drive ?

e User can now have access to backup data by viewing VembuVirtualDrive displayed in
My Computer.

e Once done with requirement, user can unmount data by clicking on Unmount option
and confirming with a Yes in confirmation dialog.

Are yvou sure yvou want to Unmount the backup data in the Virtual drive ?

Enable NFS Service on Vembu Virtual Drive

e Vembu Virtual Drive can be shared within a network area by enabling NFS service on
Vembu Virtual Drive.
e NFS service for Vembu Virtual Drive is available on both Linux and Windows servers.

Note: For enabling NFS feature in Linux servers, it is necessary to have NFS kernel
server installed in Backup Server machine. You can install NFS Service by using "apt-get
install nfs-kernel-server" command. You need to run VembuBDR with root/
administrator privileges in order to save NFS settings.

Enable NFS Service on Linux Screenshot:

Vembu Virtual Drive - NFS Share Settings

Enable NFS service on Vembu Virtual Drive (:)

o For enabling NFS feature, it is necessary to have NFS kernel server installed in Backup Server machine. You can install NFS Service by using
"apt-get install nfs-kernel-server" command. You need to run VembuBDR with root/administrator privileges in order to save the NFS setting.

List of backups available for virtual drive mount/unmount

Backup Name Client Name Plugin Type Virtual Mount Status

Machine_1 LInux_1 vm
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Enable NFS Service on Windows Screenshot:

Vembu Virtual Drive - NFS Share Settings

Enable NFS5 service on Vembu Virtual Drive ‘:)

“You can now attach and access Vembu VirtualDrive in ESX(i) Server as a NFS datastore using the below steps.
1. Provide DNS NamelP Address of Backup Server in "Server” field
2. Provide "/NembuNFS5" as Share in "Folder” field
3. Then provide a name for that Datastore
e.g192.168.%.10/VembuNF5

Now ESX(i) hosts get direct access to the backed up image files(flat-VMDK) hence you can recover the backed up virtual machines.

List of backups available for virtual drive mount/unmount

test vm

feb 4 Mount

test1 feb 4 vm -

Mount

e NFS share service allows user to add VembuVirtualDrive as a NFS datastore in ESXi
servers.

Note: Before enabling NFS service on Vembu Virtual Drive, please make sure Microsoft or
any other third party NFS services is disabled to ensure uninterrupted service.

Vembu VMBackup User Guide

Managing Microsoft Hyper-V

e Hyper-V Backup
e Disaster Recovery

Vembu VMBackup User Guide

Hyper-V Backup
e Setup Backup Job

e Manage Backup Job

Vembu VMBackup User Guide

Setup Backup Job

e Go to Backup — Microsoft Hyper-V

1727332
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= WMware vSphere

VMware v ) Microsoft Hyper-V

B8 Microsoft HyperV
Protect your Wiy vare wvCenter Server or WMware ESX[i} Protect your Hyper-\ WMs by adding vour Hyper-\ Host and then choose the WMs you
cup /replicate. want to backup.

Host and then chy

£ Physical Machine

= List Jobs E_Add Hyper-V Server

Physical Image Files & Applications
Backup your Windows Physical Server and Desktops as an image by installing Vembu Backup your Files, Applications such as MS-Exchange, MS-SQL, MS-SharePoint, MS-
ImageBackup Client Installer in your machine which you want to backup. Outlook, etc. by installing Vembu NetworkBackup Client Installer inyour client

machine which you want to backup.

Add Hyper-V server:

e |Ifit's a fresh installation, click on 'Add Hyper-V Server' option.

Microsoft Hyper-V Added Hyper-V Servers

Add Standalone Host = You have not added any host.

Add SMB Host

List Hyper-V Servers

e You can either choose the 'Standalone Hyper-V Host' or 'SMB Host' as server type.
e Choosing Standalone Hyper-V Host will ask user to provide login Hyper-V credentials, it
also asks user to confirm if they are using SMB server as storage for VMs.
o If'No'- Server addition will be completed with Saving the credentials.
o If'Yes'- Users will be redirected to the next page to provide SMB credentials.

Microsoft Hyper-V Add Hyper-V Host Credentials
Add Standalone Host

Add SMB Host a User Name

Note: Use Administrator credentials. For Domain controller use Domain credentials.
List Hyper-V Servers

@ | Password
[*] 42005

[l Enable if you are using SMB server as a storage for your Virtual Machines

e Choosing SMB Host will direct user to Apply SMB credentials page, where they will be
required to provide SMB Host credential. Once done providing it, hit save to add
Hyper-V server.
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Microsoft Hyper-V Add SMB Host Credentials

= Hostname / IP Address
Add Standalone Host

Add SMB Host & | UserName

Note: Must provide the domain user credentials of the SMB Host.
List Hyper-V Servers

LN Password

@ 42005

Create Hyper-V Backup:

e Once done adding, go to Backup — Microsoft Hyper-V. The list of Hyper-V servers
added will be shown.

Microsoft Hyper-V Added Hyper-V Servers
ul i
Add Standalone Host = 192.168.102.45 & Backup & Edit 1 Remove
Add SMB Host ul 192.168.102.80 2 Backup = Edit @ Remove

List Hyper-V Servers

e From the list of servers added, Click Backup Now option in the Hyper-V server to be
backed up.

Choose Virtual Machine(s):
e Choose list of VMs you wish to get backed up and proceed.

e You can configure either host level backup job or can select any specific set of VMs to
be backed up.
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L Configure VM(s) B Scheduling &€ Settings @ Review <= Backup Progress

Choose the machine(s) you wish to configure

= i & WIN-DDQVEBRI7DU = VM(s)/Disk(s) Exclusion

i asa off

-l = off

E & Win7_Vignesh_103.56_vm_1 04 02 2017 19 _5& Running

-l = hyper_vm_disk Running
i ®mvma off

E M Win7_Vignesh_103.56_vm_1 04 02 2017 19 23 Running

- & ubuntu Off
E B4 ajs_2_27JAN2017_20_01_38 Running

-l & ais3 Off .

VM(s)/Disk(s) Exclusion

e On selecting Host level backup, you might wish to exclude some specific set of VMs
from getting backed up. Such VMs can be excluded using VM(s)/Disk(s) exclusion
option.

VM Exclusion
o C(lick 'VM(s)/Disk(s) Exclusion' option, you will get a popup as shown below.

Exclusion Configured Details

H Exclude VM(s) & Exclude Disk(s) + Select VM(s)

No VM Excluded

e Choose 'Exclude VM(s)' tab.

e To exclude a virtual machine from a configured host level backup, click 'select VM' and
choose the VMs to be excluded and click 'Exclude’.

e Once added, save the exclusion settings.

Exclusion Configured Details

x
x

Win8 WM Multi

Gen2 VM

e You can also add/delete a VM to/from exclusion list, whenever required by editing the
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backup job.
Note: Changes made in VM exclusion settings will be taken into effect immediately
with next schedule.

Disk Exclusion
e Click 'VM(s)/Disk(s) Exclusion' option, you will get a popup as shown below.

Exclusion Configured Details

= Exclude VM(s) £ Exclude Disk(s) + Select VM(s)

[§§ SERVER-102-89 No Disk Excluded

e Choose 'Exclude Disk(s) tab.
e Disk exclusion can be either enabled at host level or can be configured at VM level.

Host level Disk Exclusion- This exclusion type is possible when you opt to configure
host level backup job. Under 'Exclude Disk(s)' tab, you will find the configured host(s)
listed.

Exclusion Configured Details

= Exclude VM(s) 2 Exclude Disk(s) + Select VM(s)

[§§ SERVER-102-89 No Disk Excluded

1 Gen2 VM IDE[0:0,1:0] p x

e You can choose 'Edit Disk Exclusion' option, to assign global disk exclusion rule for
VMs under a chosen host. Edit Disk exclusion tab will have following exclusion rules:
o No disks Excluded
o Include only System Disks for Backup. Exclude Others (typically 0:0)
o Select type of Disk to exclude
Note: By default No disks excluded option will be selected.
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Edit Disk Exclusion

® No Disk Excluded
i) Include only System Disks for Backup. Exclude Others(typically Disk 0:0)
i) Select type of Disk to exclude

NOTE: Removal of already configured exclusion rules will effect only from next additional full

backup. It will not effect on current full backup.

e Opting for the third option of selecting disk type will list all available disk types for VMs
in Hyper-V.
e User can choose the disk(s) to be excluded in each disk type.

Edit Disk Exclusion

) Mo Disk Excluded
) Include only System Disks for Backup. Exclude Others(typically Disk 0:0)
® Select type of Disk to exclude

IDE 0:0
IDE 0:1

OO

IDE 1:0
IDE 1:1

OO

NOTE: Removal of already configured exclusion rules will effect only from next additional full

backup. It will not effect orn current full backup.

e Once done assigning disk exclusion rule, click 'Confirm' and save the exclusion
settings.

VM level Disk Exclusion- This exclusion type can be configured in both host level
and VM level backup job. Under 'Exclude Disk(s)' tab, you will find the list of configured
VM(s).

If it's a host level backup job, you can assign both host level exclusion rule as well as
assign exclusion rule for individual VMs by adding VMs to be configured using Select
VM(s) option.
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Exclusion Configured Details

= Exclude VM(s) £ Exclude Disk(s) « Select VM(s)

1 Win8 VM Multi IDE[1:1]

e Choose 'Edit Disk Exclusion' option alongside a VM to configure disk exclusion rule
for the selected VM. Edit Disk exclusion tab will have following exclusion rules:
o No disks Excluded
o Include only System Disks for Backup. Exclude Others (typically 0:0)
o Select type of Disk to exclude
Note: By default No disks excluded option will be selected.

Edit Disk Exclusion

® Mo Disk Excluded
' Include only System Disks for Backup. Exclude Others(typically Disk 0:0)
i) Select type of Disk to exclude

NOTE: Removal of already configured exclusion rules will effect only from next additional full

backup. It will not effect on current full backup.

e Opting for the third option of selecting disk type will list all available disk types for VMs
in Hyper-V.

e User can choose the disk(s) to be excluded in each disk type.

e Once done assigning disk exclusion rule, click 'Confirm'and save the exclusion
settings.
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Edit Disk Exclusion

) No Disk Excluded

) Include only System Disks for Backup. Exclude Others(typically Disk 0:0)
® Select type of Disk to exclude

IDE pEies]

[ IDEQ:O
[ IDEQ:1

(] IDE 1:0
l# IDE 1:1

NOTE: Removal of already configured exclusion rules will effect only from next additional full

backup. It will not effect on current full backup.
o

e You can also add/delete a disk to/from exclusion list, whenever required by editing the
backup job.
Note: Changes made in disk exclusion settings will be applied only when a additional
full backup is scheduled.

Configure Scheduling:

e Users can configure their backup schedules flexibly based on their requirement. They
can choose from Hourly/Daily/Weekly options for backup schedules.

J Configure VM(s) Ej Scheduling €3 Settings @ Review < Backup Progress

Select how frequently you want to run backup

® Run Every 1Hour v Additional Full Backups: [Opticnal] @
=]
on the following days. Sl =
i @
@ Sun @ Mon W Tue & Wed @ Thu @ Fri ¥ Sat Take a full backup ~ Daily = 0% v oo v PM ¥
= Run Daily
Store amaximumof| 02 v full backups.
= Run Weekly

Additional Full Backups:

In an enterprise environment, configuring a backup job with one full backup and forever
incremental is not a recommended practice. Users from such environment will tend to
configure additional full backups periodically and that can be automated with our
additional backup option.
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Additional Full Backups can be configured in following order of scheduling:

e For Continuous and Run every few hours schedules- Configuring daily/weekly/monthly
additional full backup is possible.

e For Run Daily schedule- Configuring weekly/monthly additional full backup are the
possible options.

e For Run Weekly schedule- 'Monthly full backup'is the only possible additional full
backup.

e For Run Once schedule- You cannot configure additional full backup.

Note: Users can also limit the number of full backups to be retained with 'Store a maximum
of' option. With this option, users can share the unwanted storage data occupied based for
a time period. For example, a user needing no more than 6 months of data retainment can
configure 6 monthly full backups where the 1st additional full backup will be deleted on
the 7th month when a new full backup completes successfully.

Configure Retention Policy:

e Users will be given 2 options for choosing retention policy:
o Basic retention and
o Advanced retention (GFS)

Basic:

e Vembu VMBackup provides forever incremental backups, where user can have 'n'
number of incrementals. They also do have options to limit incremental count, which
when retention count reaches incremental count, older incrementals will be purged
while latest incremental will be retained as per configuration.

LH Configure VM(s) 4 Scheduling I'IBS @ Review < Backup Progress
Configure Retention Policies for the backup

Application Aware Options ® Basic Retention

Keep last 3 - daily merged recovery points @

Advanced Retention

Advanced (GFS Retention):

e The Multilevel GFS retention reduces the time taken to restore backed up machines
and most importantly reduce the size of image files in storage location. It also help
avoid long chains of incrementals, ensuring safety of backup data and allow you to
meet the requirements of your retention policy.
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GFS retention merge incrementals on a daily, weekly and monthly basis:

o Daily - Daily merge will merge hourly incrementals on the third day's first
successful incremental backup.

o Weekly - Weekly merge will commence based on user scheduled day's first
successful incremental backup. It will merge all daily merged incrementals into
a single weekly merged file.

o Monthly - Monthly merge is much similar as weekly merge where user need to
schedule particular day in a month(For example: Third Wednesday) and the
merge will get initiated at first successful incremental of the day. It merges all
weekly merged files as a single monthly file.

2 Configure VM) £ Scheduling ® Review & Backup Prosress
Configure Retention Policies for the backup

Application Aware Options Basic Retention
® Advanced Retention
Daily Merge : Merge hourly incremental backups on daily basis
1 Weekly Merge : Merge daily merged incrementals upto| sunday v
Monthly Merge : Merge Weekly merged incrementals upto | First v Sunday v

Application-Aware Hyper-V Backups:

Hyper-V backups utilize Microsoft VSS writers to take application-consistent backups(MS
SQL, MS Exchange) and truncate exchange log files to free up the space.

Enabling application aware process - Truncate logs immediately:
e Enabling this option lets Vembu BDR truncate the exchange server logs before initiating

backup process. It purges and commits log files along with the .edb files and reduce
storage space consumed.

Application Aware Image Process Prerequisites:
e To perform application-aware image processing, the Guest Machine (running MS

Exchange server, MS SQL Server, MS SharePoint Server, MS Active Directory) should be
installed with latest Hyper-V integration services.
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& Configure VM(s) £ Scheduling m @ Review £ Backup Progress

Application Aware Settings [Optional]

Retention settings

[0 1
e T IR ") Truncate the transactions logs @&

To perform application-aware image processing, login credentials of the WM guest machines are required

Review Configurations:

e User will be required to provide a name for backup scheduled.
e And can verify the configurations one final time, before hitting ‘run the backup'.

© Configure VM) 8 Scheduiing & settings PR —

Enter The Job Mame Test_backup_Hyper

Review Configurations

« Configured Host/VM(s) : hv_1
" Run this backup for every 1Hour on Sun,Mon.Tue Wed Thu,Fri,Sat
" Advanced Retention is configured with weekly merge upto Sunday

" Run additional full backup daily at 09.00 pm

Progress Details:

e Thus, backup progress is witnessed and can be verified once it completes successfully.

L4 Configure VM(s) £ Scheduling €3 Settings @ Review

Backup Progress Details

57% Complete

Backup Details In-Progress Details
Total Job Size : 2.88 GB Current VM Size :3.23 GB
v 1 Progress Time to Complete :00:00:21

Transfer Rate : 469.1 Mbps

EList all Backups

Vembu VMBackup User Guide

Manage Backup Job

e Go to'Backup — List]Jobs'
e The list of backup jobs configured from that particular client machine will be listed
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along with options to edit, suspend/resume, run/abort, delete the backup job.
e Users can also view the plugin type and historical report of a particular backup job.

List of Backup Jobs 1-50f 5
ol test SERVER-102-89

o
== addFull-2 SERVER-102-89 01 Mar 2017 03:46 PM n L 4 Idle = @
== GFs-Bakp SERVER-102-89 01 Mar 2017 03:49 PM n L4 Idle = @
®l  Fullhost-1 SERVER-102-89 . B - e ]
L1 |
1 SERVER-102-89 - 2 - e ®
]

Suspend/Resume:

e This option lets a user to suspend and resume a configured backup job, if required.
e Asuspended backup job will not run schedules as per its configuration, until/unless it
is resumed.

Run Now:

e This option is used to immediate schedule a backup job, once clicked.

e If run now is triggered in midst of scheduled interval, then the next schedule interval
will be calculated from the time of recent backup job.
Note: If a backup job is triggered in midst of scheduled interval with run now, then the
next backup schedule will be triggered

Abort:
e This option is used to abort a backup job that is currently in progress, if required.

View:
e This option allow user to view the saved configuration of any specific backup job.

Edit:
e This option allow user to edit the configuration of an already scheduled backup job.
e Edit option allow user to completely reconfigure the backup job being edited. (i.e) User
can:
o Add/remove VMs.
o Reconfigure the schedule frequency, retention policies, additional backups and
application aware options of backup job.
e Once done, review the edited configuration and save it.

Delete:
e This option is used to delete the backup job, if no longer required.

e Proceeding with this option, will ask for deletion confirmation and once confirmed the
backup job will be deleted.

Vembu VMBackup User Guide
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Disaster Recovery

e Go to Recovery tab.
e Backups configured from various client machines to the server, will be listed for
recovery, along with below listed options:
o Restore

o Virtual mount
o Proceed to Persistent Instant Boot version delete
o Delete
o Replication actions
o Status
o Reports
Recovery Search 1-100f11
m
= delete_test win-bgacva7ft3iclien... 176 KB = A Idle
= tes111 win-bgacva7ft3iclien... 176 KB e 4 n Idle (C]
E] test2222 win-bgacva7ft3iclien... 1.76 KB &= -4 1 Idle =
= test_1 nodeiclient 291.00 MB £ -4 n L] Idle =
-] test 2 nodelclient 33.03GB = 4 1 = Idle =
m Fullhost-1 server-102-89 112GB = 4 1 L Idie =
== GFS-Bakp server-102-89 45.81GB £ -4 n L] Idle =
m addFull-2 server-102-89 11.33 GB = 4 1 L Idie =
vm IvmWare bdr-360-fb3rd 0.0 Bytes =+ -4 n L] Idle =
= 1 server-102-89 377.50MB <+ - 1 L Idle =

Virtual mount:

e This option lets you instant mount backup data virtually where users can access
backup in different file formats such as: IMG, VHD, VHDX, VMDK.

Mount Backup - test_1

Are you sure you want to Mount the backup data in the Virtual drive?

Lo L

e Users can either take a copy of this mounted data or boot respective files if needed on
KVM(IMG file in Linux), VMware vSphere(VMDK) or Hyper-V(VHD, VHDX).

e Once done with requirement, unmount backup data. This will resume backup job, so
that incrementals will run as per schedule.
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Unmount Backup - test_1

Backup image might be in use by recovery options such as Quick VM recovery or File Level

oc

Recovery. Do you still want to unmount the backup from VirtualDrive?

Proceed to Persistent Instant Boot version delete:

During each instant boot and instant file recovery session, a change in backup data will
take place which then is saved as persistent Instant boot data.

Persistent data can be restored using restore options, if needed.

Persistent data will be listed with a (+p) sign alongside timestamps of backup versions.
Such persistent data can also be deleted if not required, using the 'Proceed to
Persistent Instant Boot version delete' option.

The option let user choose the timestamp of persistent data to be deleted.

User will also be required to confirm deletion by selecting the checkbox 'Are you sure
you want to delete the selected version related persistent boot data from the
repository location permanently?' to proceed with deletion process.

Delete Persistent backup data of VM for this backup - Fullhost-1

Select Persistent boot version to delete:.  Fri 24 Feb 2017 18:08:50 ¥

¥ Are you sure you want to delete the selected version related persistent boot data
from the repository location permanently?

Restore:

e Proceeding with restore option will list below restore options to choose from:
o Quick VM Recovery
o Live Recovery to Hyper-V server
o File Level Recovery
o Download
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£22 Restore Type £ Restore Version £ Restore Options @ Review Selected

Choose the restore type

Quick VM Recovery
Recowver backup images as ready-state VMs (i.e)instantly available and helps in maintaining business continuity with minimal downtime.

Live Recovery to Hyper-V server
Restore backed-up VMs directly to target Hyper-V Servers

File Level Recovery
Auto attach backup to Disk Management in local machine that allows instant access to backed up data and instant file recovery possible.

Download
Multi-format restore available for any image backup(Physical/Virtual) and is easy to process.
The file formats available for restores are: VHD, VMDK, VHDX, Flat-VMDK and RAW image file.

Vembu VMBackup User Guide

Quick VM Recovery

Quick VM recovery option allow user to quick access backup images as ready state VMs.
(i.e) Minimal downtime and business continuity secured by making VMs instantly
available. Quick VM recovery gives 2 choices of instant boot software to users:

e Hyper-V (Default chosen software for Windows and available only on Windows servers)
e KVM (Default chosen software for Linux and available only on Linux servers)

Vembu VMBackup User Guide
Hyper-V

Login to Vembu BDR server installed in a Windows environment and go with 'Quick VM
Recovery' among recovery options.

e Proceeding with Quick VM recovery option will let you select version for Instant Boot.

222 Restore Type B Restore Version &3 Restore Options @ Review Selected

Choose the restore version

& Thu 09 Feb 2017 18:17:50 (+P)
*C Thu 09 Feb 2017 17:59:53
Thu 09 Feb 2017 17:51:30
Wed 08 Feb 2017 16:49:51 (+P)

e Once done choosing required timestamp, proceed to select the virtual machine to
boot.
e From the list of VM(s) select the VM to instant boot and proceed to allocate RAM for
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Instant boot.

£ Restore Type B4 Restore Version £» Restore Options @ Review Selected

Choose the restore version Choose the restore data
= ® Thu 09 Feb 2017 18:17:50 (+P) &- B sERVER-102-89
-~ Thu 09 Feb 2017 17:59:53 (3 @ Dummy-VM

’ 1 O New-One 1vm
L O AddedaVM

{2 Thu 09 Feb 2017 17:51:30

O Wed 08 Feb 2017 16:49:51 (+P)

|# Include persistent boot changes in restore

e The software used to instant boot is Hyper-V (For Windows servers) and the default
RAM size chosen is 2 GB which can be modified based on user requirement.

222 Restore Type Restore Version &% Restore Options @& Review Selected

Choose the Software for Quick VM Recovery

Quiick VM Recovery Hyper-V . |

Startup RAM 2 ar v

Configure Netwaork Details

e You can also configure network details by enabling 'Configure Network Details' option.
You will required to provide the IP address, Subnet mask, default gateway and DNS
server details for the VM to be booted.

e Select virtual switch from the list of available virtual switches.

£E Restore Type Restore Version &3 Restore Options @ Review Selected

2 GB - -
Configure Network Details () o
IP Address
Subnet mask
Default gateway
DNS Server
Select the Virtual Switch Select the Virtual Switch v

e Once done configuring restore options, proceed to review configuration.
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£ Restore Type B Restore Version £} Restore Options @ Review Selected

Review Restore Configurations

« Selected restore type : Quick VM Recovery

+ Selected restore version : Thu 09 Feb 2017 18:17:50 (+F)
+ Selected VM Machine(s) : Dummy-VM

~ Booting Software : Hyper-V

« Configured Network Details : Disabled

e Once done reviewing, click Next to proceed with Instant Booting the VM.

A beeps//192.168.102.89:6061/templates/progress/serverside/serve
Backup Schedule -
Chent Mame =

‘Current File -

Restore Completed !

Please se€ restore reports ... 000000
Total Files : .
Transfer Rate - B Transt .

Files Restored :

e VM will get automatically created in Hyper-V VMs list.
Note: Once done with requirement, shutdown and turn off VM before unmounting

backup data. This will resume backup job, so that incrementals will run as per
schedule.

Vembu VMBackup User Guide
KVM

Login to Vembu BDR server installed in a Linux environment and go with 'Quick VM
Recovery' among recovery options.

e Proceeding with Quick VM recovery option will let you select version for Instant Boot.
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22 Restore Type B Restore Version €3 Restore Options @ Review Selected

Choose the restore version

B O Fri 10 Feb 2017 11:22:29

e Once done choosing required timestamp, proceed to select the virtual machine to
boot.

e From the list of VM(s) select the VM to instant boot and proceed to allocate RAM for
Instant boot.

=2 Restore Type B Restore Version £ Restore Data €¥Restore Options @ Review Selected < Restore Progress

Choose the restore data

=7 192.168.102.19
“@ 7 2008 32bit

€ Previous Next <

e The software used to instant boot is KVM (For Linux servers) and the default RAM size
chosen is 2 GB which can be modified based on user requirement.

222 Restore Type B2 Restore Version £ Restore Data €3 Restore Options @ Review Selected < Restore Progress

Choose the Software for Instant VM Recovery

Instant VM Recovery KM .
Startup RAM 2 ce v
4 Previous

Next <

e Once done allocating RAM size, proceed to review configuration.
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#2 Restore Type B Restore Version & Restore Data €3 Restore Options @ Review Selected  Restore Progress

Review Restore Configurations

+ Selected restore type : Instant VM Recovery
+ Restore Version: Thu 24 Nov 2016 13:47:32
+ Selected VM(s) : 2008 32bit

+" Booting Software : KVM

€ Previous Next

e Once done reviewing, click Next to proceed with Instant Booting the VM.

22 Restore Type £ Restore Version 22 Restore Data €3 Restore Options @ Review Selected Z Restore Progress

Restore Progress Details

[ Restore Status:
[ Client Name : bdr-psql-nov24
# Backup Mame : instant_vm

[ Transferred Size : -

& Recovery

e VM will get automatically created in KVM VMs list.
Note: Once done with requirement, shutdown and turn off VM before unmounting
backup data. This will resume backup job, so that incrementals will run as per
schedule.

Vembu VMBackup User Guide

Instant File Recovery

This option lets you instantly attach backup data to disk management as a VHD/VHDX file

and proceed with file level restore.

e The VHD/VHDX file is created by virtual mounting backup data.

e Users can access backup data via disks attached on disk management.

e Once done with requirement, unmount backup data. This will resume backup job, so
that incrementals will run as per schedule.

Select the timestamp version for file level recovery and proceed
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£ Restore Type B} Restore Version £ Restore Options @® Review Selected

Choose the restore version

=0 Thu 09 Feb 2017 18:17:50 (+P)
[ Thu 09 Feb 2017 17:59:53
"""JThu 0% Feb 2017 17:51:30
k ' Wed 08 Feb 2017 16:49:51 (+P)

e Select the backup data to be mounted in disk management for file level restore.

£22 Restore Type B Restore Version &% Restore Options @ Review Selected

Choose the restore version Choose the restore data
& ® Thu 09 Feb 2017 18:17:50 (+P) &- £ SERVER-102-89

H S @ Dummy-VM

£ O New-One 1vm
“ @ O Added aVM

1@ Thu 09 Feb 2017 17:59:53

{7 Thu 09 Feb 2017 17:51:30
©'Wed 08 Feb 2017 16:49:51 (+P)

¥ Include persistent boot changes in restore

e Once done configuring restore options, proceed to review configuration.

222 Restore Type B4 Restore Version €3 Restore Options @& Review Selected

Review Restore Configurations

+ Selected restore type : File Level Recovery
+ Selected restore version : Thu 09 Feb 2017 18:17:50 (+P)

+ Selected VM Machine(s) : Dummy-VM

e Once done reviewing, click Next to proceed with File Level Recovery.
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Restore Progress of HostLevel-VMDiskExclsn - G
A bEE://192.168.102.89:6061 /templates/progress/serverside fserve

Backup Schedule -

Client Mame -

‘Current File -

Restore Completed !

Please see restore reports ... 00:00:00
Total Files : T
Transfer Rate - = prm— -

Files Restored -

Vembu VMBackup User Guide

Full VM Recovery to Hyper-V Server

e Proceeding with ‘Live recovery to Hyper-V server' option will let you ‘Select restore
version', where you have Hyper-V backup with several timestamps.
e Choose your required timestamp version and proceed to select VM.

22 Restore Type B Restore Version &3 Restore Options @ Review Selected

Choose the restore version

= Thu 09 Feb 2017 18:17:50 (+P)
Thu 0% Feb 2017 17:59:53
= Thu 0% Feb 2017 17:51:30
Wed 08 Feb 2017 16:49:51 (+P)

e If you have backed up more than one VM in a backup and need to restore a particular
VM/set of VMs, among all other VMs- Select your desired VM(s) and hit proceed to
provide target Host details.
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£2f Restore Type B Restore Version £ Restore Options @ Review Selected

Choose the restore version Choose the restore data

= ® Thu 09 Feb 2017 18:17:50 (+P) & [ SERVER-102-89

- §
O Thu 09 Feb 2017 17:59:53 & B Dummy-¥M

; ) O New-One 1vm

7 Thu 09 Feb 2017 17:51:30 |
= [ Added aVM

" Wed 08 Feb 2017 16:49:51 (+P)

) Restore this selected version Persistent boot changes

e Provide the target host details for VM recovery- Target Host's UNC path and Host user

credentials.

e User will also be required to choose RAM size for the VM to created(By default, set to 2
GB).

e User will also be allowed to choose the image format to be downloaded as- VHD or
VHDX.

222 Restore Type £ Restore Version €» Restore Options. @ Review Selected

Target Host's UNC Path
[Eg:\\Target_Host_IP\Shared_Path ]

Host User Name
Host User Password
RAM Size

2 GB A

Download the image file as - Select Format --

e Once done configuring restore options, proceed to review configuration.

22 Restore Type B Restore Version €3 Restore Options @ Review Selected

Review Restore Configurations

+ Selected restore type : Live Recovery to Hyper-V server
+ Selected restore version : Thu 0% Feb 2017 18:17:50 (+P)
+ Selected VM Machine(s) : Dummy-VM

+ Target Location : W192.168.102.45\D

+ Restore Format : VHD

& Restore Now

e Once done reviewing, click Next to proceed with Live recovery to Hyper-V server.
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Restore Progress of HostLevel-VMDiskExclsn - G

A bEEpE://192.168.102.89:6061 /templates/progress/serverside/serve

Backup Schedule =  HostLevel-VMDiskExclsn
Client Mame - iocalhost
Current File -

%, [VHD] Download is in progress. O00008
Total Files - 5 60 %
(AN EEEEEEEE
Transfer Rate : 426.0 Mbps Bytes Transferred : 428 MB

Files Restored - 3

To enhance restore performance, close this progress window - '
ind open it only occasionally to check restore progress. c @ Suspend

Vembu VMBackup User Guide
Download VM Files

e Download option allows users to download backup data as an offsite copy of their
preferred file format.

e Proceeding with restore, lets users go with the regular routine of selecting time-stamp
version they want to restore and click proceed.

= Restore Type B Restore Version €} Restore Options @ Review Selected

Choose the restore version

& Thu 09 Feb 2017 18:17:50 (+P)
O Thu 09 Feb 2017 17:59:53
~' Thu 09 Feb 2017 17:51:30
~'Wed 08 Feb 2017 16:49:51 (+P)

e Now select VM(s) to restore and proceed to select restore location.

£52 Restore Type B4 Restore Version &» Restore Options @ Review Selected

Choose the restore version Choose the restore data

B ® Thu 09 Feb 2017 18:17:50 (+P) & |5 SERVER-102-89
-5 O Dummy-vM

2 Thu0? Feb 2017 17:59:53 i
i - (7 M New-One 1vm

i Thu 09 Feb 2017 17:51:30 .
H =@ [ Added aVM
“+ ) Wed 08 Feb 2017 16:49:51 (+P)
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e Restoring location can either be a local drive on backup server or if users have
managed to add a network shared drive, the restore can be directed to the network

shared location.
e Users can download backup data in multiple file formats such as: VHD, VMDK, VHDX,

VMDK-Flat and RAW.

52 Restore Type Restore Version £» Restore Options @ Review Selected

Choose the Restore Location and Format for Restore

Restoreto c =

eg - Windows : E:/restore/

eg - Linux : fhome/restore/

Virtual Disk Format VHD v

) Restore this selected version Persistent boot changes

e Once done configuring restore options, proceed to review configuration.

222 Restore Type Restore Version &% Restore Options @& Review Selected

Review Restore Configurations

« Selected restore type : Download

+ Selected restore version: Thu 09 Feb 2017 18:17:50 (+P)
" Selected VM Machine(s) : New-One 1vm

« Target Location: Ci/f

+ Restore Format : VHD

& Restore Now

e Once done reviewing, click Next to proceed with Download.

Restore Progress of - Google Chrome

A beeps://192.168.102.89:6061 /templates/progress/serverside/serve

- Overall Progress

Restore Completed !
Please see restore reports for details.
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e Taking offsite copies in various format allow users to boot backup data across various
virtual and physical environments such as Oracle Box, KVM, Hyper-V, VMware
vSphere, VMware player etc.,

e Also reconstruction of physical servers is also possible with this offline backup copies.

Vembu VMBackup User Guide

Bare-metal Recovery

Follow below steps to perform Physical Recovery for Image backups using Recovery CD:
e To do bare-metal recovery using Vembu Recovery CD first we need to download and

install WAIK. Click on below link, to download WAIK:
http://www.microsoft.com/enus/download/confirmation.aspx?id=5753

e Once WAIK is installed, download Vembu Recovery CD: Click Here to Download

e You will have Vembu Recovery CD in both 32-bit and 64-bit zip formats, download
accordingly based on requirement. Now unzip the downloaded file and run
RecoverCDBuilder with administrator privileges. You will get a window opened as
shown below.

N VembuBDR Recovery CD Builder - [of =]

SERVICE PROVIDER LICENSE AGREEMENT %

Read and accept the License Agreement

SERVICE PROVIDER LICENSE AGREEMENT ~

Befare you use this software, please read the terms of this agreement (" Agreement") carefully. Indicate your acceptance
of these terms by selecting the "Agree" button at the end of this Agreement and if you do not agree to all of the terms of
this Agreement, select the "Decline” button at the end of this Agreement and do not proceed to use the Software.

NOTWITHSTANDING ANYTHING COMTAINED IM THIS AGREEMENT, UNDER NO CIRCUMSTAMCES SHALL THE
SOFTWARE PROVIDER - M#s. Vembu Technologies Private Limited, a company incorporated in India and having it's
registered office at Office A, Il floor, 209, Velachery Main Road, Velachery, Chennai - 600042, INDIA BE LIABLE TO
YOU OR ANY OF YOUR CUSTOMERS FOR ANY SPECIAL, INDIRECT, PUNITIVE, INCIDENTAL OR
COMSEQUENTIAL DAMAGES {INCLUDING BUT NOT LIMITED TO DAMAGES FOR LOSS OF PROFITS OR
SAVINGS, BUSINESS INTERRUPTION, LOSS OF INFORMATION OR DATA, INCLUDING CUSTOMER DATA)
WHETHER IN CONTRACT, NEGLIGEMCE, TORT OR OTHERWISE ARISING CUT OF YOUR USE OR INABILITY
TO USE THE SOFTWARE OR THE BREACH OF THIS AGREEMEMNT, EVEN IF ADVISED OF THE POSSIBILITY OF
SUCH DAMAGES.

e Read the service provider license agreement carefully and click agree. You will be
proceeded to VembuBDR Recovery CD builder window as shown below.
Note: When you have RAID and additional drivers to be setup in the machine to be
recovered, such drivers can be bundled with Vembu Recovery CD using 'Additional
Driver' option.
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VembuBDR Recovery CD Builder
This wizard will help you to build Recovery CD to restore existing VembuBDR badwp

WAIK location: |C:\Program Files\Windows AIK

Target location: |C:'\

Additional Diriver |

Motes
Install Windows Automated Installation Kit before creating VembuBDR Recovery CD
http: /v w. microso ft. com'downloadsien/details. aspx

Status

Select the installed WAIK location Eg: C:\Program Files ' Windows AIK

[ ] Retain temporarny files{Optional)

e In this window, WAIK location will be auto-filled, target location is the location where
you want to store ISO. Now click Build to start creating ISO file. You can also monitor
the progress of ISO creation.
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VVembuBDR Recovery CD Builder
This wizard will help you to build Recovery CD to restore existing VembuBDR badkup

WAIK location: |C:\Fmgram Files\Windows AIK

Target location: |C:\

Additional Driver |

Motes
Install Windows Automated Installation Kit before creating VembuBDR Recovery CD
hitpe/iw e w.microzoft. com/downloads/ens/details. azpx

Status
Copying Files ..

[] Retain temporary files(Optional)

e Once done, the ISO file will be available in the Target location you have entered.

Haome Share View v @
1L » ThisPC » Local Disk (C) » ISO v & | | searchiso A |
i Favorites ~ Mame - Date modified Type Size
B Desktop @ VembuBDR_Recovery CD_xf4 6/23/2016 5:02 PM Disc Image File 197,804 KB
j Downloads

?_-—ﬂ Recent places

1M This PC
_ﬁ Desktop
_E Documents
j. Downloads
5 F on VEMEU-101
_Lb Music
_EI Pictures
_i Videos
ity Local Disk (C:)
New Volume (D:

a New Volume (E:)
ca VembuVirtualDri
LYy DVD Drive (G:) KE
p¢ E V192,168,102,
—a Local Disk (2]

e Insert a blank CD in CD/DVD drive and burn the created ISO file in CD by right-clicking
over ISO file and choosing the option 'Burn Disk Image'. Windows Disk Image Burner
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will open, choose the CD/DVD drive and click burn to start burning process.

0% Mount
Burn disc image
T-Zip 3
CRC 5HA 3

[o  Edit with Notepad++
B Scan with AVG
Open with...

Disc image file: YermbuBDR_Recovery CD_xBd.iso

Disc burner: {DVD R Drive (D) v

Status
To start burning the disc image, click Burn,

[ ] Verify disc after burning

Burn iCancel

e You can also monitor the progress of burning process.

e Once the burn process completes, CD will be auto ejected. Reinsert CD and reboot
machine to BIOS settings. Change the boot priority and set CD/DVD as primary boot
device and click Save and Exit. VembuBDR recovery console will be opened as shown
below. Click Next to continue.
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Vembu BDR Recovery Console x|

Qi Welcome to Vembu BDR
Recovery Console

° ¥ou can use this recovery console to restore data from
a backup image. You can also use it to correct Boot
Configuration Data (BCD) in this machine or to
troubleshoot boot issues.

%

\f
Vembu BDR
Recovery CD
{© 2014 Vembu Technologies Inc. All Rights Reserved.

= Bach I Mext = I Cancel

e Read the Software License Agreement carefully, click Accept and proceed with Next.

Vembu BDR Recovery Console i x|

Software License Agreement ‘%

Please read the following License Agreement. You must accept the terms of this
agreement before continuing.

VEMBUEBDR. RECOVERY CD CREATIOM SOFTWARE EMD USER. LICEMSE AGREE &
This i a legal agreement between you and Vembu Technologies Private Limited, a

1.5cope of Agreement
The VembuBDR. Recovery CD Creation Software consists of software that can be

2.Grant of License
If you are installing and / or using the YembuBDR. Recovery CD Creation Software

3.Restrictions on Use

You shall not or permit any other to transmit all or any portion of the VembuBDR R

The rights under this Agreement are personal to you and the functionality uﬂhilll
k

|

i+ Aﬁpt " Dedine

= Back I Mext = I Cancel |

e You will have option to select a task from the below list:
o Recover entire disk or partition
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o Set BCD boot configuration

o VMware driver installation
Since we have to do physical recovery, we'll proceed with 'Recover entire disk or
partition' option and click Next.

Vembu BDR Recovery Console B x|

Select a task
select a task and dick Mext to continue

—Select a task

{* Recover entire Disk or a Partition

i~ Set BCD Boot configuration

i~ WMDEK Driver installation

Open Command Prompt Map a network to local drive

< Back I Mext = I Cancel
L.y

e You will be directed to recovery page, where you will be required to provide details for
following options:
o Browse and select the file which you need to recover.
o Browse and select the backup configuration file.
o Select the disk/drive you wish to restore from the following list.
Once done choosing respective requirements, click Next to proceed.
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Vembu BDR Recovery Console A x|

Recovery Page
Browse to the folder where you have restored the files from the server,

1. Browse and select a file which you need to recover. { Eg:I:\BMRRestore\Diskd_full.vhd)
Location: ID: iTest_VYHD\Diskd_Merge,vhd j Browse |

2. Browse and select the backup configuration file. { Eq:I:\EMRRestore\EMRbackup.sbc)

Location: ID: {Test_VHD\Test_VHD.sbc j Browse |

3. Select a Disk from the following list

Disk | Capadity
- Disk 1.50GB
b ): 1.50GE

¢ In next window, you will be required to select target disk/drive to which recovery will
be performed. Once done selecting the target, click Next.
Note: the selected disk/drive will be formatted and only recovered data will be
available. So make sure you don't have any important data on target disk/drive.

Vembu BDR Recovery Console s x|

Recover entire Disk or a Partition
Recover the complete Hard Disk or a single Partition from the image files

Select the target device to recover

— Target Device
Device Name | Type I Total Size | index |
=y System Reserved 100.0 MB 1
E:Y, 39.90 GB 2
D:h Mew Yolume 109.99 GB 4
Mew Volume 10,0 GBE 5

WARMIMG : The selected destination [Disk/Drive] will be formatted during
restore and the existing data present in the diskjdrive will be lost.

< Back I Mext = I Cancel
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e Proceeding will initiate the recovery process and once it's done. You can find your
recovered data in target disk/drive selected.

Vembu VMBackup User Guide
Vembu Virtual Drive
Vembu Virtual Drive is an exclusive feature of VembuBDR server, that allows user to

instant access backup data. With the help of VembuHIVE file system, Vembu Virtual Drive
virtual mount backup data and allow instant access for users.

Vembu Virtual Drive will make following file format types available for any image based
backups mounted in it:

e VHD

e VMDK

e VHDX

e VMDK-Flat

e RAW image files

These files can be used based on user requirements. For example, a VHD file can be
mounted in Hyper-V or a VMDK file can be mounted in a ESXi server or a RAW image file
can be mounted in KVM to create a virtual machine. VHD file can also be mounted in disk
management to access file level backup data.

Manage Vembu Virtual Drive (NFS Share)
e Go to Management — Server Management — Manage Virtual Drive

This page lists all image backups stored in backup server and user can virtual mount any
backup data he wish to instant access.

Vembu Virtual Drive - NFS Share Settings

Enable NF5 service on Vembu Virtual Drive

List of backups available for virtual drive mount/unmount

Backup Name Client Name Plugin Type Virtual Mount Status
WM _Test bdr-103216 vm m
vmware bdr-103216 vim m
SinDriDisEvryBasAdApAWS image-103217 =} m
MisDrivDailyGFS image-103217 = m

e To virtual mount a backup data, user have to click 'Mount' option alongside specific
backup job to be accessed and click Yes in confirmation dialog.
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Confirmation

Areyou sure you want to Mount the backup data in the Virtual drive ?

o

e User can now have access to backup data by viewing VembuVirtualDrive displayed in
My Computer.

e Once done with requirement, user can unmount data by clicking on Unmount option
and confirming with a Yes in confirmation dialog.

Confirmation

Are you sure you want to Unmount the backup data in the Virtual drive ?

o [

Enable NFS Service on Vembu Virtual Drive

e Vembu Virtual Drive can be shared within a network area by enabling NFS service on
Vembu Virtual Drive.
e NFS service for Vembu Virtual Drive is available on both Linux and Windows servers.

Note: For enabling NFS feature in Linux servers, it is necessary to have NFS kernel
server installed in Backup Server machine. You can install NFS Service by using "apt-get
install nfs-kernel-server" command. You need to run VembuBDR with root/
administrator privileges in order to save NFS settings.

Enable NFS Service on Linux Screenshot:
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Vembu Virtual Drive - NFS Share Settings

Enable NFS service on Vembu Virtual Drive (:)

o For enabling NFS feature, it is necessary to have NFS kernel server installed in Backup Server machine. You can install NFS Service by using
"apt-get install nfs-kernel-server" command. You need to run VembuBDR with root/administrator privileges in order to save the NFS setting.

List of backups available for virtual drive mount/unmount

Backup Name Client Name Plugin Type Virtual Mount Status

aishwarya vembu-aish vm

Enable NFS Service on Windows Screenshot:
Vembu Virtual Drive - NFS Share Settings

Enable NFS service on Vembu Virtual Drive ‘:)

You can now attach and access Vembu Virtual Drive in ESX(i) Server as a NFS datastore using the below steps.
1. Provide DMNS Namet P Address of Backup Server in "Server” field
2. Provide "/VembuMNFS" as Share in "Folder” field
3. Then provide a name for that Datastore
e.g192.168.°.10/VembuNFS
Mow ESX(i) hosts get direct access to the backed up image files({flat-VMDK) hence you can recover the backed up virtual machines.

List of backups available for virtual drive mount/unmount

Backup Name Client Name Plugin Type Virtual Mount Status

VM_Test bdr-103216 vm

e NFS share service allows user to add VembuVirtualDrive as a NFS datastore in ESXi
servers.

Note: Before enabling NFS service on Vembu Virtual Drive, please make sure Microsoft or
any other third party NFS services is disabled to ensure uninterrupted service.

Vembu VMBackup User Guide

Offsite Copy Management

Users can have an offsite copy of backup server data which can be used as a safe
precaution in securing user data. These offsite copies will help in handy, in case of backup
server disaster.

e Go to ‘Management — Offsite Copy Management'

e By default, Offsite copy settings is set disabled.
Note: Before enabling Offsite copy, user need to register Vembu BDR server to their
Vembu Portal account.
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Offsite Copy Management

Before enabling Offsite Copy, you need to register this backup server with our Vembu Portal. Click the button below to initiate the register process.

e Once registered, you will get the below window with Offsite copy status disabled:

Offsite Copy Management

Offsite Copy status
Offsite Copy mode Vembu Cloud & My Own Datacenter
OffsiteDR Server [Select Server] :I
Add OffsiteDR Server / Test connectivity to OffsiteDR Server
Window Settings [No Preference] [#Edit
Retention Setings [Disabled] FEdit
Bandwidth Throttling [Disabled] FEdit

Save Replication Settings

e Offsite Copy management offers two option to choose from:
o Vembu Cloud
o My own data center

Vembu VMBackup User Guide
OffsiteDR

e Choosing this option, will let users to replicate backup data to their personal data
center and user can enable schedule window here as well or replicate with no
preference.

e Enabling schedule window let users to choose the start and end time, during when
replication will be performed.
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Offsite Copy Management

Offsite Copy status ()

Offsite Copy mode () Vembu Cloud ° My Own Datacenter
OffsiteDR Server [Select Server] :I

Add OffsiteDR Server / Test connectivity to OffsiteDR Server

Window Settings [No Preference] [#Edit
Retention Setings [Disabled] [#Edit
Bandwidth Throttling [Disabled] [#Edit

Save Replication Settings

e Additionally, user can also define the days to be backed up- All days or only on

weekdays.
Window Settings
Don't run replication Mo Preference o Select Window
between these hours -
Start Time 08 :I 00 AM :l
End Time 06 :I 00 - PM :I
Applicable on all days i

e Once done choosing Offsite copy type, save and proceed to configure retention.
Note: Offsite copy type once saved cannot be changed. So make sure, you choose the
right option.

Retention:

e Users can configure retention for offsite copies of backup data.

e By default, retention will be enabled which can also be disabled if not in need.

e User can also define count for daily restore point and additional full backups to be
retained.
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Retention Setings

@

Keep 3 :l daily merged recovery points @

Retention Status

Applicable only for VMware Hyper-V and Physical Server Backups.

Store a maximum of 2-[D :l full backups.

e Once done choosing retention, hit save.

Vembu VMBackup User Guide

CloudDR

e Setting up an Offsite copy can be done either with schedule window enabled or with
no preference.

e Enabling schedule window let users to choose the start and end time, during when
replication will be performed.

Offsite Copy Management

Offsite Copy status (:)

Offsite Copy mode o Vembu Cloud ”‘ My Own Datacenter

& Vembu CloudDR Server

Window Settings [No Preference] [ Edit
Retention Setings [Disabled] [#Edit
Bandwidth Throttling [Enabled] (¥ Edit

[El Save Replication Settings
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Window Settings

S QINETET e
Start Time 08 :I 00 4  AM :I
End Time 06 :I 00 4 | PM :l
Applicable on

all days i

e Additionally, user can also define the days to be backed up- All days or only on
weekdays.

Retention:

e Users can configure retention for offsite copies of backup data.

e By default, retention will be enabled which can also be disabled if not in need.

e User can also define count for daily restore point and additional full backups to be
retained.

Retention Setings

@

Keep 3 :l daily merged recovery points @

Retention Status

Applicable only for VMware Hyper-V and Physical Server Backups.

Store a maximum of 2-[D :l full backups.

e Once done choosing retention, hit save.

Vembu VMBackup User Guide
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Bandwidth Throttling

Bandwidth throttling option enables user to limit network bandwidth used by backup jobs.
This helps in a balanced network usage in a work environment.

e Go to ‘Settings — Bandwidth Throttling'

Options to Bandwidth Throttle:
e When a user enables bandwidth throttling on server end, he will have two options to
choose from:
o Throttle bandwidth always
o Throttle bandwidth ‘From' - To'
Throttle bandwidth always- This option will keep the applied bandwidth limit always active.
Throttle bandwidth ‘From’ - ‘To'- This option allow user to specify a time frame during when
the applied throttling will be active.
e Users will also be asked to specify the maximum throttle limit on client machines that
ranges in: Kbps, Mbps, Gbps.
e In addition, a checkbox to disable throttling during weekends is provided; Which can
be enabled when required.

Bandwidth Throttling

Enable Bandwidth Throttling D

o Throttle bandwidth always ™ Throttle bandwidth

From: 09 :I 0o :I AM :l
To: 09 :I 0o :I PM :l

(1 Disable Bandwidth Throttling during Weekend

Throttle each backup to maximum of 1 Mbp :I

IIHIHHHHHII lIHEHHH'

e Once done with selecting required configuration, click save.

Vembu VMBackup User Guide

Group Management
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This feature is designed specifically for service providers who can group their customers
under individual groups for easy management. They can also provide web Ul access for
customers to manage their backup jobs.

e Group management option will be listed under 'Management' tab which by default will
be set disabled.

| @ Dashboard X Backup # %M Replication & Recovery |#* Reports £ Management -

£ Storage Management
Active Jobs
& Offsite Copy Management
Job Mame Client Mame
= Server Management 3
SCS1_228_1 vm_linus_ch_2... > v

Sata_228 1 vrm_linus_ch_2.. A VvV X = Settings ’

Note: Note: By default, group management feature will be disabled in both Vembu BDR
and Vembu OffsiteDR. To enable this feature service providers are requested to register
Vembu BDR/OffsiteDR server to Vembu Portal account.

Steps to Enable Group Management:

e Service providers should register Vembu BDR/OffsiteDR server to Vembu Portal
account.

e Once done registering, login to portal.vembu.com and click Server Info tab.

e You will see the list of servers managed under your portal account with the option to
enable group management(SP feature) if disabled.
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& Products

w Buy

*» License

serverCetails

B Update Billing

Mo of Clients

B Invoices

7 bdr_36 250 1 License Checked : Feb 11, 2017 =
370 Registered : Feb 06, 2017 E = NoBackups
3702017020823.0 Installed : Fek 08, 2017 @ VM 36 &9 1
17 bdr_37_6feb_220 License Checked : Feb 13, 2017 .
370 Registered : Feb 06, 2017 ’ = File_36.83_1
3702017020823.0 Installed : Fekx 08, 2017
17 bdr_37_ffeb_ 229 License Checked : Feb L0, 2017
370 Registered : Fek 06, 2017 g
3702017020823.0 Installed : Felx 06, 2017
5 bdr_linux37_222 License Checked : Feb 13, 2017
370 Registered : Fek 06, 2017 o
3702017020823.0 Installed : Felx 06, 2017
aQ bdr-36 License Checked : Feb 09, 2017
3.6.0 Registered : Fek 09, 2017 ?
3B0201680591700.0 Installed : Felb 09, 2017
iy demc_bdr License Checked : Feb L1, 2017
3.7.0 Registered : Feb 09, 2017 1
3702017020823.0 Installed : Felb 09, 2017
1Y bdr_b37_9feh_229 License Checked : Feb L1, 2017
3.7.0 Registered : Feb 10, 2017 2
. /1 23.0 Installed : Fek 10, 2017
Click here to enable SP Feature
a bdr_linux_win_13fek 223 License Checked : Feb 13, 2017 5

3.7.0
3702017020823.0

Registered : Feb 13, 2017
Installed : Fek 135, 2017

Click the wrench icon to enable SP feature.
Once enabled run license check from Vembu BDR/OffsiteDR server to fetch SP feature

status.

88 Server Info

¢ Now logout and login to server web console. You will see 'Group Management' option
listed under 'Management' tab.

@ Dashboard

X Backup

M Replication & Recovery |l Reports £ Management

£ Storage Management
Group List © Add Group t]
& Group Management Listing 1to 4 of 4 groups
X & Offsite Copy Management
B
= Server Management »
Test 229 1 Backup_Lev.. i &
%= Settings »
Tast_back_.. Clignt_Lev.. - = i &
test_backu.. Hyper_¥_Cl... A4 = i &
Test_ W - x = i &

Vembu VMBackup User Guide

Create New Group

e To create a new group click 'Group Management' option under Management Tab.
e You will see a page as shown below, click on Add Group button to proceed with group
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creation.

@ Dashboard £ Backup * VM Replication & Recovery |#” Reports £ Management

Group List © Add Group =
g
bdr_37_6feb_229

No Groups available. Click the link to add Group

Group Creation:
e Enter a unique group name you can identify along with a associative Email ID and
proceed with Next.

& Group Creation & Create User Login & Group Mapping @ Review

Group Creation

Group Name test_backup

Ermall test123@yopmail.com

Create User Login:

e Next page will let you create web access for the group created which can be shared
with customers to be added under that particular group.

e The option let you choose a display name along with login password and allow you to
set the level of access privilege to be provided. User name will be auto generated.

e Once done configuring, proceed with Next.
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& Group Creation 8 Create User Login & Group Mapping @ Review

Create Web Access

Web Access ()

Display Name Client_level

User Name SPOL3FKS

Password

Confirm Password

Access Privilege Full Access '

Group Mapping:
e Group mapping option allow service providers to add clients, backups and VMs to the
group created. They can either add client/backup level or VM level grouping.

e Inclient/backup level grouping, the tree structure will list all clients added under the
particular server listing clients as parent nodes and the backups under each client as
sub nodes under each client. You can add any number of clients and backups under a
particular group to be created.

4 Group Creation & Create User Login @ Review

Choose the entities you wish to Group

® Client / Backup Level B bdr_37_6feb_229 =
&G Cvnb_36_89_1
=2 [JFile_36_89_2
- X [JCheck_backup_2
=L Cvm_37_6feb_135
X [(JHyper_V_135_1
&G Cnbc_37_52
= & [Mysql_52_2
& [CJFile 37 52 2
B0 [1192.168.102.65
A vm_36 89 1
-l Cvib_36_226_1
-0 [bdr_37_éfeb_229
E-C Flum 34 179 7ieh A

2 VM Level

e In VM level grouping, the parent node will be the ESXi host or Hyper-V server added
under the particular BDR server account. any number of VMs from different hosts can
be clubbed under a single group.
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48 Group Creation 8, Create User Login

i Group Mapping @ Review

Choose the entities you wish to Group

) Client / Backup Level & E!bdr_37_6feb_229
2 [£7192.168.102.92
® VM Level P
i A Obackup
A OIDE_1
- 1 [tape_test
& WIN-PRKJ70B4I5H
& CNew_ VM
= [l winzo16
& Test_SP_Don't
e Once done adding entities proceed with Next.
Note:
e Users can also proceed with empty group creation where entities can be added later
using edit option.
e In OffsiteDR, server level grouping is available where multiple servers can be clubbed
under a single group.
Review:
[ ]

Review the group configurations provided and click save if no more modifications
required.

4% Group Creation & Create User Login

= S
Review Configuration

+ Group Name : test_backup
« Email : test123@yopmail.com
+ Display Name : Client_level

+ Mapped Entities : [ bdr_37_sfeb_229

Previous X Save

e Once added the group will be listed as shown below, along with the list of already

created groups.
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@ Dashboard X Backup VM Replication & Recovery |+ Reports < Management

Listing 1 to 4 of 4 groups

Test_229_1 Backup_Lev...

Test_back_... Client_Lev... v = o E 3
test_backu... Hyper_V_Cl... v = i} 3
Test W - x [£4 o X

Vembu VMBackup User Guide

Server Management

Client Management
User Management

Time Zone Settings
Software Update Process

Vembu VMBackup User Guide

Client Management

e This page shows the list of clients that are registered with the backup server along with
their machine details such as: OS, Build number of Vembu VMBackup client installed,
Used size, Plugin used(Based on backups configured) and NAT IP.

e Users can also deactivate/activate clients if required and can also delete the clients if
no longer required.

Client Information Report

erpE— B

feb_4 3702017020623 745GB 127.001

e Users can also download a offsite copy of client management report using 'Download
Report' option.

Vembu VMBackup User Guide

User Management
This feature allow users to create and manage multiple user profiles for different roles to

access web-console.
e Goto'Management — User Management'
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List of Users:

e This page lists all users created with the following attributes detailed:
User name, Role, Accessed By, Access Privilege, Change Password and Delete User

List of Users

e S e e ey e
admin Admin Server Full Access =
.
User Creation:

e C(lick ‘Create User'.

Username
Access Privilege Admin
Password

Confirm Password

&4+ Create User

e A pop-up box will be displayed with following options:
o User name- Provide user name to be created.
o Access privilege- By default, this is selected as Admin.
o Password- Password for user login
o Confirm Password- Confirm password provided

e Once done providing details, click Create User.

Note: Users can also delete a created user, but will be required to provide the
appropriate user password assigned.

Vembu VMBackup User Guide

Time Zone Settings

This option lets user choose the time zone at which client backup reports are to be
maintained.
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Note: By default, when a user logins for the first time after a fresh client installation, the
time zone settings will be
asked which can then be changed via this option if required.

e Go to‘Management — Settings — Time Zone Settings'

Choose time Zone:

e Choose your appropriate time zone, in the ‘Select time zone' drop down box and
change it.

Time Zone Settings

Time Zone Set To: Wed 08 Feb 2017 12:22:56

[Select Time Zaone ] :I
Loading...

Note : The time zone selected will be used to display the appropriate date and
time in the reports and in the otherVembu BDRweb console pages.

Vembu VMBackup User Guide

Software Update Process

Software Update Configuration in Vembu ImageBackup:

This option let users configure auto update settings of client machine, which is enabled by
default and downloads update from backup servers.
Note: By default, Vembu ImageBackup checks backup server every hour for update.

e Go to ‘Settings — “Software Update Configuration'
Configuration:

e Configuring Automatic software update in client machines will have following options
to provide:

o Select server to download updates from: Choose a backup server from the list of
servers added.

o Location to store downloaded update: Choose a folder location to which client
updates will be downloaded. By default, the following location will be chosen:
<OS partition>/Program Files/Vembu/VembulmageBackup/
downloadedUpdates/
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&+ Configure Automatic Software Updates

Automatic updates status Enabled I

Client Name win-666k06lh571client
Select the server to download updates from 192.168.102.27 v

Specify the location to store downloaded update(s) C:/Program Files/Nembu/VembuVMBackupCli =

e Once done providing details, click save.
Note: Users can also disable auto update and can manually update clients if required.

Software Update in Vembu BDR:

Software updates in general are defined to Integrate newly added features and enhance
existing features to an installed application. This process of upgrading applications can be
done either manually or can be automated.

Server Update:

e Upgradation of Vembu BDR backup server is a manual process as of now, where users
will be notified periodically via Emails to registered Email ID about the updates
available. Which can then be downloaded from Vembu downloads page.

o Downloaded server update can be installed on top of existing installation.

e Make sure there is no ongoing/active process (backup, restore or delete) before
proceeding with installation process. If so wait for the process to complete.

e Once upgrade completes successfully, Vembu BDR backup service is restarted and the
backup schedules are resumed as per schedule.

e Users can click on help icon and verify the build version to confirm successful updation
of backup server.

Client Update:

e Upgrading client machines can be done in two way:
o Manual upgrade.
o Auto upgrade.

Manual upgrade:

e Manual upgrade process is similar to that of server update, where users can download
client builds from downloads option in Vembu BDR backup server.

e Once the builds are downloaded, it can be installed on top of existing installation.

e Users can click on help icon and verify the build version to confirm successful updation
of client machine.
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Auto upgrade:

e Inorder to proceed with auto upgrade, users are requested to download the latest
client build along with its xml file for Windows/Debian/RedHat and proceed with the
steps mentioned in below link:

Vembu BDR suite- Automatic Software update guide

Vembu VMBackup User Guide

Portal Registration

User should create a Vembu portal account, in order to get backup server registered with
Vembu portal, where a user can manage all his/her Vembu products and services.

Creating a Vembu Portal Account:

Vembu portal is an all-in-one hub spot for managing your registered Vembu products and
services where you can get started. To register in Vembu portal, follow the steps given
below:

e Go to portal.vembu.com and click on Signup.
e You will be required to provide the following details in order to create your account:

Company Name

First Name and Last Name
Email ID

Contact Number

Country and State

O O O O O

Vembu
@) Portal
Centralized Administration of Vembu Products & Services
Account Management | Licensing | Billing | Invoice
An all-in-one portal to register & manage Viembu Products & Services
Select Country :I Select State :I

Already have a account ? Sign in

e Once done providing the requested details click Sign up to register.
e Averification Email will be sent to the registered Email ID. Kindly check your
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Inbox(Spam folder, if not found in Inbox) for verification email and click on 'Verify my
email address'. If the button doesn't work copy-paste the link given below the 'Verify'
button in your browser.

Welcome To Vembu Portal

Vembu Portal is an all-in-one portal where you can register for Vembu products & services.

Hi,
Welcome to Vembu Technologies and thanks for registering to Vembu Partal account, With one Vernbu Portal account, you can access all of

our products & services from a "single dlick” within the portal. Onceyou complete the verification of the portal using the steps mentioned
below, you can login to the portal in order to access the product of your choice.

In order to complete your email verificabion process, please click the "Verify my email address" button below.
Verify my email address

Your Vembu Portal user rame i5 ; i
Why email verification?

» Protects your identity

e You will be directed to a page with the registered email ID and you will be requested to
create a password for your account. Once done providing password, click Activate.

Vembu
[©) Portal

Activate your Vembu Account

Thanks for verifying your email address. Please choose a
password to activate your Vembu account.

Email

N
Mew Password

Enter Password
Confirm Password

Re-enter Password

e Vembu portal account is now created successfully and you will be redirected to Vembu
Portal login page. Login to Vembu portal account with the registered email id and
password.
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Server Registration:

Once Vembu portal account is created:

e Login to Vembu BDR web console.

e Go to‘Management — Server Management — Server Registration'

Steps to Register

e Click Register.

Server Registration

In this page, you will see the option to register this Vembu BDR server to Vembu Portal. This way you can manage all of your products & services from a central Vembu Portal account.

e Provide Vembu account credentials in the pop-up shown and register the trial.

REGISTER YOUR TRIALVERSION

Register with your Vembu Account
Vembu BDR ID feb 4

Email Address

Password

Don't have Vembu Portal account ? Sign up

e Once registered, a user can check server registration by running a license check to
success.

Vembu VMBackup User Guide

Licensing
VMware Image Backup

e Vembu charges for VMware backup based on no. of CPU Sockets
e If aVMware Server is deployed on a machine which has two CPU-Sockets, you need to
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buy two “VMware Image Backup” licenses and backup unlimited VMs
e Thelicenses have to be renewed every year
e License cost includes unlimited product upgrade and 24/7 email & telephone support

Hyper-V Image Backup

e Vembu charges for Hyper-V backup based on no. of CPU Sockets

e If a Hyper-V Server is deployed on a machine which has two CPU-Sockets, you need to
buy two “Hyper-V Image Backup” licenses and backup unlimited VMs

e Thelicenses have to be renewed every year

e License cost includes unlimited product upgrade and 24/7 email & telephone support

Vembu VMBackup User Guide

Reports

Backup Job Report

Backup Status Report
Image Verification Report
Email Alert Configuration

Vembu VMBackup User Guide
Backup Job Report

e Go to Recovery.

e This page lists all the backup jobs configured to server where you can see a report
option alongside every backup job.

e C(lick on Reports.

e Inthis page, users can view historical reports of the specific backup chosen where
following reports will be listed:
o Backup report
Restore report
Merge report
Deleted backup report

@)
©)
@)
o Offsite Copy report
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@ Dashboard X Backup VM Replication & Recovery |+ Reports £ Management

D Recovery /| =Client Name & 192.168.102.135 ' | Backup Name 9 Addfullbackup-clean

Backup Report Restore Report Merge Report Deleted Backup Report Full Backups

Tue21Feb2017 17:45:35  Thu23Feb201720:18:42  2.28GB Success
Tue 21 Feb 2017 17:37:51 Tue 21 Feb 2017 17:39:15 221GB 1 0 Success “
Tue21Feb2017 17:23:56  Tue21Feb2017 17:25:19  2.2GB 1 0 Success n

e Users can also filter the reports to view status of full backups alone(excluding
incrementals).

Vembu VMBackup User Guide
Backup Status Report

e Go to ‘Reports — Backup Status Report'
e A page where user can view, filter and download overall backup status report will be
displayed. Backup status includes: Failure, Suspended, Missed, Partial & Success.

= Schedule Email Report Y & = <
Report filtered by Backup Status [Failure, Suspended, Missed, Partial & Success] Duration [Last 1 day] 1-250f49 [ ¢ | > ]
I T e s oo
) feb 4 test Incremental 6th Feb 2017 01:57:37 Success
Backup Start Time: 6th Feb 2017 00:57:04 Backup End Time: 6th Feb 2017 00:57:26

Plugin Type: VMware Plugin

Backup completed successfully.

) feb_ 4 testl Incremental 6th Feb 2017 01:55:01 Success
] feb 4 test Incremental 6th Feb 2017 00:57:14 Success

Filter report:

e Filter option let users add custom filters where they can apply filter of their choice for
ease of view.

e Backup filter includes following statuses to choose from: Missed, suspended, failed,
successfully completed, partially completed and all.

e Filters can also be applied based on duration where users can provide their custom
data range, apart from ranging between last 1-30 days.
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Filter Settings

Filter Name Email Filter v

Add NewFilter | DeleteFilter

Filter by duration ~ [] All

[] Missed [ Suspended [ Failed

[] Successfully Completed [] Partially Completed

Filter by duration Last 1day v

Schedule Email report:
e Users can also send custom filtered reports by providing a sender Email address.
e And can choose a custom filter saved or add a new filter based on requirement.
e And choose schedules when to send:

o Daily by specifying a time period.

o Or choose weekly and specify a weekday and time period.

@& View Report & Schedule Email Report T *

Email Report

Email Recepient Email

Email Filter - Select an filter — ~
Scheduling & Daily 01w 00 v AM W

©) Weekly On SelectDay v | 20 | p1wv 0o v AM v

Note: Users can also download reports as csv files.
Vembu VMBackup User Guide

Image Verification Report

e Go to 'Reports — Image Verification Report'

e This page lists every image backups configured to Vembu BDR server along with the
backup details such as: backup name, plugin, client name, host name, machine name,
disk name and scheduled time(Most recent backup time).

e Italso confirms if the backup data is mountable and provides boot image of most
recent backup(This ensures that the backup is in readily-bootable state).
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Image Verification Report
Report filtered by [Client: All, Backup: All, Integrity Status: Success & Failure] Reset Listing 1to 2 of 2 reports
o i
feb 4 testl 192.168.102.18 XP_é4bit XP_64bit... Sun 05 Feb 2017
vm feb 4 test 192.168.102.18 XP_64bit XP_64bit... Sun05Feb 2017 v NA

e Anexample of boot image is given below:

Image Verification Report

% Windows7 Enterprise

Cancel

Vembu VMBackup User Guide

Email Alert Configuration

This option let users set SMTP server and configure email address to which backup reports
can be mailed periodically. Options to configure sending various reports to different email
addresses is also available.

e Go to'Management — Settings — Email Settings — Email Configuration’
By default, Email Configuration will be disabled. Enable it.
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Email Configuration

SMTP Server Settings

Qutgoing (SMTP) Server Morev

Sender EMail ID

Email Reports

Email Notification Recipient(s) (O Use the same Email IDs for all the reports (O Use different Email 1Ds for each report

CBe

Configure SMTP server:

e Provide SMTP server details and if required provide outgoing server port number.
e Also do provide authentication credentials, if SMTP server requires one.
e You also do have options to choose authentication type and SMTP secure protocol.

Email Configuration ()

SMTP Server Settings

Outzoing (SMTP) Server Hidea

0
3
o
W
il
<
o

Outzoing (SMTP) Server Port Number 25

This SMTP Server Requires Authentication )]

Username Username

Password Password

Authentication Type AUTO v

SMTP Secure Protocol NONE v

Sender EMail ID Sender Email ID Test Mail Server

e Once done providing SMTP server details, user can test by sending a test mail and
verify it is working successfully.

Email reports:
e Users can configure:
o Asingle Email ID to receive all success/failure reports from server.

o Or enable different Email IDs for each success/failure report generated (Server
backup/restore/delete reports).
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Email Reports

Email Notification Recipient(s) () Use the same Email IDs for all the reports  ® Use different Email IDs for each report

[ Server Backup SuccessReport FailureReport
[] Server Restore SuccessReport FailureReport
[ Server Delete SuccessReport FailureReport

e Click save to save email settings provided.
Email Settings - Email Filters:

e Goto''Management — Settings — Email settings — Email Filters'
e Users have following filter conditions available, which can be enabled and disabled
based on requirement.

« Filter conditions:
o When Backup/Restore/Delete/Replication completes successfully.
When Backup/Restore/Delete/Replication fails.
When there are no new or modified files for replication.
When a Backup is manually suspended.
When Backup/Restore is partially completed.
When a Backup schedule is missed.

0O O O O O

e Once done choosing filters, save it.

T Server Email Filters

Send Email reports for the following conditions
] When Backup/Restore/Delete completes successfully
[+ When Backup/Restore/Delete fails
[+ When a Backup is manually suspended
] When Backup/Restore is partially completed
) When a Backup schedule is missed.

[] Exclude the following Clients / Backup Schedules( do not Email any reports for these )

Save Server Side Filter Settings

Note: By default, all filters are enabled.

Exclude Client/Backup from Reports:
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Users also have an option to exclude specific set of Clients / Backup Schedules from
receiving Email reports. This can be done by enabling following condition:
e Exclude the following Clients / Backup Schedules (do not Email any reports for these)

e Once enabled, the list of clients along with the list of backups will be listed. User can
either select:
o All clients to exclusion list.
o Or choose specific backup from a client and add it to exclusion list.

e Aclient/backup can be excluded by selecting ‘Disable Email reports for above
selection'.

[ Exclude the following Clients / Backup Schedules( do not Email any reports for these )

Client List Backup List

All Clients All Backups
feb 4 test
testl
replica
replica_feb_4

final_vm

Disable email reports for abowve selection

N S N

febh_4 replica

Save Server Side Filter Settings

Note: Excluded backups can also be reverted.

Vembu VMBackup User Guide

Distributed Deployment

Installing Backup Agent/Proxy
Login to Backup Agent/Proxy GUI

Test Connectivity to Backup Server
Managing VMware Backup and Recovery
Managing Hyper-V Backup and Recovery
Backup Agent/Proxy Settings

Reports

Vembu VMBackup User Guide
Installing Backup Agent/Proxy

e Go to Downloads and choose the tab 'Vembu VMBackup'.
e Download the Windows Client installer.
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e Run the downloaded installer and click next on the Welcome window.

Welcome to the Vembu VMBackup
- Client Only Setup Wizard

Thiz will install Vembu VMBadwp in Client mode on your
computer.,

Itis recommended that you dose all other applications before
continuing.

Click Mext to continue, or Cancel to exit Setup.,

e Read and agree to Vembu Software license agreement and click Next.

Vembu Software License Agreement
Please read the following impartant information before continuing.

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

VEMEL) END USER. LICENSE AGREEMENT

CAREFULLY READ THE FOLLOWING EMD USER LICENSE AGREEMEMT (ELLAT)! IT
COMTAINS VERY IMPORTANT INFORMATION ABOUT YOUR {(END-USER) RIGHTS,
RESTRICTIONS AMD OBLIGATIONS, AS WELL AS LIMITATIONS AMD EXCLUSICONS
THAT MAY APPLY TO YOU REGARDING YOUR. RIGHTS TO DOWMNLOAD, INSTALL,
USE OR COPY VEMBU SOFTWARE (AS DEFINED BELOW). BY DOWNLOADING, -

(®) I accept the agreement
()1 do not accept the agreement

| <Back || mext> || cancel |

e The installation wizard will ask to enter Vembu VMBackup ID. By default it will be your
system name but it is recommended that you give your email ID, since it is globally
unique. Click next.
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Setup - Vembu VMBackup - Client Only |=|=x]

Vembu VMBackup ID
Flease enter Vembu YMBackup ID

Vembu VMBackup ID

Vembu VMBackup ID is the unigue name with which your Vembu YMBadkwup
installation is identified. By default, it takes your machine name as the Vembu
VMBackup ID.

Enter Vembu YMBackup ID value: | in-656k06Ih57 1lient | ()

(We recommend giving your email ID as the Vembu YMBadwp ID since your email
ID is globally unigque.)

| « Back || Next = || Cancel |

e Choose the installation option you want to proceed with.

e Opting for Typical will automatically choose an optimized configuration for your install.
Proceed with Custom if you want to change the default values. Click on next when
done.

Note: It is recommended to choose custom installation.

Setup - Vembu VMBackup - ClientOnly [ =12 x|
Vembu VMBackup Installation Option
Select the desired Vembu YMBadwp Installation option

) Typical
g: With this option Vembu YMBadkup will automatically choose
O optimized configuration for your install. This option is
= B~ recommended for most users.

(® Custom

%- Recommended for advanced users.

%E- With this option you can choose various configuration options.
=[]

| < Back || MNext > || Cancel |

e Proceeding with custom installation, will lead to choose installation type. This will
allow you to install Vembu VMBackup:
o As aWindows application
o AsaWindows service
e By default, install as a Windows service will be selected.
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Setup - Vembu VMBackup - Client Only \;‘i-

Vembu VMBackup Installation Type a

Vembu VM Backup Installation Type
By default, Vembu VMBackup will be installed as a Windows Service.
() Install as a Windows application

Install Vembu YMBackup as an application if you want Vembu YMBackup to run only if
the user logs into the Windows System, Vembu YMBackup will run with the privileges
of the user and will have access to user's personal data such as Desktop, My
Document folders, Cutlook Data etc,

(®) Install as a Windows service [Recommended for Windows Servers]

Install Vembu YMBackup as a service if you want Yembu WYMBadkup to run even if no
user is logged on to the Windows System. If Vembu YMBadkup is installed as a
Windows Service, then Vembu YMBadwp will start as soon as the system boots up.
You can provide the Windows Service's logon user account in the next page. Vembu
VMBackup will only have access to the particular logon user account's personal data
such as Desktop, My Document folders, Outlook Data etc.

| < Back ” MNext = || Cancel |

e Proceeding Next will let user configure log on account for Windows service. You can
either:

e Log-on in Local system account or

e Log-on as a specific user (usually a user with administrator privileges).

Setup - Vembu VMBackup - ClientOnly | = [ & | ox |
Vembu YMBackup Service Configuration a

Vembu VMBackup Service Configuration

Choose the log on user account for installing Vembu VMBackup service:

Flease provide a valid Windows
username and password. If you are
= using a Domain Controller, you

0

' User Account should install Vembu YMBackup
service in Local System Account now.

User Mame: You can later configure the Logon

account for the Vembu YMBackup
Password:

() Local System Account

service from the Control Panel -=

Administrative Tools -> Services,

Confirm Passward:

< Back ” Mext = || Cancel |

e Proceed to choose installation location. Which is by default, set as '<OS installed drive>
\Program files'.
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Setup - Vembu VMBackup - Client Only | =[5 Lx
Choose Installation Location
Select folder where Setup will install files. 5

Setup will install Vembu WYMBackup - Client Only under VembuvembuvMBackup
l subfolder in the following folder

To install in a different folder, dick Browse and select another folder.

C:\Program Files| | | Browse. ..

At least 36,1 MB of free disk space is required.

| < Back ” Mext = || Cancel |

e Proceed to provide the login credentials for Webconsole access which by default set as
user name: 'admin' and password: 'admin'. User can also modify webserver port, but it
is recommended to leave it with the default choice unless the port is assigned for some

other process already.

Setup - Vembu VMBackup - Client Only | = | = (IS

Vembu YMBackup Configuration B

Configure Vembu VMBackup WebServer Port:

WebServer Part: [Ideally, leave this as it is[?

Advanced Port Configurations (Induding HTTPS)
WebConsole Username & Password:

You will need a username and password to access Vembu VMBackup WebConsole,
Flease enter these below, or retain the default settings.

User Name: |m | [ Default: admin ]

Password: |===== | [ Default: admin ]

Confirm Password: |===== |

| < Back || Mext = || Cancel |

e Proceed to choose Program folder and then choose shortcut icons if required. Once
done choosing all, verify the details provided in final window shown and proceed with

installation.
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Setup - Vembu VMBackup - Client Only |- [o [T

Start Copying Files
Review settings before copying files,

Click Install to continue with the installation, or dick Back if you want to review or
change any settings.

Destination Folder:
C:\Program Files\Wembu\VembuyMBadkupClient

Program Falder:
VembuVMBackupClient
Additional tasks:
Additional icons:
Create a desktop icon
Create a Quick Launch icon

VembuvMBackupClient will run as a Windows Service,
VembuvMBackupClient will run as Client. hd
< >

< Back || Install || Cancel

Vembu VMBackup User Guide
Login to Backup Agent/Proxy GUI

e User can login to Vembu VMBackup web Ul via following options:

o By typing default URL: http://localhost:6060 (or)http://
<lp_Address_of_Machine>:6060 in browser (If it's a client on server installation,
the URL is: http://localhost:7070)

o Via shortcut created on desktop.

o ViaVembu VMBackup client web console option in tray icon.

e Users who login after a fresh installation will be required to choose the time zone in
which they want their backup/replication reports to be generated.

Vembu

[E vMBackup

Select the Time Zone settings for this machine

Select Time Zone : ‘ [ Select Time Zone | M

e Once done choosing timezone, users will be requested to provide backup server
details, to which backup tasks from client machine will be carried out.
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Backup Server Details

Enter the hostname or the IP address of the backup server to which this client machine should backup to.

IP or Hostname |

e Once done, you will be redirected to job listing page. Since it is a fresh installation with
nil backup/replication jobs configured, the page will look as like in picture below:

& Dashboard X Backup~ VM Replication |+ Reports == Settings

VMware vSphere Microsoft Hyper-V

Protect your VMware VMs by adding yvour VMware vCenter Server or VMware ESX(i) Protect your Hyper-V VMs by selecting the WMs which you want to backup.
Host and then choose the WMs yvou want to backup / replicate.

E-)Add VVMware Server Configure Hyper-V Backup

Troubleshooting:

e |If there seems to be any issue existing in accessing web GUI, check if the server/client
service is running in Services.

e In case of Vembu BDR server and Vembu OffsiteDR, additionally check if the
VembuBDR/ VembuOffsiteDR WebServer service is running.

Vembu VMBackup User Guide

Test Connectivity to Backup server

e This feature allows client machine to verify connectivity with backup servers along with
other requirements for a successful backup.
e Go to ‘Settings — Test Connectivity to Backup Server'

Procedure:
e You will have two options to choose servers:
o You can either select a backup server in drop-down box from the list of servers
pre-configured.
o Or provide a hostname or IP address of backup server.
e Once done selecting server detail, hit ‘Test connection'. The result will have following
details checked:
o DNS Lookup- Checks if client details are already present in backup server.
o Connectivity- Checks connectivity status of client with backup server.
o Compatibility- Checks the version compatibility of both machines(client and
server).
Note: Backup server version should be equivalent or higher than that of client
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for successful backup.
o Backup server- Checks the status of IP address/Hostname provided. (i.e) If it's a
backup server, DR server or another client machine.
o Transfer Rate- Checks and displays the average transfer rate between server and
client machine.

Example for Successful connection:

0O =L Test connectivity to Backup Server

Backup Server hostname(or}IP Address 192.168.103.7 Test Connection

Let me select hostname or IP

Module Result Message
" DNS Lockup Hostname/IP'192.168.103.7" was successfully resolved.
+ Connectivity Connected successfully to the server "192.168.103.7" on port '32004.
" Compatibility The Vembu VMBackup edition and version running on the client "virmac_12_35" is compatible with that of the server

'192.168.103.7.
« Backup Server The server '192.168.103.7" is a backup server.

« Transfer Rate 804.66 Mbps @
858.27 Mbps @

Example for Failed connection:

0 = Test connectivity to Backup Server

Backup Server hostname({or)IP Address 192.168.103.7 Test Connection

Let me select hostname or IP

Module Result Message
% DNS Lookup The Client is not available in server.
x Connectivity The server is not listening on the port "32004" Make sure the Vembu BDR is running on the server and that you have
specified the right port number. Also. make sure that vour NAT/firewall at your server is configured to allow incoming TCP
traffic on port.

% Transfer Rate

Vembu VMBackup User Guide

Managing VMware Backup and Recovery

e VMware Backup
e VMware Replication
e Disaster Recovery

Vembu VMBackup User Guide

VMware Backup

e Setup Backup Job

e Manage Backup Job

236 /332 . . .
\/ TRUSTED BY OVER 60,000 BUSINESSES Copyright 2017 Vembu Technologies. All Rights Reserved



Vembu VMBackup User Guide

Vembu VMBackup User Guide

Setup Backup Job

Adding VMware server:

e Login to Vembu VMBackup web Ul. Default URL will be http://localhost:6060 (If it's a
client on server installation, the URL is: http://localhost:7070)
e Go to Backup — VMware vSphere

& Dashboard X Backup~ P VM Replication~ l#* Reports == Settings
2 VMware vSphere
VMware v ) Microsoft Hyper-V
== Microsoft Hyper-V
Protect your VMy fware vCenter Server or VMware ESX(i) Protect your Hyper-V VMs by selecting the WMs which you want to backup.
Hostandthenchy = List Jobs ickup / replicate.

4+ Add VMware Server Configure Hyper-V Backup

e [Ifit's a fresh installation, click on ‘Add VMware Server' option and add VMware ESXi/
vCenter servers by providing host-name and login credentials

& Dashboard X Backup~ 7 VM Replication ~ |#” Reports %= Settings

3 Select Server Type B VMware vSphere Credentials £ Servers List

Select Server Type

® AddVMware vSphere
-[ Adds vCenter Server ar standalone vSphere Hypervisor |

Next 3
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& Dashboard 1 Backup~ #* VM Replication ~ |#* Reports == Settings

L2 Select Server Type B2 VMware vSphere Credentials £ Servers List

Enter Your VMware vSphere Credentials

Hostname / IP Address ‘ ‘ |

Username
Password

Port No 443 {Optional)

& Dashboard X Backup- > WM Replication - |#* Reports I= Settings

[H Salact Server Typa B WMware vSphare Cradantials arvars List

Server IP/Hest Name Username Backup Mow Replicate Mow

192.168.102,19 Whiware vSphare

Create VMware vSphere Backup:

e Once done adding, go to Backup — VMware vSphere. The list of ESXi/vCenter servers
added will be shown.

& Dashboard ™ Backup ™ VM Replication & Recovery |#* Reports 4 Managemant

Manage ViMware vSphere Server

ESXif vCenter Hostname/ IP

192.165.102,10 roct =g &£ W
192.165.102.15 root [iag £
192.165.102.19 roct =g £

e From the list of VMware servers added, Click Backup Now option in the ESXi/vCenter
server to backup VM's from specific servers.

Choose Virtual Machine(s):

e Choose list of VMs you wish to get backed up and proceed.
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L Choose Virtual Machine(s) B Configure Scheduling € Configure Retention @ Review Configurations i Progress Details

Choose the machine(s) you wish to configure

0192.‘168‘102'19 = VM(s)/Disk(s) Exclusion
= Bgha-datacenter
&[] £ localhost.localdomain

1A Win732bit_Out2010(192.168.103.120)
“{JfUbuntu_12.04_64bit(192.168.103.119)
{12008 _r2_SQLServer(192.168.103.114)_msi

{(2012-sharepoint-2013(192.168.103.240)_msi
1 Ubuntu_12.04_32bit_Rahmaan(192.168.103.116)
1) Centosé.3 64-bit(192.168.103.122)
“{JEBWin_2012_R2_Server-124_dontoff
"1 win8-32bit-247

Next 2

VM(s)/Disk(s) Exclusion

e On selecting Host level backup, you might wish to exclude some specific set of VMs
from getting backed up. Such VMs can be excluded using VM(s)/Disk(s) exclusion
option.

VM Exclusion
o C(lick 'VM(s)/Disk(s) Exclusion' option, you will get a popup as shown below.

WM(s)/Diskis) Exclusion

SHaT AN Exclude Disk(s)

VM Mame Actions

Add VMs toexclude

Close Save

e Choose 'Exclude VM(s)' tab.

e To exclude a virtual machine from a configured host level backup, click 'select VM' and
choose the VMs to be excluded and click 'Exclude’.

e Once added, save the exclusion settings.
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Wi {sh/Disk{s) Exclusion

ST RS Exclude Diskls)

VM Marme
& Ubuntu_12.04_64b6it(192.165.103.119) i |
) ubunt-b i §

e You can also add/delete a VM to/from exclusion list, whenever required by editing the
backup job.

Note: Changes made in VM exclusion settings will be taken into effect immediately
with next incremental schedule.

Disk Exclusion
e C(lick 'VM(s)/Disk(s) Exclusion' option, you will get a popup as shown below.

WM(s)/Diskis) Exclusion

[T AN Exclude Disk(s) + Select VMIs)

VM Mame Actions
Add VMs toexclude

Save

e Choose 'Exclude Disk(s) tab.
e Disk exclusion can be either enabled at host level or can be configured at VM level.

Host level Disk Exclusion- This exclusion type is possible when you opt to configure

host level backup job. Under 'Exclude Disk(s)' tab, you will find the configured host(s)
listed.
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(s} Exclusion

+ Select WM(s)

SOIGERY AN Exclude Disk(s)

Marne Type of disk exc Actions
E lecalhostlocaldomain no disk selected &
0 2008 _r2_ 501 Server(192,168.103.114)_msi IDE[D:1,1:0] &£ %

Close

e You can choose 'Edit Disk Exclusion' option, to assign global disk exclusion rule for
VMs under a chosen host. Edit Disk exclusion tab will have following exclusion rules:
o No disks Excluded
o Include only System Disks for Backup. Exclude Others (typically 0:0)

o Select type of Disk to exclude
Note: By default No disks excluded option will be selected.

Edit Disk Exclusion

® No Disks Excluded
) Include only System Disks for Backup. Exclude Others(typically Disk 0:0)

i) Select type of Disk to exclude

NOTE: Removal of already configured exclusion rules will effect only from next additional full backup. It

will not effect on current full backup.

e Opting for the third option of selecting disk type will list all available disk types for VMs

in VMware.
e User can choose the disk(s) to be excluded in each disk type.
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Edit Disk Exclusicn

() Mo Disks Excluded
() Include only System Disks for Backup, Exclude Citherstbypical ly Disk 0:0)
® Selecttype of Disk to exclude

SCH SATA

[] IDEO:D
IDE 0:1
IDE 1:0
[]IDE1:1

NOTE: Remava! of already configured exclusion rules will effect only from next adaitional fill hackug,

ft vl ot effect on current full backug.
Canfirm

e Once done assigning disk exclusion rule, click 'Confirm'and save the exclusion
settings.

VM level Disk Exclusion- This exclusion type can be configured in both host level
and VM level backup job. Under 'Exclude Disk(s)' tab, you will find the list of configured
VM(s).

If it's a host level backup job, you can assign both host level exclusion rule as well as
assign exclusion rule for individual VMs by adding VMs to be configured using Select
VM(s) option.

W ({s)/Disk{s} Exclusion

SRS Exclude Disk(s) + Salact VM(s)

Marme Twpe of disk excluded Actions

1 Ubuntu_12.04_64bit(192.168.103.119) IDE[(:1,1:1] &

e Choose 'Edit Disk Exclusion' option alongside a VM to configure disk exclusion rule
for the selected VM. Edit Disk exclusion tab will have following exclusion rules:
o No disks Excluded
o Include only System Disks for Backup. Exclude Others (typically 0:0)
o Select type of Disk to exclude
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Note: By default No disks excluded option will be selected.

Edit Disk Exclusion

i® Mo Disks Excluded
) Include only System Disks for Backup. Exclude Others(typically Disk 0:0)
() Select type of Disk to exclude

WNOTE: Removal of already configured exclusion rufes will effect only from next additional full backup. It

will not effect on current full backup.

e Opting for the third option of selecting disk type will list all available disk types for VMs
in VMware.

e User can choose the disk(s) to be excluded in each disk type.

e Once done assigning disk exclusion rule, click 'Confirm'and save the exclusion
settings.

Edit Disk Exclusion

) Mo Disks Excluded
1 Include anly System Dsks for Backup. Exclude Ctherstbypical ly Disk 0:0)
@ Selecttype of Disk to exclude

SCE SATA

[ ] IDEO:D
IDE O:1
IDE 1:0
[]IDE1:1

NOTE: Kemmoval of already configured exclusion res will effect only from nexst acditional fudl backu.

it willd not effect on curvest il backuo.

e You can also add/delete a disk to/from exclusion list, whenever required by editing the
backup job.
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Note: Changes made in disk exclusion settings will be applied only when a additional
full backup is scheduled.

Configure Scheduling:

e Users can configure their backup schedules flexibly based on their requirement. They
can choose from Hourly/Daily/Weekly options for backup schedules.

LA Choose Virtual Machine(s) B Configure Scheduling €3 Configure Retention @ Review Configurations 22 Progress Details

Select how frequently you want to run backup
® Hourly 1Hour v Backup Server

on the following days. 192168.10878 ~ O d Backup Server

¥ Sun ¥ Mon # Tue W Wed I Thu | Fri ¥ Sat
Run Daily

Run Weekly

4 Previous Next =

Configure Retention Policy:

e Users will be given 2 options for choosing retention policy:
o Basic retention and
o Advanced retention (GFS)

Basic:

e Vembu VMBackup provides forever incremental backups, where user can have 'n'
number of incrementals. They also do have options to limit incremental count, which
when retention count reaches incremental count, older incrementals will be purged
while latest incremental will be retained as per configuration.

# Configure Scheduling €3 Configure Retention @ Review Configurations 2 Progress Details

Configure Retention Policies for the backup

# Basic Retention Application Aware Options
Keep last 3 T daily merged recovery points @
Additional Full Backups

Advanced Retention

€ Previous Next

244 /332 . . .
\/ TRUSTED BY OVER 60,000 BUSINESSES Copyright 2017 Vembu Technologies. All Rights Reserved



Vembu VMBackup User Guide

Advanced (GFS Retention):

e The Multilevel GFS retention reduces the time taken to restore backed up machines
and most importantly reduce the size of image files in storage location. It also help
avoid long chains of incrementals, ensuring safety of backup data and allow you to
meet the requirements of your retention policy.

GFS retention merge incrementals on a daily, weekly and monthly basis:

e Daily - Daily merge will merge hourly incrementals on the third day's first successful
incremental backup.

o Weekly - Weekly merge will commence based on user scheduled day's first successful
incremental backup. It will merge all daily merged incrementals into a single weekly
merged file.

e Monthly - Monthly merge is much similar as weekly merge where user need to
schedule particular day in a month(For example: Third Wednesday) and the merge will
get initiated at first successful incremental of the day. It merges all weekly merged files
as a single monthly file.

GFS Retention Policies

] Daily Merge
Merge hourly incremental backups of a day on the third day's first successful incremental backup
¥ Weekly Merge

Merge daily merged incrementals upto after the next successful incremental schedule

Sunday r

) Manthly Merge

after the next successful
incremental schedule

(o o

Merge Weekly merged incrementals upto

Sunday v

Application-Aware VMware Backups:

VMware backups using VMware APIs, utilize application-specific VSS writers (SQL Server,
Exchange) to take application-consistent backups and truncate exchange log files to free up
the space.

 Enabling application aware process, gives users two choices to choose:

o Require successful application processing: Choosing this option lets Vembu BDR track
application consistency and triggers backup process, only when all the VSS
writers in the VM are in stable state.

o Ignore application processing failures: This option, lets Vembu BDR trigger backup
jobs whenever the job is scheduled, despite the success/failure of application
processed.
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Truncate the transaction logs:

e Enabling this option lets Vembu BDR truncate the exchange server logs before initiating
backup process. It purges and commits log files along with the .edb files and reduce
storage space consumed.

Application Aware Image Process Prerequisites:

e Backup jobs enabled with application-aware image process option requires that your
guest OS has latest VMware Tools, all the latest packages and patches installed.

e To perform application-aware image processing, you must provide guest OS login
credentials for the selected VM(s) running MS Exchange server, MS SQL Server, MS
SharePoint Server, MS Active Directory.

Application Aware Settings

¥ Application Aware Process @

® Require successful application processing @

lgnore application processing failures €
[} Truncate the transactions logs €

To perform application-aware image processing, login credentials of the VM guest machines are required.

& VMware Guest Credentials E

Select VMware Server ¥ Select Virtual Machine ¥ username password

ot [

VMware Guest Credentials:
e To perform application-aware image processing, login credentials of VM guest
machines are required. Such Guest OS login details can be provided using this option.

o Select the desired VMware server and select the virtual machine to which you
wish to enable application aware backups.

o Provide the login credentials of the Virtual machine and save it.

o Now scheduling VMware backup for particular VM will have application-aware
options enabled.

Additional Full Backups:
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Additional Full Backup

@

Take a fullbackup  Daily @ 09 v 0 T PM Y

Store amaximumof|  02-[Default] ¥ | full backups.

Typically, you would do a full backup the first time you backup your data and thereafter only do incremental backups. However,
depending on your frequency of backing up, etc, sometimes yvour 'incremental backups’ can become quite big themselves. You might
optionally like to configure full backups every once in a while and run incremental backups in between.

Lo [

In an enterprise environment, configuring a backup job with one full backup and forever
incremental is not a recommended practice. Users from such environment will tend to
configure additional full backups periodically and that can be automated with our
additional backup option.

Additional Full Backups can be configured in following order of scheduling:

e For Continuous and Run every few hours schedules- Configuring daily/weekly/monthly
additional full backup is possible.

e For Run Daily schedule- Configuring weekly/monthly additional full backup are the
possible options.

e For Run Weekly schedule- 'Monthly full backup' is the only possible additional full
backup.

e For Run Once schedule- You cannot configure additional full backup.

Note: Users can also limit the number of full backups to be retained with 'Store a maximum
of' option. With this option, users can share the unwanted storage data occupied based for
a time period. For example, a user needing no more than 6 months of data retainment can
configure 6 monthly full backups where the 1st additional full backup will be deleted on
the 7th month when a new full backup completes successfully.

Review Configurations:

e User will be required to provide a name for backup scheduled.
e And can verify the configurations one final time, before hitting ‘run the backup'.
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LA Choase Virtual Machine(s) B Configure Scheduling £ Configure Retention @ Review Configurations Z Progress Details

Enter The Job Name VMware_Test

Review Configurations

v Configured VM(s) : Win732bit_Out2010(192.168.103.120), win8-32bit-247
+ Run this backup for every 12 Hours on Sun,Mon,Tue Wed Thu,Fri,Sat

+ Configured to keep last 3 daily merged recovery points

€ Previous X Save the backup

Progress Details:
e Thus, backup progress is witnessed and can be verified once it completes successfully.

LA Choose Virtual Machine(s) B3 Configure Scheduling €3 Configure Retention @ Review Configurations

Backup Progress Details

Backup Details In-Progress Details

Total backup Size : 26.2 GB Current VM Size : 26.2 GB
win8-32bit-247 Progress Time to Complete : 02:45:39
Win732bit_Out2010({192.168.103... Yet To Start

Progress status :VMware Snapshot is in progress

= List all Backups

Vembu VMBackup User Guide

Manage Backup Job

e Loginto Vembu VMBackup and go to ' Backup — List Jobs'.

e The list of backup jobs configured from that particular client machine will be listed
along with options to edit, suspend/resume, run/abort, delete the backup job.

e Users can also view the plugin type and historical report of a particular backup job.

List of Backup Jobs 1-20f2
m Noxt Schedule Time Suspona/Resume mm
test 192.168.102.18 07 Feb 2017 04:44 PM Idle
Suspend/Resume:
p :

e This option lets a user to suspend and resume a configured backup job, if required.
e Asuspended backup job will not run schedules as per its configuration, until/unless it
is resumed.
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Run Now:

e This option is used to immediate schedule a backup job, once clicked.

e If run now is triggered in midst of scheduled interval, then the next schedule interval
will be calculated from the time of recent backup job.
Note: If a backup job is triggered in midst of scheduled interval with run now, then the
next backup schedule will be triggered

Abort:
e This option is used to abort a backup job that is currently in progress, if required.

View:
e This option allow user to view thesaved configuration of any specific backup job.

Edit:
e This option allow user to edit the configuration of an already scheduled backup job.
e Edit option allow user to completely reconfigure the backup job being edited. (i.e) User
can:
o Add/remove VMs.
o Reconfigure the schedule frequency, retention policies, additional backups and
application aware options of backup job.
e Once done, review the edited configuration and save it.

Delete:

e This option is used to delete the backup job, if no longer required.

e Proceeding with this option, will ask for deletion confirmation and once confirmed the
backup job will be deleted in client.

e If serveris up and listening, the respective backup data of particular job will also be
deleted in server end.

Vembu VMBackup User Guide

VMware Replication

VM replication page allow users to replicate VMs from a source ESXi/vCenter server to a
target ESXi/vCenter server in DR location without disrupting routine tasks of the primary
ESXi/vCenter server(Source). Please note that, virtual machines that are active/running can
also be replicated without any disruption in their performance.

e VM replication is recommended for business critical processes, where business critical
VMs can be replicated in regular periodic interval so that disasters are less harmful.

e Vembu powered VM replication clubbed with features such as: Failover, Failback and
Network & IP remapping, simplifies disaster recovery ensuring an effective replication
process.

Setup Replication Jobs
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Manage Replication Jobs

Vembu VMBackup User Guide

Setup Replication Job
Configuring VMware vSphere Replication:

e Go to VM Replication -~ VMware vSphere.
e You will have list of ESXi/vCenter servers added. Click on Replicate Now to begin
configuring replica-tion.

Manage VMware vSphere Server

Search VMware vSphere Server E-H Add VMware vSphere Server
ESXi/ vCenter Hostname/ IP Username Replicate Now Actions
192.168.102.19 root » S o

Application Aware Image Process Prerequisites:

1. Replication jobs enabled with application-aware image process option requires that your guest OS has latest VMware Tools, all the latest packages and patches installed.
2. Its recommended to configure Application Servers in separate replication job as application aware image process option can be enabled at replication job level only.

3. To perform application-aware image processing, you must provide guest OS login credentials for the selected VM(s) running MS Exchange server, M5 SQL Server, MS SharePoint Server, M¢
Active Directory.

Choose Virtual Machine(s):
e Choose list of VMs you wish to replicate and proceed.

Choose VM(s) Configure Scheduling Target Replication Host MNetwork Mapping Re-IP Mapping Review Progress Details

Choose the VM's you wish to replicate

(7192.168.102.57 -
B ha-datacenter

“ & localhostlocaldomain
wglﬁwm_)(P_Pro_MBit_Z
)™ Win_XP_Pro_64Bit_3
~{_]1f Win_XP_Pro_64Bit_4
- Win_XP_Pro_64Bit
“{_Jf Exchange2010_2008R2
“{_Jf SharePoint_2010
-6 Ubuntul4.04
-{Jf 2012R2_BS

Next =

VM(s)/Disk(s) Exclusion

e On selecting Host level replication, you might wish to exclude some specific set of VMs
from getting replicated. Such VMs can be excluded using VM(s)/Disk(s) exclusion
option.

VM Exclusion
e Click 'VM(s)/Disk(s) Exclusion' option, you will get a popup as shown below.
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WM(s)/Diskis) Exclusion

Exclude Disk(s) + Select VMIs)
VM Mame Actions
Add VMs toexclude

Save

e Choose 'Exclude Disk(s) tab.

e To exclude a virtual machine from a configured host level replication, click 'select VM'
and choose the VMs to be excluded and click 'Exclude’.
e Once added, save the exclusion settings.

WA {sh/Disk{s) Exclusion

S RGN Exclude Diskis) + Salect WM(s)

WM Mame Actions

1 201 2-sharepoint-2013(192,168,103.240)_msi i}

e You can also add/delete a VM to/from exclusion list, whenever required by editing the
replication job.
Note: Changes made in VM exclusion settings will be taken into effect immediately
with next replication schedule.

Disk Exclusion
e C(lick 'VM(s)/Disk(s) Exclusion' option, you will get a popup as shown below.
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VM(s)/Diskis) Exclusion

Exclude WMI(s) Exclude Diskis) =+ Select WMIs)

WM Mame Actions

Add Ws to exclude

e Choose 'Exclude Disk(s)' tab.
e Disk exclusion can be either enabled at host level or can be configured at VM level.

Host level Disk Exclusion- This exclusion type is possible when you opt to configure
host level replication job. Under 'Exclude Disk(s)' tab, you will find the configured
host(s) listed.

Wi{s)/Disk(s) Exclusion

(ST NRERN LN Exclude Disk(s)

Type of disk excluded

E lecalhost. localdorain ne disk selected #

£ winB-32bit-247 IDE[0:0,1:0] £ =%

e You can choose 'Edit Disk Exclusion' option, to assign global disk exclusion rule for
VMs under a chosen host. Edit Disk exclusion tab will have following exclusion rules:
o No disks Excluded
o Include only System Disks for VM replication. Exclude Others (typically 0:0)
o Select type of Disk to exclude
Note: By default No disks excluded option will be selected.
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Edit Disk Exclusion

i® Mo Disks Excluded
) Include only System Disks for Backup. Exclude Others(typically Disk 0:0)
() Select type of Disk to exclude

WNOTE: Removal of already configured exclusion rufes will effect only from next additional full backup. It

will not effect on current full backup.

e Opting for the third option of selecting disk type will list all available disk types for VMs
in VMware.
e User can choose the disk(s) to be excluded in each disk type.

Edit Disk Exclusion

() Mo Disks Excluded
() Include only Systemn Disks for Backup. Exclude Cthersitypically Disk 0:0)
® Select type of Disk to exclude

SCH 0 SATA

[] IDE &:0
IDE O:1
IDE 1:0
[]IDE 1:1

NOTE: Remmoval of afready configured exclusion rides will effect only from nexst additional il backup,

[ wil ot effect an curvent full backug,
Canfirm

e Once done assigning disk exclusion rule, click 'Confirm'and save the exclusion
settings.

VM level Disk Exclusion- This exclusion type can be configured in both host level

and VM level replication job. Under 'Exclude Disk(s)' tab, you will find the list of
configured VM(s).
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If it's a host level replication job, you can assign both host level exclusion rule as well
as assign exclusion rule for individual VMs by adding VMs to be configured using
Select VM(s) option.

W (s} /Disk{s) Exclusion

STILERUSIAIN  Exclude Disk(s) + Salect WM(s)

Marne Type of disk excluded Acticns
) 2008_r2_S50L Server_testing-175 IDE[0:0,1:0] &
£ 2008 _rZ_sharepeint2010-testing-180 SC5I[2:2] r

Close

e Choose 'Edit Disk Exclusion' option alongside a VM to configure disk exclusion rule
for the selected VM. Edit Disk exclusion tab will have following exclusion rules:
o No disks Excluded
o Include only System Disks for VM replication. Exclude Others (typically 0:0)
o Select type of Disk to exclude
Note: By default No disks excluded option will be selected.

Edit Disk Exclusion

i® Mo Disks Excluded
) Include only System Disks for Backup. Exclude Othersitypically Disk 0:0)

i) Select type of Disk to exclude

NOTE: Remoaoval of already confisured exclusion rufes will effect anly from next additional full backup. It

will not effect on current full backup.

e Opting for the third option of selecting disk type will list all available disk types for VMs
in VMware.

e User can choose the disk(s) to be excluded in each disk type.

e Once done assigning disk exclusion rule, click 'Confirm'and save the exclusion
settings.
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Edit Disk Exclusion

) Mo Disks Excluded
() Include only System Disks for Backup. Exclude Othersttypically Disk 0:20)
® Selectbype of Disk to exclude

SC5 | SATA

] IDEO:D
IDE O:1
IDE 1:0
[]IDE1:1

MNOTE: Kemoval of already confiqured exclusion rues will effect only from nest additional fll backus.

ft el not effect on curvent full backup.

e Disks once excluded cannot be included back in an already configured replication job.
Configure Scheduling:

e Now users can configure replication schedules flexibly based on requirement. They can
choose between Hourly/Daily/Weekly options for replication schedules.

Choose VM(s) Configure Scheduling Target Replication Host Network Mapping Re-IP Mapping Review Progress Details

Select how frequently you want to replicate

@ Hourly 1 Hour A

Application Aware Options

on the following days.
¥ Sun ¥ Mon ¥ Tue ¥ Wed ¥ Thu I Fri ¥ Sat
 Run Daily

) Run Weekly

€ Previous Next 3

Application-Aware Options for VMware Replication:

VMware replication using VMware APIs, utilize application-specific VSS writers (SQL Server,
Exchange) to take application-consistent replication and truncate exchange log files to free
up the space.

« Enabling application aware process, gives users two choices to choose:
o Require successful application processing: Choosing this option lets Vembu BDR track
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application consistency and triggers replication process, only when all the VSS
writers in the VM are in stable state.

o Ignore application processing failures: This option, lets Vembu BDR trigger
replication jobs whenever the job is scheduled, despite the success/failure of
application processed.

Truncate the transaction logs:

e Enabling this option lets Vembu BDR truncate the exchange server logs before initiating
replication process. It purges and commits log files along with the .edb files and reduce
storage space consumed.

Application Aware Image Process Prerequisites:

e Replication jobs enabled with application-aware image process option requires that
your guest OS has latest VMware Tools, all the latest packages and patches installed.

e To perform application-aware image processing, you must provide guest OS login
credentials for the selected VM(s) running MS Exchange server, MS SQL Server, MS
SharePoint Server, MS Active Directory.

Application Aware Settings

# Application Aware Process @

® Require successful application processing @

lgnore application processing failures @
[ Truncate the transactions logs @

To perform application-aware image processing, login credentials of the VM guest machines are required.

& VMware Guest Credentials ﬂ

Select VMware Server ¥ Select Virtual Machine ¥ username password

=

VMware Guest Credentials:
To perform application-aware image processing, login credentials of VM guest machines
are required. Such Guest OS login details can be provided using this option.

e Select the desired VMware server and select the virtual machine to which you wish to
enable application aware replication.

e Provide the login credentials of the Virtual machine and save it.

e Now scheduling VMware replication for particular VM will have application-aware
options enabled.

Configuring Disaster Recovery Server for Power Replication™:
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e Choose a Target VMware server/vCenter — Select a target host from the available
list(Mandatory for vCenter replication) — Select a Datastore from the available list.

e By default, target VM replica will be given a suffix name as 'Replica’, which can also be
edited.

e Select retention count for replicated data, which is by default set at maximum count.

e Once done with all the above options, proceed with Next.

Choose WVM(s) Configure Scheduling Target Replication Host Network Mapping Re-IP Mapping Review Progress Details

Configure Disaster Recovery server for VM Replication

VMware Server

@ Add VMware Server

Select Target Host v

‘ Select VMware Server ¥

Esx(i) Host

Mandatory when replicating to vCenter

Datastore

Select DataStore v
Replica Suffix Name Replica
Retention Count 7 v
€ Previous Next 9

Network Mapping:

Network mapping can be helpful if you use different networks in the production site and
DR site. In this situation, you can configure a table that maps production networks to
networks in the DR site.

e If you wish to configure Network Mapping, do enable the 'Configure Networks'
checkbox.

e Click on 'Add Network Mapping' to add and map more networks.

e Once done mapping networks, proceed with Next.

Choose VM(s) Configure Scheduling Target Replication Host Network Mapping Re-IP Mapping Review Progress Details

Configure Source and Target Networks[optional]

¥| Configure Networks

Netwaork mapping can be helpful if you use different networks in the production site and DR site. In this situation, you can configure a table that maps production networks to networks in the DR site.

VM Network Q VLAN4 Q
€ Previous Next =

Configure Re-IP Mapping:

Re-Ip rules can be helpful if the IP addressing scheme in the production site differs from
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that in the DR site scheme. In this situation, you can configure 'n' number of re-IP rules for
the replication job.

e Re-IP Mapping rule will be applied during FailOver. When FailOver, the replica will be
power on with the configured Re-IP Mapping rules.

e If you wish to configure Network Re-IP Mapping, do enable the Network Re-IP Mapping
checkbox.

Choose VM(s) Configure Scheduling Target Replication Host Network Mapping Re-IP Mapping Review Progress Details

Configure Network Re-IP Mappingloptionall

[ Network Re-IP Mapping

Re-lprules can be helpful if the IP addressing scheme in the production site differs from that in the DR site scheme. In this situation, you can configure a number of re-IP rules for the replication job.
‘When you perform failover, Vembu Backup & Replication will check if configured re-IP rules apply for the VM replica. If a re-1P rule applies, the VM replica will get a new |P address according to the
new netwark mask, and you will be able to reach this VM replica in the DR site.

No Rules added.

€ Previous Next <

e Adialog box, to add Re-IP rule will popup. Do fill all required details and save the rule.
e You can also add more rules, with Add Rule option.

Add Re-IP Rule

Rule Name
Source VM
IP address 192.168.0.1

Subnet mask 255.255.0.0

Target VM
IP address 192.166.0.2
Subnet mask 255.255.0.0

Default gateway 192.168.1.1

Preferred DNS server 192.168.1.2

Alternate DNS server 192.168‘1.3‘

Caned m

e Now proceed to Review the configurations entered and once done reviewing provide a
name for replication job and trigger start the replication.
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Choose VMI(s) Configure Scheduling Target Replication Host Network Mapping Re-IP Mapping m Progress Details

Enter The Job Name vmreplication

Review Configurations

+ Configured VM(s) : Win732bit_Out2010(192.168.103.120), 2008_r2_SQLServer(192.168.103.114)_msi
«" Run this replication for every 1 Hour on Sun,Mon,Tue Wed Thu,Fri,Sat

« Configured replication to ESXi 192.168.102.19 with 7 snapshots

4 Previous £, Run Replication

e Monitor the replication progress and ensure it completes successfully.

Vembu VMBackup User Guide
Manage Replication Job
e Go to VM Replication — List Jobs.

e This page lets users to view, run, suspend, delete and edit the replication jobs
configured. Users can also view historical report of individual replication job.

VM Replications Restore Action Status Reports
15Apr_R2_Lin E3 Idie =]
15Apr_R1 E3 Suspended =]

e Go to VM Replication » Manage Replicas.

@ Dashboard #* Backup # VM Replication & Recovery |#* Reports £ Management & Downloads
i VMware vSphere
List Of Replication Jobs _ . E Listing 1t0 2 of 2 jobs

Job Name Host Name & Manage Replicas Plugin Suspend/Resume Run Now Abort View Edit Delete Status Reports

15Apr_R2_Lin 192.168.102.57 vm n L4 x & i) F N #

15Apr_R1 192.168.102.57 Fri 15 Apr 2016 16:53:53 vm 1] « @ & i) Idle ]

e You will be directed to page with the list of replication jobs configured from Vembu
BDR server.

Job Name Host Mame Mext Schedule Time Plugin Suspend/Resume Run Now Abort View Edit Delete Status Reports

15Apr_R2_Lin 192.168.102.57 Fri15 Apr 2016 17:35:15 vm 1] « @ = o Idle i)

e This page lets you to perform FailOver & FailBack processes for the replicated VMs.

Visit the following page for steps to restore replicated VMs: Click Here

Vembu VMBackup User Guide
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Disaster Recovery

e Login to Vembu BDR backup server web console via any one of following options:
o By typing default URL: http://localhost:6060 (or)http://
<lp_Address_of_Machine>:6060 in browser
o Via shortcut created on desktop.
o ViaVembu VMBackup client web console option in tray icon.

e Go to Recovery tab.
e Backups configured from various client machines to the server, will be listed for
recovery, along with below listed options:
o Restore

o Virtual mount

o Proceed to Persistent Instant Boot version delete

o Delete

o Replication actions

o Status

o Reports
Job Name Client Name Size Restore Mount Persistent Delete Actions Status Reports
3vms_test 11_vm_35 182.06 GB * =] & o L || Idle =]
Ayms_test virmac_12_35 188.26 GB EY o & o L || Idle =]
sql_app_hyperv 192.168.102.27 76.91GB 2 I & o » 1l Idle =
vm_test_62 virmac_5_35 34.1GB & ] [+ o x ® 1l A &
vm_test_19 win2007_2_35 34.64CB & =] & o L || Idle m
vm_test_66 virmac_23_35 19.4 GB 3 ] [+ 5] * 1l Idle =
vm_test_34 virmac_3 35 32.31GB X o [+ i o | | Idle =
vm_test_23 12_vm_35 63.94GB * =] & o L || Idle =]

Virtual mount:

e This option lets you instant mount backup data virtually where users can access
backup in different file formats such as: IMG, VHD, VHDX, VMDK.

Areyou sure you want to Mount the backup data in the Virtual drive?

(oo [ o

e Users can either take a copy of this mounted data or boot respective files if needed on
KVM(IMG file in Linux), VMware vSphere(VMDK) or Hyper-V(VHD, VHDX).

e Once done with requirement, unmount backup data. This will resume backup job, so
that incrementals will run as per schedule.
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Are you sure you want to UnMount the backup data in the Virtual drive?

Proceed to Persistent Instant Boot version delete:

e During each instant boot and instant file recovery session, a change in backup data will
take place which then is saved as persistent Instant boot data.

e Persistent data can be restored using restore options, if needed.

e Persistent data will be listed with a (+p) sign alongside timestamps of backup versions.

e Such persistent data can also be deleted if not required, using the 'Proceed to
Persistent Instant Boot version delete' option.

e The option let user choose the timestamp of persistent data to be deleted.

e User will also be required to confirm deletion by selecting the checkbox 'Are you sure
you want to delete the selected version related persistent boot data from the
repository location permanently?' to proceed with deletion process.

Delete Persistent Instant Booted Version for Backup - 3vms_test

Select Persistent boot version to delete:.  Select timestamp v

) Are yvou sure you want to delete the selected version related persistent boot data

from the repository location permanently?

Restore:

e Proceeding with restore option will list below restore options to choose from:

o

©)
@)
©)
@)

N/  TRUSTED BY OVER 60,000 BUSINESSES

Quick VM Recovery

Live Recovery to ESX(i) server
File Level Recovery

Disk Level Recovery
Download
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222 Restore Type B3 Restore Version £ Restore Data £ Restore Options @ Review Selected > Restore Progress

Choose the restore type
Instant VM Recovery

Recover backup images as ready-state WMs (i.e)instantly available and helps in maintaining business continuity with minimal downtime.
MNote: Default Hypervisors used for instant VM recovery are: Hyper-V (for M5 Windows) and KVM (For Linux, Ubuntu).

Live Recovery to ESX(i) Server
Restore backed-up VMs directly to target ESX(i) hosts, where you can also perform partial VM restores(custom disk-level).

File Level Recovery
Auto attach backup to Disk Management in local machine that allows instant access to backed up data and instant file recovery possible.

Disk Level Recovery
Restore VM backups at disk level where backed up disks can be restored to target VMs in an ESX(i) host.

Download
Multi-format restore available for any image backup(Physical/Virtual} and is easy to process.
The file formats available for restores are: VHD, VMDE, VHDX, VMDK-FLAT and RAW image file.
Next <

Vembu VMBackup User Guide

Quick VM Recovery

Quick VM recovery option allow user to quick access backup images as ready state VMs.
(i.e) Minimal downtime and business continuity secured by making VMs instantly
available. Quick VM recovery gives 3 choices of instant boot software to users:

e VMware (Available in both Windows and Linux servers as an alternate software for
instant boot)

e Hyper-V (Default chosen software for Windows and available only on Windows servers)

e KVM (Default chosen software for Linux and available only on Linux servers)

Vembu VMBackup User Guide
VMware

Login to Vembu BDR server installed in a Windows/Linux environment and go with 'Quick
VM Recovery' among recovery options.

e Proceeding with Quick VM recovery option will let you select version for Instant Boot.

222 Restore Type B Restore Version 2 Restore Data €3 Restore Options @ Review Selected < Restore Progress

Choose the restore version

E- ®Wed 21 Sep 2016 21:00:10
=(Wed 21 Sep 2016 11:33:28
“OTue 20 Sep 2016 19:21:.08

€ Previous Next <
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e Once done choosing required timestamp, proceed to select the virtual machine to
boot.

e From the list of VM(s) select the VM to instant boot and proceed to configure in which
VMware server to boot.

22 Restore Type £ Restore Version 2 Restore Data £ Restore Options @ Review Selected > Restore Progress

Choose the restore data

=7 192.168.102.19
“@ &1 2008 32bit

€ Previous Next 2

e User can choose VMware as software for instant boot (In both Windows and Linux
servers) and need to enter the necessary details to instant boot in VMware
environment.

e In order to proceed with instant boot via ESXi/vCenter server, user have to choose:
target VMware server and target datastore. User will also be requested to provide a VM
name(which by default takes name of VM to be restored).

e User can also specify whether the VM should be powered ON automatically.

£ Restore Type B2 Restore Version B2 Restore Data €3 Restore Options @ Review Selected 2 Restore Progress

Choose the Software for Instant VM Recovery

Instant VM Recovery VMware v
Target VMware Server 192.168.102.10 b @Add\/l‘dware Server
Target Datastore Datastore1{VMFS) v
VMN i
ame 2008 32bit () Power on VM automatically
4 Previous Next 3

e Once done configuring VMware server details, proceed to review configuration.
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£ Restore Type B3 Restore Version 2 Restore Data {3 Restore Options @ Review Selected 2 Restore Progress

Review Restore Configurations

+ Selected restore type : Instant VM Recovery
+ Restore Version : Wed 21 Sep 2016 21:00:10
+ Selected VM(s) : 2008 32bit

+ Booting Software : VMware

+ Target VMware Server : 192.168.102.10

+ Target Datastore : Datastorel

4 Previous Next <

e Once done reviewing, click Next to proceed with Instant Booting the VM.

£ Restore Type B2 Restore Version &2 Restore Data €3 Restore Options @ Review Selected Z Restore Progress

Restore Progress Details

¥ Restore Status : Instant Recovery On Esxi Is in Progress

& Client Name : win-1psu3222049client

¥ Backup Name : Win_2008_32bit

[ Transferred Size : -

& Recovery

e VM will get automatically created in VMware server VMs list.
Note: Once done with requirement, shutdown and turn off VM before unmounting
backup data. This will resume backup job, so that incrementals will run as per
schedule.

Vembu VMBackup User Guide

Hyper-V

Login to Vembu BDR server installed in a Windows environment and go with 'Quick VM
Recovery' among recovery options.

e Proceeding with Quick VM recovery option will let you select version for Instant Boot.
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222 Restore Type B4 Restore Version £ Restore Data €3 Restore Options @ Review Selected = Restore Progress

Choose the restore version

E-®Wed 21 5ep 2016 21:00:10
~Owed 21 Sep 2016 11:33:28
“OTue 20 Sep 2016 19:21:08

€ Previous Next =

e Once done choosing required timestamp, proceed to select the virtual machine to
boot.

e From the list of VM(s) select the VM to instant boot and proceed to allocate RAM for
Instant boot.

2 Restore Type £ Restore Version & Restore Data €3 Restore Options @ Review Selected Z Restore Progress

Choose the restore data

=1 192.168.102.19
(@ 5 2008 32bit

4 Previous MNext 2

e The software used to instant boot is Hyper-V (For Windows servers) and the default
RAM size chosen is 2 GB which can be modified based on user requirement.

£22Restore Type B Restore Version B Restore Data €¥Restore Options @ Review Selected < Restore Progress

Choose the Software for Instant VM Recovery

Instant VM Recovery HyperV v
Startup RAM 2 GB v
€ Previous

Next ¥

e Once done allocating RAM size, proceed to review configuration.
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£ Restore Type £ Restore Version & Restore Data &3 Restore Options @ Review Selected = Restore Progress

Review Restore Configurations

+ Selected restore type : Instant VM Recovery
+ Restore Version : Wed 21 Sep 2016 21:00:10
+ Selected VM(s) : 2008 32bit

+ Booting Software : Hyper-V

€ Previous Next 3

e Once done reviewing, click Next to proceed with Instant Booting the VM.

22 Restore Type B2 Restore Version & Restore Data €3 Restore Options @ Review Selected Z Restore Progress

Restore Progress Details

[ Restore Status : Restore Completed !
Please see restore reports for details.

¥ Client Name : win-1psu3222049client
& Backup Name : Win_2008_32bit

™ Transferred Size: -

& Recovery

e VM will get automatically created in Hyper-V VMs list.
Note: Once done with requirement, shutdown and turn off VM before unmounting
backup data. This will resume backup job, so that incrementals will run as per
schedule.

Vembu VMBackup User Guide
KVM

Login to Vembu BDR server installed in a Linux environment and go with 'Quick VM
Recovery' among recovery options.

e Proceeding with Quick VM recovery option will let you select version for Instant Boot.
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23 Restore Type B3 Restore Version £ Restore Data €3 Restore Options @ Review Selected < Restore Progress

Choose the restore version

E-CFri 08 Apr 2016 18:03:29
-Fri 08 Apr 2016 17:02:18
“JFri 08 Apr 2016 15:59:41
E-*,‘Fri 08 Apr2016 14:58:09
E-'.‘Fri 08 Apr 2016 13:56:33
%".‘Fri 08 Apr 2016 12:54:36
; “JFri08 Apr 2016 11:52:09
f-*,‘Fri 08 Apr201610:51:01
~4DFri 08 Apr 2016 09:50:02

€ Previous Next <

e Once done choosing required timestamp, proceed to select the virtual machine to
boot.

e From the list of VM(s) select the VM to instant boot and proceed to allocate RAM for
Instant boot.

22 Restore Type BB Restore Yersion 2 Restare Data ¥ Restore Options @ Review Selected = Restore Progress

Choosetherestore data

8= WIN-BDS8LORSTOC
|5 Existing VHD

4 Previous Next

e The software used to instant boot is KVM (For Linux servers) and the default RAM size
chosen is 2 GB which can be modified based on user requirement.

#2Restore Type A Restore Version 2 Restore Data €3 Restore Options @ Review Selected & Restore Progress

Choose the Software for Instant VM Recovery

Instant VM Recovery KVM v
Startup RAM 2 GB .
4 Previous Next =

e Once done allocating RAM size, proceed to review configuration.
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EE2Restore Type B Restore Wersion & Restore Data i Restore Options & Restore Progress

Review Restorz Configurations

+ Selected restoretype : Instant WM Recovery
+ RestoreVersion : Fri08 Apr 2014 18:03:2%
+ Selected YM(s): Existing VHD

+ Booting Software 1 KM

+ Configured Network Details : Disabled

4 Previous Next

e Once done reviewing, click Next to proceed with Instant Booting the VM.

22 Restore Type 8 Restore Version & Restore Data ¥ Restore Options @ Review Selectad

# Restore Progress

Restore Progress Details

[# Restore Status : Restore completed
I Client Name: 192.168.102.34
¥ Backup Mame: Win-7

[ Transferred Size -

& Recovery

e VM will get automatically created in KVM VMs list.
Note: Once done with requirement, shutdown and turn off VM before unmounting
backup data. This will resume backup job, so that incrementals will run as per
schedule.

Vembu VMBackup User Guide

Instant File Recovery

This option lets you instantly attach backup data to disk management as a VHD/VHDX file

and proceed with file level restore.

e The VHD/VHDX file is created by virtual mounting backup data.

e Users can access backup data via disks attached on disk management.

e Once done with requirement, unmount backup data. This will resume backup job, so
that incrementals will run as per schedule.

e Select the timestamp version for file level recovery and proceed
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222 Restore Type B3 Restore Version £ Restore Data €3 Restore Options @ Review Selected < Restore Progress

Choose the restore version

E-®Wed 21 5ep 2016 21:00:10
~Owed 21 Sep 2016 11:33:28
“OTue 20 Sep 2016 19:21:08

€ Previous Next =

e Select the backup data to be mounted in disk management for file level restore.

#22 Restore Type B4 Restore Version B2 Restore Data €3 Restore Options @ Review Selected < Restore Progress

Choose the restore data

=7 192.168.102.19
=31 2008 32bit
® & 2008 32bitvmdk

€ Previous Next <

e Once done choosing, proceed to review configuration.

i Restore Type B2 Restore Version & Restore Data €3 Restore Options @ Review Selected 2 Restore Progress

Review Restore Configurations

+ Selected restore type : File Level Recovery
+ Restore Version : Wed 21 Sep 2016 21:00:10

+ Selected VM(s) : 2008 32bit

€ Previous Next =

e Once done reviewing, click Next to proceed with File Level Recovery.
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£ Restore Type B4 Restore Version S Restore Data €3 Restore Options @ Review Selected < Restore Progress

Restore Progress Details

¥ Restore Status : Restore Completed !
Please see restore reports for details.

¥ Client Name : win-1psu3222049client
¥ Backup Name : Win_2008_32bit
& Transferred Size : -

& Recovery

Vembu VMBackup User Guide

Full VM Recovery to ESXi Host or vCenter Server

e Proceeding with ‘Live Recovery to ESX(i) Server' option will let you select Version for
Live ESXi Server restore, where you have VMware backup with several timestamps.
e Choose your required timestamp version and proceed to select VM.

222 Restore Type B Restore Version £ Restore Data £ Restore Options @ Review Selected > Restore Progress

Choose the restore version

E-®Wed 21 Sep 2016 21:00:10
~OWed 21 Sep 2016 11:33:28
“OTue 20 Sep 2016 19:21:08

€ Previous Next <

e If you have backed up more than one VM in a backup and need to restore a particular
VM/set of VMs, among all other VMs- Select your desired VM(s) and hit proceed to
provide target ESXi details.

#E Restore Type 4 Restore Version £ Restore Data €3 Restore Options @ Review Selected & Restore Progress.

Choose the restore data

E 7 192.168.102.19
g 2008 32bit
vl = 2008 32bitymdk

€ Previous Next <
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e Provide the target server details(ESXi/vCenter) for VM restore- ESXi server name, user
credentials, target datastore and name for target VM to be created.

22 Restore Type B Restore Version 2 Restore Data £3Restore Options @ Review Selected 2 Restore Progress

Target Server Details

® ESXiRestore () vCenter Restore

192.168.102.19 v W Add VMware Server

Choose Datastore and VM Name

Selected VM Datastore VM Name
2008 32bit datastore2(VMFS) T recovery_live
€ Previous Next

e Once done configuring restore options, proceed to review configuration.

#ERestore Type B3 Restore Version 2 Restore Data €3 Restore Options @ Review Selected 3 Restore Progress

Review Restore Configurations

+ Selected restore type : Restore to ESXi Server [ Live Restore]
+ Restore Version : Wed 21 Sep 2016 21:00:10

« Destination or Target Server: 192.168.102.19

€ Previous Next 2

e Once done reviewing, click Next to proceed with Live Recovery to ESX(i) Server.

X Restore Type B3 Restore Version &2 Restore Data €¥Restore Options @ Review Selected 2 Restore Progress

Restore Progress Details

¥ Restore Status : Restore Completed !
Please see restore reports for details.

& Client Name : win-1psu3222049client
[ Backup Name : Win_2008_32bit

[ Transferred Size: -

& Recovery

Vembu VMBackup User Guide

Disk Level Recovery
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This option lets users restore specific disk from existing VM backup to a target virtual
machine. So that the disk can be attached and accessed by that target VM.

Proceeding with the option VM disk restore, requests user to select time-stamp version
for VM disk restore. Once done selecting, click proceed to select virtual machine(s).

222 Restore Type B Restore Version £ Restore Data €3 Restore Options @® Review Selected

Choose the restore version

< Restore Progress

= ®Wed 21Sep 2016 21:00:10
i~OWed 21 Sep 2016 11:33:28
OTue 20 Sep 2016 19:21:08

€ Previous

Next

e Select the required disks of VM(s) you want to restore and click proceed to provide

target ESXi details.

#2E Restore Type £ Restore Version 2 Restore Data €3 Restore Options @ Review Selected  Restore Progress

Choose the restore data

B[ 192.168.102.19
-5 2008 32bit
-] 2 2008 32bitvmdk

€ Previous

Next

e Provide target server details(ESXi/vCenter) for disk restore- ESXi server name, user

credentials, target data-store and the name of target VM to which you wish to restore
disk.
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£ Restore Type 23 Restore Version 2 Restore Data €3 Restore Options @ Review Selected 2 Restore Progress

® ESXiRestore (U vCenter Restore

192.168.102.19 T @Add VMware Server

Choose Datastore and VM Name

Selected VM VM Name

2008 32bit recovery_live A

Selected Disk Datastore

2008 32bitvmdk datastorel(VMFS) *

4 Previous Next =

e Once done configuring restore options, proceed to review configuration.

2 Restore Type B Restore Version 2 Restore Data €3 Restore Options @ Review Selected 3 Restore Progress

Review Restore Configurations

+ Selected restore type : Disk Level Recovery

+ Restore Version : Wed 21 Sep 2016 21:00:10
+ Selected VM(s) : 2008 32bit

+" Destination or Target Server : 192.168.102.19

+ VM Name : recovery_live

€ Previous Next <

e Once done reviewing, click Next to proceed with Disk Level Recovery.

£ Restore Type B Restore Version &2 Restore Data ¥ Restore Options @& Review Selected > Restore Progress

Restore Progress Details

¥ Restore Status : Restore Completed !
Please see restore reports for details.

& Client Name : win-1psu3222049client
& Backup Name : Win_2008_32bit

& Transferred Size : -

& Recovery

Note: While performing Disk Level restore, target VM will be turned off
Vembu VMBackup User Guide

Download VM Files

e Download option allows users to download backup data as an offsite copy of their
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preferred file format.
e Proceeding with restore, lets users go with the regular routine of selecting time-stamp

version they want to restore and click proceed.

222 Restore Type B4 Restore Version £ Restore Data €3 Restore Options @ Review Selected = Restore Progress

Choose the restore version

E-®Wed 21 5ep 2016 21:00:10
~Owed 21 Sep 2016 11:33:28
“OTue 20 Sep 2016 19:21:08

€ Previous Next <

o Now select VM(s) to restore and proceed to select restore location.

22 Restore Type £ Restore Version & Restore Data € Restore Options @ Review Selected < Restore Progress.

Choose the restore data

= 192.168.102.19
i« 5 2008 32bit

€ Previous Next 2

e Restoring location can either be a local drive on backup server or if users have
managed to add a network shared drive, the restore can be directed to the network

shared location.
e Users can download backup data in multiple file formats such as: VHD, VMDK, VHDX,

VMDK-Flat and RAW.

274 /332 . . .
\/ TRUSTED BY OVER 60,000 BUSINESSES Copyright 2017 Vembu Technologies. All Rights Reserved



Vembu VMBackup User Guide

£ Restore Type 3 Restore Version 3 Restore Data €3 Restore Options @ Review Selected = Restore Progress

Choose the Restore Location and Format for Restore

Restore to F:/New folder =
eg -Windows: E:/restore/
eg -Linux: /home/restore/
Virtual Disk Format VMDK -
€ Previous Next 2

e Once done configuring restore options, proceed to review configuration.

2 Restore Type B3 Restore Version & Restore Data £ Restore Options @ Review Selected i Restore Progress

Review Restore Configurations

+" Selected restore type : Download

+ Restore Version : Wed 21 Sep 2016 21:00:10
+ Selected VM(s) : 2008 32bit, 2008 32bit

+" Target Location : F:i/New folder

+ Restore Format : VMDK

€ Previous Next =

e Once done reviewing, click Next to proceed with Download.

£ Restore Type 3 Restore Version & Restore Data £3Restore Options @ Review Selected < Restore Progress

Restore Progress Details

& Restore Status : Restore Completed !
Please see restore reports for details.

& Client Name : win-1psu3222049client
& Backup Name : Win_2008_32bit
[ Transferred Size : 553 GB

& Recovery

e Taking offsite copies in various format allow users to boot backup data across various
virtual and physical environments such as Oracle Box, KVM, Hyper-V, VMware
vSphere, VMware player etc.,

e Also reconstruction of physical servers is also possible with this offline backup copies.
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Vembu VMBackup User Guide

Restore type- Failover and Failback:
User can perform Failover and Failback as a recovery process for replications.

Failover and Failback processes have three phases in which each phase is dependant on
the other, where you can initially start with Failovering VMs followed by Finalizing
FailOver with finaling types like: Undo FailOver, Permanent FailOver and FailBack which is
then followed by Finalize FailBack process (if user have chosen FailBack as finalizing type
during Finalize FailOver phase).

e Goto VM Replication — Manage Replicas.

& Dashboard P Backup M VM Replication & Recovery |#* Reports 4 Management =& Downloads
e VMuware vSphere
List Of Replication Jobs _ E Listing 1to 2 of 2 jobs
iE List Jobs
£ Manage Replicas Plugin Suspend/Resume Run Now Abort View Edit Delete Status Reports
15Apr_R2_Lin 192.168.102.57 vm n + x @ o A #
15Apr_R1 192.168.102.57 Fri 15 Apr 2016 16:53:53 vm n L' @ =z o Idle ﬁ

e You will be directed to page with the list of replication jobs configured from Vembu
BDR server.

WM Replications Restore Action Status Reports
15Apr_R2_Lin E3 Idie =]
15Apr_R1 E3 Suspended =]

e Proceeding with Restore option will give you three types of restores to choose from:
o Failover
o Finalize Failover
o Finalize Failback

222 Restore Type 4 Restore Version £ Restore Data £»Restore Options @® Review Selected 2 Restore Progress

Choose the restore type
(@) Failover
Switches the operations from original VM to its replica on the target host.

Finalize Failover
Finalize the FailOver state of a replica by Undo FailOver/Permanent FailOver/FailBack options.

Finalize Failback
Finalize the FailBack state of a replica by Undo FailBack/Commit FailBack options.

Next &
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Failover:
Failover is a process that switches business operations from original VM to its replicated
VM on target host, at times of a disaster or based on some other requirement. Follow

below steps to Failover virtual machines:

e Proceed with restore type: Failover.

222 Restore Type 8% Restore Version 2 Restore Data ¥ Restore Options @ Review Selected 3 Restore Progress

Choose the restore type

[®] Failover
Switches the operations from original VM to its replica on the target host.

Finalize Failover
Finalize the FailOver state of a replica by Undo FailOver/Permanent FailOver/FailBack options.

Finalize Failback
Finalize the FailBack state of a replica by Undo FailBack/Commit FailBack options.

Next

Restore Version:

e Choose a restore version from the list of available timestamps and proceed.

222 Restore Type 24 Restore Version £ Restore Data €3 Restore Options @ Review Selected < Restore Progress

Choose the restore version

“JMon 11 Apr 2016 15:15:54

€ Previous Next =2

Restore Data:

e From the list of replicated VMs, select the virtual machines you wish to restore for
Failover and proceed.
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222 Restore Type 83 Restore Version & Restore Data €3 Restore Options @ Review Selected < Restore Progress

Choose the restore data

-E192.168.102.48
W (3 Win_XP_Pro_64Bit_1_Replica_Apr11
~{#] (51 Win_XP_Pro_64Bit_iSCS|_Replica_Apr11

€ Previous Next

Review:

e Review the provided options and click on 'Failover Now'.

22 Restore Type B Restore Version 2 Restore Data €3 Restore Options @ Review Selected < Restore Progress

Review Failover Configurations

+ Selected VMIs) Win_XP_Pro_64Bit_1_Replica_Apr11, Win_XP_Pro_64Bit_iSCSI_Replica_Apr11

+ Selected version :Mon 11 Apr 2016 15:15:54

€ Previous & Failover Now

e Once failover completes successfully, the replicated VM in target machine will be active
and running.

Finalize Failover:
Once done with the requirement of virtual machine that is failovered, users can decide on
finalizing failover operation by choosing between following operations:

o Undo Failover

o Permanent failover or

o Failback

Follow below steps to finalize failover of virtual machines:
e Proceed with restore type: Finalize Failover.

Restore Data:

e Select the VMs to be restored and proceed.
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222 Restore Type 83 Restore Version & Restore Data €3 Restore Options @ Review Selected < Restore Progress

Choose the restore data

~E192.168.102.48
) (31 Win_XP_Pro_64Bit_1_Replica_Apr1l
~{#] (5 Win_XP_Pro_64Bit_iSCS|_Replica_April

€ Previous Next

Finalize Type:

Users will have 3 finalize types to choose from:

¢ Undo Failover- This option deletes the changes done in replicated VM during failover
session and reverts back to its original state before failover.
Note: Usually this option is preferred, when the source virtual machine is restored and
activated successfully.

\/em bu & win-sg1pb1hjhr5
Eeor The changes done in the target VM machine will be lost after undoing

Failover
1

@ Dashboard ®* Backup VM Replicatio & Downloads

7 R1_2VM_2DS

£ Restore Type & Restore Data “yFinalize Type & Restore Options @ Review Selected 2 Restore Progress

Choose the Finalize Failover type

[®] Undo Failover
Revert back the replica to its original state before FailOver. The data added during the FailOver state will be flushed after the Undo FailOver.

Permanent Failover
Make the replica VM as the source VM permanently. In case if the source VM is not recoverable after a disaster then you can go for permanent FailOver option.

Failback
Recover the replica VM to the source host or to another host to continue the operations of the production VM.

4 Previous Next %

© 2004 - 2016 Vembu Technologies All Rights Reserved ®®®®

Review configurations:

e Review the configuration provided for selected restore option and click Finalize Now.

e Permanent Failover- This option makes the replicated VM as the source VM
permanently.

Note: This option is usually preferred when the actual source VM is no longer
recoverable after a disaster.
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\/em bu & win-sg1pb1hjhrs

BOR e VM will be excluded from eplication configuration and so
The VM will b luded fi VM Replicati fi it il
the further incremental will not happen

.‘. Downloads

@ Dashboard ® Backup # VM Replicatiol

Zr R1_2VM_2DS

222 Restore Type & Restore Data 43 Finalize Type € Restore Options @ Review Selected & Restore Progress

Choose the Finalize Failover type

Undo Failover
Revert back the replica to its original state before FailOver. The data added during the FailOver state will be flushed after the Undo FailOver.

@

Permanent Failover
Make the replica VM as the source VM permanently. In case if the source VM is not recoverable after a disaster then you can go for permanent FailOver option.

Failback
Recover the replica VM to the source host or to another host to continue the operations of the production VM.

 Previous Next

© 2004 - 2016 Vembu Technologies All Rights Reserved ®®®®

Review configurations:

e Review the configuration provided for selected restore option and click Finalize Now.

¢ Failback- Go to Next Page

Vembu VMBackup User Guide
Failback

¢ Failback- This option let users recover the replicated VM along with failover data to the
source host or another host to resume its ongoing operations as a production
machine.

£22 Restore Type 2 Restore Data *yFinalize Type € Restore Options @ Review Selected < Restore Progress

Choose the Finalize Failover type

Undo Failover
Revert back the replica to its original state hefore FailOver. The data added during the FailOver state will be flushed after the Undo FailOwver.

Permanent Failover
Make the replica VM as the source VM permanently. In case if the source VM is not recoverable after a disaster then you can go for permanent FailOver option.

i) Failback
Recover the replica VM to the source host or to another host to continue the operations of the production VM.

4 Previous Next =

o Failback has an additional step to configure unlike the other two options: undo
failover and permanent failover.

Restore Options:
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1. Users will be directed to restore options page, where they are required to select target
server details such as:

» Choose between ESXi restore or vCenter Restore and select the VMware
server from the added list. If not, do add a target server with 'Add Target
Server' option.

= Now select the respective target host and then the datastore to which the
selected VMs are to be recovered.

» Provide the names for VMs to be restored.

= Once done, proceed with Next.

23 Restore Type £ Restore Data = Finalize Type €3 Restore Options @ Review Selected 2> Restore Progress

Failback Options

Target Server Details

ESXi Restore [®lCenter Restore

Select VMware Server ¥ @Add VMware Server

Selected VM Host Name Datastore VM
FB2_Replica_DS_SP Select Target Host ¥ Select DataStore ¥
4 Previous Next <

Review configurations:

e Review the configuration provided for selected restore option and click Finalize Now.

222 Restore Type 2 Restore Data ™ Finalize Type €% Restore Options @ Review Selected < Restore Progress

Review Finalize Failover Configurations

+ Selected VM(s) :FB2_Replica_D5_SP
+ Selected Finalize Failover Type :Failback

+ Target Server Name :192.168.102.77

€ Previous & Finalize Now

Finalize Failback:

This restore option is enabled, only after when user opts for Failback as Finalize type in
Finalize Failover(Restore type).

e Proceed with restore type: Finalize Failback.
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£2Restore Type £ Restore Data = Finalize Type £¥Restore Options ® Review Selected Z Restore Progress

Choose the restore type

Failover
Switches the operations from original VM to its replica on the target host.

Finalize Failover
Finalize the FailOver state of a replica by Undo FailOver/Permanent FailOver/FailBack options.

is! Finalize Failback
Finalize the FailBack state of a replica by Undo FailBack/Commit FailBack options.

Next ¥

Restore Data:

e Select the VMs to be restored and proceed.

222 Restore Type B2 Restore Data = Finalize Type €% Restore Options @ Review Selected © Restore Progress

Choose the restore data

~2192.168.102.48
i CBWIn_XP_Pro_64Bit_1_Replica_Apr1l
&) (BWin_XP_Pro_64Bit_iSCS|_Replica_April

€ Previous Next 3

Finalize Type:

Users will have 2 finalize types to choose between:

e Undo Failback- When a VM recovered via Failback option does not function properly or
if the restore fails due to any reason, then this option is chosen to revert back the
replica to resume the Failover state.

e Permanent Failback- When a VM recovered via Failback performs as expected, then this
option is chosen to confirm commiting Failback. This means that the failbacked VM will
now be selected as production VM and will get excluded from replication jobs.
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22 Restore Type 2 Restore Data +Finalize Type ¥ Restore Options @ Review Selected < Restore Progress

Choose the Finalize Failback type

[®] Undo Failback
Revert back the replica to the FailOver state. If FailBack VM is not performing as expected then you can do Undo FailBack.

Permanent Failback
If FailBack VM is recovered properly and running as expected then you can confirm the FailBack by commit FailBack.

€ Previous Next

Review configurations:

e Review the configuration provided for selected restore option and click Finalize Now.
Vembu VMBackup User Guide

Bare-metal Recovery

Follow below steps to perform Physical Recovery for Image backups using Recovery CD:
e To do bare-metal recovery using Vembu Recovery CD first we need to download and

install WAIK. Click on below link, to download WAIK:
http://www.microsoft.com/enus/download/confirmation.aspx?id=5753

e Once WAIK is installed, download Vembu Recovery CD: Click Here to Download

¢ You will have Vembu Recovery CD in both 32-bit and 64-bit zip formats, download
accordingly based on requirement. Now unzip the downloaded file and run
RecoverCDBuilder with administrator privileges. You will get a window opened as
shown below.
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v VembuBDR Recovery CD Builder - o x]
SERVICE PROVIDER LICENSE AGREEMENT %

Read and accept the License Agreement

SERVICE PROVIDER LICENSE AGREEMENT ”

Before you use this software, please read the tems of this agreement (" Agreement ™) carefully. Indicate your acceptance
of these terms by selecting the "Agree” button at the end of this Agreement and i you do not agree to all of the terms of
this Agreement, select the "Decline” button at the end of this Agreement and do not proceed to use the Software.

NOTWITHSTANDING ANYTHING CONTAINED IN THIS AGREEMEMNT, UMDER MO CIRCUMSTANCES SHALL THE
SOFTWARE PROVIDER - M/s. Vembu Technologies Private Limited, a company incorporated in India and having it's
reqgistered office at Office A, [l floor, 209, Velachery Main Road, Velachery, Chennai - 00042, INDIA BE LIABLE TO
YOU OR ANY OF YOUUR CUSTOMERS FOR ANY SPECIAL, INDIRECT, PUNITIVE, INCIDENTAL OR
CONSEQUENTIAL DAMAGES (INCLUDING BUT NOT LIMITED TO DAMAGES FOR LOSS OF PROFITS OR
SAVINGS, BUSINESS INTERRUPTION, LOSS OF INFORMATION OR DATA, INCLUDING CUSTOMER DATA)
WHETHER IN CONTRACT, NEGLIGENCE, TORT OR OTHERWISE ARISING QUT OF YOUR USE OR INABILITY
TO USE THE SOFTWARE OR THE BREACH OF THIS AGREEMENT, EVEM IF ADVISED OF THE POSSIBILITY OF
SUCH DAMAGES.

e Read the service provider license agreement carefully and click agree. You will be
proceeded to VembuBDR Recovery CD builder window as shown below.
Note: When you have RAID and additional drivers to be setup in the machine to be
recovered, such drivers can be bundled with Vembu Recovery CD using 'Additional
Driver' option.
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VembuBDR Recovery CD Builder

This wizard will help you to build Recovery CD to restore existing VembuBDR badwp

WAIK location: |C:'\F‘mgram Files'\Windows AIK

Target location: |[::\

Additional Driver |

Motes
Install Windows fAutomated Installation Kit before creating VembuBDR Recovery CD
http./iwe w w.microsoft. com'downloadsien/details. aspx

Status

Select the installed WAIK location Eg: C:*Program Files"Windows AlK

[T] Retain temparary files(Optional)

e In this window, WAIK location will be auto-filled, target location is the location where
you want to store ISO. Now click Build to start creating ISO file. You can also monitor
the progress of ISO creation.

VembuBDR Recovery CD Builder Q
e

This wizard will help you to build Recovery CD to restore existing VembuBDR badup

WAIK location: |C:\.F‘mgram Files'\Windows AlIK | | T |

Target location: |C:'\ | | Browse... |

Additional Driver | | Browse..

Motes
Install Windows Automated Installation Kit before creating VembuBDR Recovery CD
hitp:/fwww. microsoft. comidownloadsien/details. aspx

Status
Copying Files ...

[] Retain temporary files{Optional)
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e Once done, the ISO file will be available in the Target location you have entered.

AN B IS0 - | o
Home Share Wiew - 9
[ L » ThisPC » Local Disk (C) » ISO v ¢ | searchiso 2|
¢ Favorites MName Date modified Type Size
B Desktop |4 VembuBDR_Recovery_CD_x64 6/23/2016 5:02 PM Disc Image File 197,834 KB
4 Downloads

U=
1= Recent places

18 This PC
i Desktop
| Documents
& Downloads
¥ F on VEMBU-101
W' Music
=| Pictures
B Videos
[t Local Disk (C:)
[ New Volume (D:

s New Volume (E:)
—a VembuVirtualDri
L) DVD Drive (G:) KE
e E(W\192.168.102.2
—a Local Disk (Z:)

e Insert ablank CD in CD/DVD drive and burn the created ISO file in CD by right-clicking
over ISO file and choosing the option 'Burn Disk Image'. Windows Disk Image Burner
will open, choose the CD/DVD drive and click burn to start burning process.

£ % Mount
Burn disc image
T-Zip ]
CRC SHA 3

Edit with Motepad++
Scan with AVG
Open with...

W E
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Disc image file: YembuBDR_Recovery_CD_x64.iso

Disc burner: DVD R Drive (D) Y.

Status
To start burning the disc image, click Burn.

[ ] Verify disc after burning

Burn Cancel

e You can also monitor the progress of burning process.

e Once the burn process completes, CD will be auto ejected. Reinsert CD and reboot
machine to BIOS settings. Change the boot priority and set CD/DVD as primary boot
device and click Save and Exit. VembuBDR recovery console will be opened as shown
below. Click Next to continue.

Vembu BDR Recovery Console 5 x|

QI Welcome to Vembu BDR
Recovery Console

o You can use this recovery console to restore data from
a backup image. You can also use it to correct Boot
Configuration Data (BCD) in this machine or to
troubleshoot boot issues,

%

D),

Vembu BDR
Recovery CD
{© 2014 Vembu Technologies Inc. All Rights Reserved.

= Bach Mext = Cancel
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e Read the Software License Agreement carefully, click Accept and proceed with Next.

Vembu BDR Recovery Console x|

Software License Agreement ‘%

Please read the following License Agreement. You must accept the terms of this
agreement before continuing.

VEMBUEBDR. RECOVERY CD CREATIOM SOFTWARE EMD USER. LICEMSE AGREE &
This i a legal agreement between you and Vembu Technologies Private Limited, a

1.5cope of Agreement
The VembuBDR. Recovery CD Creation Software consists of software that can be

2.Grant of License
If you are installing and / or using the YembuBDR. Recovery CD Creation Software

3.Restrictions on Use

You shall not or permit any other to transmit all or any portion of the VembuBDR R

The rights under this Agreement are personal to you and the functionality uﬂhilll
k

|

i+ Aﬁpt " Dedine

= Back I Mext = I Cancel |

e You will have option to select a task from the below list:
o Recover entire disk or partition
o Set BCD boot configuration
o VMware driver installation
Since we have to do physical recovery, we'll proceed with 'Recover entire disk or
partition' option and click Next.
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Vembu BDR Recovery Console : 5[

Select a task
select a task and dick Mext to continue

—Select a task

{+ Recover entire Disk or a Partition
{~ Set BCD Boot configuration

{~ WMDK Driver installation

Open Command Prompt Map a network to local drive

= Back Mext = Cancel
Lag'

e You will be directed to recovery page, where you will be required to provide details for
following options:
o Browse and select the file which you need to recover.
o Browse and select the backup configuration file.
o Select the disk/drive you wish to restore from the following list.
Once done choosing respective requirements, click Next to proceed.
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Vembu BDR Recovery Console A x|

Recovery Page
Browse to the folder where you have restored the files from the server,

1. Browse and select a file which you need to recover. { Eg:I:\BMRRestore\Diskd_full.vhd)
Location: ID: iTest_VYHD\Diskd_Merge,vhd j Browse |

2. Browse and select the backup configuration file. { Eq:I:\EMRRestore\EMRbackup.sbc)

Location: ID: {Test_VHD\Test_VHD.sbc j Browse |

3. Select a Disk from the following list

Disk | Capadity
- Disk 1.50GB
b ): 1.50GE

¢ In next window, you will be required to select target disk/drive to which recovery will
be performed. Once done selecting the target, click Next.
Note: the selected disk/drive will be formatted and only recovered data will be
available. So make sure you don't have any important data on target disk/drive.

Vembu BDR Recovery Console s x|

Recover entire Disk or a Partition
Recover the complete Hard Disk or a single Partition from the image files

Select the target device to recover

— Target Device
Device Name | Type I Total Size | index |
=y System Reserved 100.0 MB 1
E:Y, 39.90 GB 2
D:h Mew Yolume 109.99 GB 4
Mew Volume 10,0 GBE 5

WARMIMG : The selected destination [Disk/Drive] will be formatted during
restore and the existing data present in the diskjdrive will be lost.

< Back I Mext = I Cancel
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e Proceeding will initiate the recovery process and once it's done. You can find your
recovered data in target disk/drive selected.

Vembu VMBackup User Guide
Vembu Virtual Drive
Vembu Virtual Drive is an exclusive feature of VembuBDR server, that allows user to

instant access backup data. With the help of VembuHIVE file system, Vembu Virtual Drive
virtual mount backup data and allow instant access for users.

Vembu Virtual Drive will make following file format types available for any image based
backups mounted in it:

e VHD

e VMDK

e VHDX

e VMDK-Flat

e RAW image files

These files can be used based on user requirements. For example, a VHD file can be
mounted in Hyper-V or a VMDK file can be mounted in a ESXi server or a RAW image file
can be mounted in KVM to create a virtual machine. VHD file can also be mounted in disk
management to access file level backup data.

Manage Vembu Virtual Drive (NFS Share)
e Go to Management — Server Management — Manage Virtual Drive

This page lists all image backups stored in backup server and user can virtual mount any
backup data he wish to instant access.
Vembu Virtual Drive - NFS Share Settings

Enable NFS service on Vembu Virtual Drive

List of backups available for virtual drive mount/unmount
Backup Name Client Name Plugin Type Virtual Mount Status

VM _Test bdr-103216 vm Mount
vmware bdr-103216 vm

SinDriDisEvryBasAdApAwS image-103217

MisDrivDailyGFS image-103217 = Mount

e To virtual mount a backup data, user have to click '"Mount' option alongside specific
backup job to be accessed and click Yes in confirmation dialog.
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Confirmation

Areyou sure you want to Mount the backup data in the Virtual drive ?

o

e User can now have access to backup data by viewing VembuVirtualDrive displayed in
My Computer.

e Once done with requirement, user can unmount data by clicking on Unmount option
and confirming with a Yes in confirmation dialog.

Confirmation

Are you sure you want to Unmount the backup data in the Virtual drive ?

o [

Enable NFS Service on Vembu Virtual Drive

e Vembu Virtual Drive can be shared within a network area by enabling NFS service on
Vembu Virtual Drive.
e NFS service for Vembu Virtual Drive is available on both Linux and Windows servers.

Note: For enabling NFS feature in Linux servers, it is necessary to have NFS kernel
server installed in Backup Server machine. You can install NFS Service by using "apt-get
install nfs-kernel-server" command. You need to run VembuBDR with root/
administrator privileges in order to save NFS settings.

Enable NFS Service on Linux Screenshot:
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Vembu Virtual Drive - NFS Share Settings

Enable NFS service on Vembu Virtual Drive (:)

o For enabling NFS feature, it is necessary to have NFS kernel server installed in Backup Server machine. You can install NFS Service by using
"apt-get install nfs-kernel-server" command. You need to run VembuBDR with root/administrator privileges in order to save the NFS setting.

List of backups available for virtual drive mount/unmount

Backup Name Client Name Plugin Type Virtual Mount Status

aishwarya vembu-aish vm

Enable NFS Service on Windows Screenshot:
Vembu Virtual Drive - NFS Share Settings

Enable NF5S service on Vembu Virtual Drive (:)

You can now attach and access Vembu Virtual Drive in ESX(i) Server as a NFS datastore using the below steps.
1. Provide DNS Name\IP Address of Backup Server in "Server” field
2. Provide "/VembuNFS" as Share in "Folder” field
3. Then provide a name for that Datastore
e.g 192.168.7.10/VembuNFS
MNow ESX(i) hosts get direct access to the backed up image files(flat-VMDK) hence you can recover the backed up virtual machines.

List of backups available for virtual drive mount/unmount

Backup Name Client Name Plugin Type Virtual Mount Status

VM_Test bdr-103216 vm

e NFS share service allows user to add VembuVirtualDrive as a NFS datastore in ESXi
servers.

Note: Before enabling NFS service on Vembu Virtual Drive, please make sure Microsoft or
any other third party NFS services is disabled to ensure uninterrupted service.

Vembu VMBackup User Guide
Managing Hyper-V Backup and Recovery

e Hyper-V Backup
e Disaster Recovery

Hyper-V Backup
Hyper-V Backup

e Setup Backup Job

e Manage Backup Job
Vembu VMBackup User Guide
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Setup Backup Job

e Go to Backup — Microsoft Hyper-V

& Dashboard X Backup~ VM Replication ~ l#* Reports 3= Settings
Z VMware vSphere
VMware v ) Microsoft Hyper-V
2% Microsoft Hyper-V
Protect your VMy Aware vCenter Server or VMware ESX(i) Protect your Hyper-V VMs by selecting the YMs which youwant to backup.
Hostandthenchy = List Jobs ickup / replicate.

+ Add VMware Server Configure Hyper-V Backup

Create Hyper-V Backup:
Choose Virtual Machine(s):

e Choose list of VMs you wish to get backed up and proceed.

HChoose Virtual Machinels) B Configure Scheduling € Configure Retention & Review Configurations

¥ Progress Details

Choosethe machine(s) youwish to configure

VMis)/Diskis) Exclusion

<IH§ WIN-BD5BLORSTOQ
i@ [ vm-1_CREATE vhad DURING CREATICON  Off

v [ vha later Off
v [ Existing VHD Off
S [ YM1-SME Off
b [ Mew ¥irtual Machine Off

Mesct 5

VM(s)/Disk(s) Exclusion
e On selecting Host level backup, you might wish to exclude some specific set of VMs

from getting backed up. Such VMs can be excluded using VM(s)/Disk(s) exclusion
option.

VM Exclusion
o C(lick 'VM(s)/Disk(s) Exclusion' option, you will get a popup as shown below.
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VM(s)/Diskis) Exclusion

Exclude WMI(s) Exclude Diskis) =+ Select WMIs)

WM Mame Actions

Add Ws to exclude

Choose 'Exclude VM(s)' tab.

To exclude a virtual machine from a configured host level backup, click 'select VM' and
choose the VMs to be excluded and click 'Exclude’.

¢ Once added, save the exclusion settings.

M (s)/Disklis) Exclusion

Excclude WMis) Exclude Disk(s) =+ Select WP(s)

Excluded Whs Actions
[ VM1-SMBE x
[ Mew Wirtual Maching ®

e You can also add/delete a VM to/from exclusion list, whenever required by editing the
backup job.
Note: Changes made in VM exclusion settings will be taken into effect immediately
with next schedule.

Disk Exclusion
e C(lick 'VM(s)/Disk(s) Exclusion' option, you will get a popup as shown below.
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VM(s)/Diskis) Exclusion

Exclude WMI(s) Exclude Diskis) =+ Select WMIs)

WM Mame Actions

Add Ws to exclude

e Choose 'Exclude Disk(s)' tab.
e Disk exclusion can be either enabled at host level or can be configured at VM level.

Host level Disk Exclusion- This exclusion type is possible when you opt to configure

host level backup job. Under 'Exclude Disk(s) tab, you will find the configured host(s)
listed.

VM(s)/Disk(s) Exclusicn

Excclude WM(s) Exclude Dhskis)

=+ Select WM(s)

MName Type of Disk excluded Actions
ﬁ Existing YHD Crther than System Disk rd
[ ¥M1-5ME IDE[0:0]SCSI[0:0] r

e You can choose 'Edit Disk Exclusion' option, to assign global disk exclusion rule for
VMs under a chosen host. Edit Disk exclusion tab will have following exclusion rules:
o No disks Excluded
o Include only System Disks for Backup. Exclude Others (typically 0:0)
o Select type of Disk to exclude
Note: By default No disks excluded option will be selected.
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Edit Disk Exclusion

i@ Mo Disks Excluded
() Include anly System Disks for Backup, Exclude Othersttypical lyv Disk 0:0)
() Select type of Disk to exclude

MOTE: Removal of already confisured exciusion rles will effect only from next additional fudl backug.

ft el ot effect on current il Rackus.

e Opting for the third option of selecting disk type will list all available disk types for VMs
in Hyper-V.
e User can choose the disk(s) to be excluded in each disk type.

Disk Exclusion

() Mo Disk Excluded
) Include only System Disks for Backup(typically Disk 0:0). Exclude Others,
{#] Select type of Disk to exclude

] IDEC:0 ~
[ ] IDEQ:1
] IDE1:0
[]IDE1:1
A4

NOTE: Removal of already configured exclusion rules will effect only from next additional full backup. If

Wil not effect on current full backup.

e Once done assigning disk exclusion rule, click 'Confirm'and save the exclusion
settings.
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VM level Disk Exclusion- This exclusion type can be configured in both host level
and VM level backup job. Under 'Exclude Disk(s) tab, you will find the list of configured
VM(s).

If it's a host level backup job, you can assign both host level exclusion rule as well as
assign exclusion rule for individual VMs by adding VMs to be configured using Select

VM(s) option.

WiM(s)/ Disk(s) Exclusion

=+ Select WMIs)

Excclude WhAls) Exclude Diskis)

MName Tvpeof DMsk excluded

[{EWIN-BD58LORSTOC IDE[0:0] &

e Choose 'Edit Disk Exclusion' option alongside a VM to configure disk exclusion rule
for the selected VM. Edit Disk exclusion tab will have following exclusion rules:
o No disks Excluded
o Include only System Disks for Backup. Exclude Others (typically 0:0)
o Select type of Disk to exclude
Note: By default No disks excluded option will be selected.

Edit Disk Exclusicon

® Mo Disks Excluded
i) Include anly System Disks for Backup. Exclude Othersitypically Diske 0:0)
i) Select type of Disk to exclude

MNOTE: Bewrroval of afready configured esclusion res will effect omndy from nest adaitional il backug

ft vl not effect on curvent fid Rackug.

e Opting for the third option of selecting disk type will list all available disk types for VMs
in Hyper-V.
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e User can choose the disk(s) to be excluded in each disk type.
e Once done assigning disk exclusion rule, click 'Confirm'and save the exclusion
settings.

Disk Exclusion

(O Mo Disk Excluded
() Include only System Disks for Backup(typically Disk 0:0). Exclude Others.
{®] Select type of Disk to exclude

IDE plesy]

] IDEC:O A
[]IDEQ:1
] IDE1L:0
] IDE1:1

NOTE: Removal of afready configured exclusion rules will effect only from next additional full backup. if
will not effect on current full backup.

e You can also add/delete a disk to/from exclusion list, whenever required by editing the
backup job.

Note: Changes made in disk exclusion settings will be applied only when a additional
full backup is scheduled.
Configure Scheduling:

e Users can configure their backup schedules flexibly based on their requirement. They
can choose from Hourly/Daily/Weekly options for backup schedules.
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B4 Configure Scheduling <3 Configure Retention @ Review Configurations  Progress Details

Select how frequently you want to run backup

® Hourly 8 Hours A
on the following days.
Sun @ Mon @ Tue ¥ Wed [ Thu & Fri Sat
Run Daily
Run Weekly
€ Previous Next

Configure Retention Policy:

e Users will be given 2 options for choosing retention policy:
o Basic retention and
o Advanced retention (GFS)

Basic:

e Vembu VMBackup provides forever incremental backups, where user can have ‘n'
number of incrementals. They also do have options to limit incremental count, which
when retention count reaches incremental count, older incrementals will be purged
while latest incremental will be retained as per configuration.

HChoose Virtual Machine(s) B Configure Scheduling €3 Configure Retention @ Review Configurations 2 Progress Details

Configure Retention Policies for the backup

® Basic Retention Application Aware Options
Keep 3 »  daily merged recovery points @

last Additional Full Backups

Advanced Retention

4 Previous MNext =

Advanced (GFS Retention):

e The Multilevel GFS retention reduces the time taken to restore backed up machines
and most importantly reduce the size of image files in storage location. It also help
avoid long chains of incrementals, ensuring safety of backup data and allow you to
meet the requirements of your retention policy.

GFS retention merge incrementals on a daily, weekly and monthly basis:
o Daily - Daily merge will merge hourly incrementals on the third day's first
successful incremental backup.
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o Weekly - Weekly merge will commence based on user scheduled day's first
successful incremental backup. It will merge all daily merged incrementals into
a single weekly merged file.

o Monthly - Monthly merge is much similar as weekly merge where user need to
schedule particular day in a month(For example: Third Wednesday) and the
merge will get initiated at first successful incremental of the day. It merges all
weekly merged files as a single monthly file.

GFS Retention Policies

] Daily Merge

Merge hourly incremental backups of a day on the third day's first successful incremental backup

¥ Weekly Merge

Merge daily merged incrementals upto Sunday v after the next successful incremental schedule

) Manthly Merge

Merge Weekly merged incrementals upto after the next successful

incremental schedule

(o o

Sunday v

Application-Aware Hyper-V Backups:

Hyper-V backups utilize Microsoft VSS writers to take application-consistent backups(MS
SQL, MS Exchange) and truncate exchange log files to free up the space.

Enabling application aware process - Truncate logs immediately:

e Enabling this option lets Vembu BDR truncate the exchange server logs before initiating
backup process. It purges and commits log files along with the .edb files and reduce
storage space consumed.

Application Aware Image Process Prerequisites:

e To perform application-aware image processing, the Guest Machine (running MS
Exchange server, MS SQL Server, MS SharePoint Server, MS Active Directory) should be
installed with latest Hyper-V integration services.
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Application Aware Settings

[J Truncate logs immediately (after snapshot)

To perform the application-aware processing, the Guest Machine should be installed

with latest Hyper-V integration services.

Additional Full Backups:

Additional Full Backup

@

Take a fullbackup|  Daily @ 09 v 00 - PM Y

Store amaximumof — 02-[Default] ¥  full backups.

Typically, you would do a full backup the first time you backup your data and thereafter only do incremental backups. However,
depending on your frequency of backing up, etc, sometimes your 'incremental backups’ can become quite big themselves. You might
optionally like to configure full backups every once in a while and run incremental backups in between.

In an enterprise environment, configuring a backup job with one full backup and forever
incremental is not a recommended practice. Users from such environment will tend to
configure additional full backups periodically and that can be automated with our
additional backup option.

Additional Full Backups can be configured in following order of scheduling:

e For Continuous and Run every few hours schedules- Configuring daily/weekly/monthly
additional full backup is possible.

e For Run Daily schedule- Configuring weekly/monthly additional full backup are the
possible options.

e For Run Weekly schedule- 'Monthly full backup'is the only possible additional full
backup.

e For Run Once schedule- You cannot configure additional full backup.

Note: Users can also limit the number of full backups to be retained with 'Store a maximum
of' option. With this option, users can share the unwanted storage data occupied based for
a time period. For example, a user needing no more than 6 months of data retainment can
configure 6 monthly full backups where the 1st additional full backup will be deleted on
the 7th month when a new full backup completes successfully.
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Review Configurations:
e User will be required to provide a name for backup scheduled.
e And can verify the configurations one final time, before hitting ‘run the backup'.

@ Review Configurations =~ Progress Details

[ Choose Virtual Machine(s) 8 Configure Scheduling £% Configure Retention }

Enter The Job Name Backup Scheclule Name
Review Configurations

+ Configured Machine(s): Existing VHD, VM 1-SMB
+ Run this backup for every 1 Hour on Sun Mon,Tue WedThu,FriSat

v Configured to keeplast 3 daily merged recovery points

 Previous X Save the backup

Progress Details:

e Thus, backup progress is witnessed and can be verified once it completes successfully.

oose Virtual Machine(s, onfigure Scheduling onfigure Retention @Review Configurations # Progress Details
LHch Virtual Machine(s) £ Confi Scheduli €3 Confi Retenti Review Confi i ] =P Detail.

Backup Progress Details

24% Complata

Backup Details In-Progress Details
Total backup 5ize: 132 MB Current VM Size: 132 MB
Existing VHD Progress Time to Complete : 00:0C:00
VM1-SMB Yet ToStart

Transfer rate : 1.0 Gbps
iEList Backups
Vembu VMBackup User Guide
Manage Backup Job

Client Side- Vembu VMBackup:

e Login to Vembu VMBackup and go to ' Backup — List Jobs'.

e The list of backup jobs configured from that particular client machine will be listed
along with options to edit, suspend/resume, run/abort, delete the backup job.

e Users can also view the plugin type and historical report of a particular backup job.
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Job Name Host Name Next Schedule Time Plugin Suspend/Resume Run Now Abort View Edit Delete Status Reports
Xp_mchine WIN-GEVF7PSATST Tue 26 Apr 2016 01:02:48 = n L4 @ = o Idle ]
Suspend/Resume:

e This option lets a user to suspend and resume a configured backup job, if required.
e A suspended backup job will not run schedules as per its configuration, until/unless it is
resumed.

Run Now:

e This option is used to immediate schedule a backup job, once clicked.

e If run now is triggered in midst of scheduled interval, then the next schedule interval
will be calculated from the time of recent backup job.
Note: If a backup job is triggered in midst of scheduled interval with run now, then the
next backup schedule will be triggered

Abort:
e This option is used to abort a backup job that is currently in progress, if required.

View:
e This option allow user to view thesaved configuration of any specific backup job.

Edit:
e This option allow user to edit the configuration of an already scheduled backup job.
e Edit option allow user to completely reconfigure the backup job being edited. (i.e) User
can:
o Add/remove VMs.
o Reconfigure the schedule frequency, retention policies, additional backups and
application aware options of backup job.
e Once done, review the edited configuration and save it.

Delete:

e This option is used to delete the backup job, if no longer required.

e Proceeding with this option, will ask for deletion confirmation and once confirmed the
backup job will be deleted in client.

e |If serveris up and listening, the respective backup data of particular job will also be
deleted in server end.

Vembu VMBackup User Guide

Disaster Recovery

e Login to Vembu BDR backup server web console via any one of following options:
o By typing default URL: http://localhost:6060 (or)http://
<lp_Address_of_Machine>:6060 in browser
o Via shortcut created on desktop.
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o Via Vembu VMBackup client web console option in tray icon.

e Go to Recovery tab.
e Backups configured from various client machines to the server, will be listed for
recovery, along with below listed options:
o Restore

o Virtual mount

o Proceed to Persistent Instant Boot version delete

o Delete

o Replication actions

o Status

o Reports
Job Name Client Name Size Restore Mount Persistent Delete Actions Status Reports
3vms_test 11_vm_35 182.06 GB = ] [+ i L || Idle ]
dyms_test virmac_12_35 188.26 GB & ] & o facal | | ldle =]
sql_app_hyperv 192.168.102.27 76.91GB = ] [ o facl | | Idle =]
vm_test_62 virmac_5_35 34.1GB 3 ] [+) 5] x ® 1l A =]
wm_test_19 win2007_2_35 34.64 6B & ] [+ u} el | | Idle =]
vm_test_66 virmac_23_3% 19.4 GB £3 ] [+ o ol | | Idle =]
vm_test_34 virmac_3_35 32.31GB £ [ ] & u [ | | Idle =]
vm_test_23 12_vm_35 63.94GB £ ] o i [ || Idle =]

Virtual mount:

e This option lets you instant mount backup data virtually where users can access
backup in different file formats such as: IMG, VHD, VHDX, VMDK.

Are you sure you want to Mount the backup data in the Virtual drive?

e Users can either take a copy of this mounted data or boot respective files if needed on
KVM(IMG file in Linux), VMware vSphere(VMDK) or Hyper-V(VHD, VHDX).

e Once done with requirement, unmount backup data. This will resume backup job, so
that incrementals will run as per schedule.

Areyou sure you want to UnMount the backup data in the Virtual drive?
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Proceed to Persistent Instant Boot version delete:

e During each instant boot and instant file recovery session, a change in backup data will
take place which then is saved as persistent Instant boot data.

e Persistent data can be restored using restore options, if needed.

e Persistent data will be listed with a (+p) sign alongside timestamps of backup versions.

e Such persistent data can also be deleted if not required, using the 'Proceed to
Persistent Instant Boot version delete' option.

e The option let user choose the timestamp of persistent data to be deleted.

e User will also be required to confirm deletion by selecting the checkbox 'Are you sure
you want to delete the selected version related persistent boot data from the
repository location permanently?' to proceed with deletion process.

Delete Persistent Instant Booted Version for Backup - 3vms_test

Select Persistent boot version to delete:|  Select timestamp v

| Are you sure you want to delete the selected version related persistent boot data
from the repository location permanently?

Restore:

e Proceeding with restore option will list below restore options to choose from:
o Quick VM Recovery
o Live Recovery to Hyper-V server
o File Level Recovery
o Download

B2 Restore Version 2 Restore Data €3 Restore Options @ Review Selected < Restore Progress

Choose the restore type

_ Instant VM Recovery
Recover backup images as ready-state VMs (i.e)instantly available and helps in maintaining business continuity with minimal downtime.
MNote: Default Hypervisors used for instant VM recovery are: Hyper-V (for MS Windows) and KVM (For Linux, Ubuntu).

o Live Recovery to Hyper-V server
Restore backed-up VMs directly to target Hyper-\V Servers.

_ File Level Recovery

Auto attach backup to Disk Management in local machine that allows instant access to backed up data and instant file recovery possible.

O Download
Multi-format restore available for any image backup(Physical/Virtual) and is easy to process.
The file formats available for restores are: VHD, VMDK, VHDX, VMDK-FLAT and RAW image file.

Next <
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Vembu VMBackup User Guide

Quick VM Recovery

Quick VM recovery option allow user to quick access backup images as ready state VMs.
(i.e) Minimal downtime and business continuity secured by making VMs instantly
available. Quick VM recovery gives 2 choices of instant boot software to users:

e Hyper-V (Default chosen software for Windows and available only on Windows servers)
e KVM (Default chosen software for Linux and available only on Linux servers)

Vembu VMBackup User Guide

Hyper-V

Login to Vembu BDR server installed in a Windows environment and go with 'Quick VM
Recovery' among recovery options.

e Proceeding with Quick VM recovery option will let you select version for Instant Boot.

22 Restore Type B Restore Version £ Restore Data &3 Restore Options @ Review Selected 2 Restore Progress

Choose the restore version

E-OFri 08 Apr 2016 18:03:29
SFri08 Apr 2016 17:02:18
: OFri 08 Apr 2016 15:59:41
“JFri 08 Apr 2016 14:58:09

: “OFri 08 Apr 2016 13:56:33
“OFri 08 Apr 2016 12:54:36
Fri 08 Apr 2016 11:52:09

: “OFri 08 Apr 2016 10:51:01
“JFri 08 Apr 2016 09:50:02

€ Previous Next ¥

e Once done choosing required timestamp, proceed to select the virtual machine to
boot.

e From the list of VM(s) select the VM to instant boot and proceed to allocate RAM for
Instant boot.
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g2 Restore Type B2 Restore Version & Restore Drata ¥ Restore Options @& Review Selected = Restore Progress
Choosetherestore data
=g WIN-BD58LORSTOC
“05 Existing VHD
4 Previous Nesat =

e The software used to instant boot is Hyper-V (For Windows servers) and the default
RAM size chosen is 2 GB which can be modified based on user requirement.

EERestore Type B Restore Version & Restore Data ¥ Restore Options @ Review Selected # Restore Progress
Choose the Software for Instant VM Recovery
Instant ¥M Recovery Hypery .
Startup RAM 1 GE .
Configure Network Details o
4 Previous Next

e Once done allocating RAM size, proceed to review configuration.

g5 Restore Type B Restore Version £ Restore Drata £ Restore Options = Restore Progress

Review Restore Configurations

+" Selected restore type : Instant WM Recovery
+ Restore Version : Fri 08 Apr 2014 18:03:29
+ Selected VM(s): Existing VHD

+ Booting Software : Hyper-v

+ Configured Network Details : Disabled

# Previous Nexdt

e Once done reviewing, click Next to proceed with Instant Booting the VM.
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22 Restore Type B Restore Version 2 Restore Data €¥Restore Options @ Review Selected

= Restore Progress

Restore Progress Details

[ Restore Status : Machine is booted. Please check the sofware used

¥ Client Name: 192.168.102.394

¥ Backup Mame: Win-7

& Transferred Size: -

& Recovery

e VM will get automatically created in Hyper-V VMs list.
Note: Once done with requirement, shutdown and turn off VM before unmounting
backup data. This will resume backup job, so that incrementals will run as per
schedule.

Vembu VMBackup User Guide
KVM

Login to Vembu BDR server installed in a Linux environment and go with 'Quick VM
Recovery' among recovery options.

e Proceeding with Quick VM recovery option will let you select version for Instant Boot.

23 Restore Type B Restore Version £ Restore Data €3 Restore Options @ Review Selected 2 Restore Progress

Choose the restore version

- OFri 08 Apr 2016 18:03:29
Fri08 Apr 2016 17:02:18
Fri08 Apr 2016 15:5%:41
+<JFri 08 Apr 2016 14:58:09

Fri08 Apr 2016 13:56:33
FUFri08 Apr 2016 12:54:36
Fri08 Apr 2016 11:52:09
Fri08 Apr 2016 10:51:01
Fri08 Apr 2016 09:50:02

€ Previous Next <

e Once done choosing required timestamp, proceed to select the virtual machine to
boot.

e From the list of VM(s) select the VM to instant boot and proceed to allocate RAM for
Instant boot.
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£ Restore Type B Restore Yersion G5 Restore Data i Restore Options @& Review Selected # Restore Progress
Chocsetherestoredata
G WIN-BDS8LORSTOG
)5 Exfsting VHD
&= Previous MNexct =

e The software used to instant boot is KVM (For Linux servers) and the default RAM size
chosen is 2 GB which can be modified based on user requirement.

22X Restore Type B Restore Version £ Restore Data €} Restore Options @ Review Selected < Restore Progress

Choose the Software for Instant VM Recovery

Instant VM Recovery KVM v

Startup RAM 2 GB v

4 Previous Next =

e Once done allocating RAM size, proceed to review configuration.

EEERestore Type B Restore Wersion 3 Restore Data € Restore Options

22 Restore Progress

Review Restore Configurations

+ Selected restoretype : Instant WM Recovery
+ Restore Version : Fri 08 Apr 2014 18:03:2%9
+ Selected YM(s): Existing VHD

+ Booting Software 1 KM

+ Configured Network Details : Disabled

4 Previous Nesdt

e Once done reviewing, click Next to proceed with Instant Booting the VM.
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22 Restore Type B Restore Yersion 2 Restare Data €3 Restore Cptions <@ Review Selected

¥ Restore Progress

Restore Progress Details

[# Restore Status : Restore completed
# Client Name: 192.168.102.34
¥ Backup Mame: Win-7

[ Transferred Size: -

& Recovery

e VM will get automatically created in KVM VMs list.
Note: Once done with requirement, shutdown and turn off VM before unmounting
backup data. This will resume backup job, so that incrementals will run as per
schedule.

Vembu VMBackup User Guide

Instant File Recovery

This option lets you instantly attach backup data to disk management as a VHD/VHDX file

and proceed with file level restore.

e The VHD/VHDX file is created by virtual mounting backup data.

e Users can access backup data via disks attached on disk management.

e Once done with requirement, unmount backup data. This will resume backup job, so
that incrementals will run as per schedule.

e Select the timestamp version for file level recovery and proceed

22 Restore Type B Restore Version £ Restore Data €% Restore Options @® Review Selected = Restore Progress

Choose the restore version

- OFri 08 Apr 2016 18:03:29
Fri08 Apr 2016 17:02:18
Fri08 Apr 2016 15:59:41
Fri08 Apr 2016 14:58.09

Fri08 Apr 2016 13:56:33
Fri08 Apr 2016 12:54:36
= JFri08 Apr 2016 11:52:09
Fri08 Apr 2016 10:51:01
Fri08 Apr 2016 09:50:02

€ Previous Next

e Select the backup data to be mounted in disk management for file level restore.
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22 Restore Type B Restore Yersion 2 Restore Data £ Restore Options @ Review Selected # Restore Progress

Chogsetherestoredata

=g WIN-BEDSBLORSTOG
i 51 Existing VHD

4 Previous Mesct =

e Once done configuring restore options, proceed to review configuration.

g5 Restore Type B Restore Version 2 Restore Data $#Restore Options « Restore Progress

Review Restore Configurations

+ Selected restore type: File Level Recovery
+" RestoreWersion : Fri 08 Apr 2014 18:03:29

+ Selected VM(s): Existing VHD

4= Previous MNexdt =

e Once done reviewing, click Next to proceed with File Level Recovery.

= Restore Progress

22 Restore Type B Restore Version £ Restore Data 3 Restore Options @ Review Selected

Restore Progress Details

¥ Restore Status : Disk is mounted to disk management. Please check the list of drives

[ Client Mame: 192.168.102.34

[ Backup Name: Win-7

[ Transferred Size: -

& Recovery

Vembu VMBackup User Guide

Full VM Recovery to Hyper-V Server
e Proceeding with ‘Live recovery to Hyper-V server' option will let you ‘Select restore

version', where you have Hyper-V backup with several timestamps.
e Choose your required timestamp version and proceed to select VM.
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22 Restore Type £ Restore Version 32 Restore Data £ Restore Qptions @® Review Selected 2 Restore Progress

Choose the restore version

E-OFri 08 Apr 2016 18:03:29
JFri 08 Apr 2016 17:02:18
“OFri08 Apr 2016 15:59:41
s Fri08 Apr 2016 14:58:09
~Fri08 Apr 2016 13:56:33
JFri 08 Apr 2016 12:54:36
: JFri08 Apr 2016 11:52:09
s Fri08 Apr 2016 10:51:.01
e Fri 08 Apr 2016 09:50:02

4 Previous Next <

e If you have backed up more than one VM in a backup and need to restore a particular
VM/set of VMs, among all other VMs- Select your desired VM(s) and hit proceed to
provide target Host details.

EEERestore Type 8 Restore Yersion & Restore Data €3 Restore Options @ Review Selected 22 Restore Progress
Choosetherestore data
== WIN-BD5SSLORSTOC
) 1 Existing YHD
4 Previous Next

e Provide the target host details for VM recovery- Target Host's UNC path and Host user
credentials.

e User will also be required to choose RAM size for the VM to created(By default, set to 2
GB).

e User will also be allowed to choose the image format to be downloaded as- VHD or
VHDX.

222 Restore Type B2 Restore Version 2 Restore Data 3 Restore Options @ Review Selected = Restore Progress

Target Host's UNC Path Download the image file as _-Select Format — -

[ Eg: \\Target_Host_IP\Shared_Path ]
Host User Name
Host User Password

RAM Size 2 MB v

€ Previous Next =

e Once done configuring restore options, proceed to review configuration.
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EEERestore Type B Restor e Version 5 Restore Data &3 Restore Options = Restore Progress

Review Restore Configurations

+ Selected restore type : Live Recovery to HyperV Server
+ Restore Yersion @ Fri 08 Apr 2014 18:03:29

+ Selected VM(s): Existing VHD

+ Target Location : W192.168.102.45\d

+ Restore Format : VHD

& Previous MNesat =»

e Once done reviewing, click Next to proceed with Live recovery to Hyper-V server.

E8ERestore Type B Restore Yersion & Restore Data 3 Restore Options @ Review Selected > Restore Progress
[ Restore Status : [WHD] Download is in progress.

# Client Name: 192.148.102.34

[# Backup Mame: Win-7

™ Transferred Size: 6 MB

™ Transferred Rate:

@ Time Elapsed : 00:00:15

& Recovery

Vembu VMBackup User Guide
Download VM Files

e Download option allows users to download backup data as an offsite copy of their
preferred file format.

e Proceeding with restore, lets users go with the regular routine of selecting time-stamp
version they want to restore and click proceed.

22 Restore Type 24 Restore Version 2 Restore Data €3 Restore Options @ Review Selected < Restore Progress

Choose the restore version

E-OFri 08 Apr 2016 18:03:29
+-Fri 08 Apr 2016 17:02:18
; “JFri08 Apr 2016 15:59:41
| “JFri 08 Apr 2016 14:58:09
| “JFri08 Apr 2016 13:56:33
| “JFri08 Apr 2016 12:54:36
| “JFri08 Apr 2016 11:52:09
| “JFri08 Apr 2016 10:51:.01
| “JFri 08 Apr 2016 09:50:02

€ Previous Next <

e Now select VM(s) to restore and proceed to select restore location.
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s=iRestore Type B Restore Version = Restore Data 3 Restore Options @ Review Selected «r Restore Progress
Choose therestore data
=4= WIN-BED5S8LORSTOC
“1#2 Existing VHD
4 Previous MNed

e Restoring location can either be a local drive on backup server or if users have
managed to add a network shared drive, the restore can be directed to the network
shared location.

e Users can download backup data in multiple file formats such as: VHD, VMDK, VHDX,
VMDK-Flat and RAW.

EERestore Type 8 Restore WVersion & Restore Drata €3 Restore Options @& Review Selected # Restore Progress
Choose the Restore Location and Format for Restore
Restore to cy =
eg -Windows: Exfrestore’
&g -Linwe home/frestore
Virtual Disk Fermat Salect Format v
4 Previous Next

e Once done configuring restore options, proceed to review configuration.

f2ERestore Type [ Restore Version & Restore Data €3 Restore Options % Restore Progress

Review Restore Configurations

+" Selected restore type : Download

+ Restore Version : Fri 08 Apr 2016 12:54:35
+ Selected VM(s): Existing VHD

+ Target Location : Cif

+ Restore Format: VHDX

4 Previous Nesat

e Once done reviewing, click Next to proceed with Download.

315/332 . . .
\/ TRUSTED BY OVER 60,000 BUSINESSES Copyright 2017 Vembu Technologies. All Rights Reserved



Vembu VMBackup User Guide

22 Restore Type 88 Restore Yersion £ Restore Data 3 Restore Options @ Review Selected

= Restore Progress

Restore Progress Details

h WA WA WA WA WA WA WA WA WM. WA WA W

¥ Restore Status : Restore completed
& Client Name: 192.168.102.34
# Backup Mame: Win-7

[ Transferred Size -

& Recovery

e Taking offsite copies in various format allow users to boot backup data across various
virtual and physical environments such as Oracle Box, KVM, Hyper-V, VMware
vSphere, VMware player etc.,

e Also reconstruction of physical servers is also possible with this offline backup copies.

Vembu VMBackup User Guide

Bare-metal Recovery
Follow below steps to perform Physical Recovery for Image backups using Recovery CD:

e To do bare-metal recovery using Vembu Recovery CD first we need to download and
install WAIK. Click on below link, to download WAIK:

http://www.microsoft.com/enus/download/confirmation.aspx?id=5753

e Once WAIK is installed, download Vembu Recovery CD: Click Here to Download

e You will have Vembu Recovery CD in both 32-bit and 64-bit zip formats, download
accordingly based on requirement. Now unzip the downloaded file and run
RecoverCDBuilder with administrator privileges. You will get a window opened as
shown below.
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A% VembuBDR Recovery CD Builder = [= [T

SERVICE PROVIDER LICENSE AGREEMENT %

Read and accept the License Agreement

SERVICE PROVIDER LICENSE AGREEMENT ”

Before you use this software, please read the terms of this agreement ("Agreemert”) carefully. Indicate your acceptance
of these terms by selecting the "Agree” button at the end of this Agreement and if you do not agree to all of the terms of
this Agreement, select the "Decline” button at the end of this Agreement and do not proceed to use the Software.

NOTWITHSTANDING ANYTHING COMTAINED IN THIS AGREEMENT, UNDER NO CIRCUMSTANCES SHALL THE
SOFTWARE PROVIDER - M5, Vembu Technologies Private Limited. a company incomporated in India and having it's
registered office at Office A. [l floor, 209, Velachery Main Road, Velachery, Chennai - 600042, INDIA BE LIABLE TO
YOU OR ANY OF YOUR CUSTOMERS FOR ANY SPECIAL, INDIRECT, PUMITIVE, INCIDENTAL OR
CONSEGUENTIAL DAMAGES (INMCLUDING BUT WOT LIMITED TO DAMAGES FOR LOSS OF PROFITS OR
SAVINGS, BUSINESS INTERRUPTION, LOSS OF INFORMATION OR DATA, INCLUDING CUSTOMER DATA)
WHETHER IN CONTRACT, NEGLIGEMCE, TORT OR OTHERWISE ARISING QUT OF YOUR USE OR INABILITY
TO USE THE SOFTWARE OR THE BREACH OF THIS AGREEMENT, EVEN IF ADVISED OF THE POSSIBILITY OF
SUCH DAMAGES.

e Read the service provider license agreement carefully and click agree. You will be
proceeded to VembuBDR Recovery CD builder window as shown below.
Note: When you have RAID and additional drivers to be setup in the machine to be
recovered, such drivers can be bundled with Vembu Recovery CD using 'Additional
Driver' option.

317 /332 . . .
\/ TRUSTED BY OVER 60,000 BUSINESSES Copyright 2017 Vembu Technologies. All Rights Reserved



Vembu VMBackup User Guide

VVembuBDR Recovery CD Builder
This wizard will help you to build Recovery CD to restore existing VembuBDR badiup

WAIK location: |C:\F‘mglﬁm Files"Windaows AlK

Target location: |C:\.

Additional Criver |

Motes
Install Windows Automated Installation Kit before creating VembuBDR Recoveny CD
http: /e wew. microsoft. com/downloads/en/details. aspx

Status

Select the installed WAIK location Eg: C:\Program Fileg " Windows AlK

] Retain temporary files{Optional)

e In this window, WAIK location will be auto-filled, target location is the location where
you want to store ISO. Now click Build to start creating ISO file. You can also monitor
the progress of ISO creation.
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VVembuBDR Recovery CD Builder %
£

This wizard will help you to build Recovery CD to restore existing VembuBDR badwp

WAIK location: |C:'\.F‘mgram Files"Windows AlK | Browse... |

Target location: |C:'\ | Browse... |

Additional Driver | | Browse .

Motes
Install Windows Automated Installation Kit before creating VembuBDR Recovery CD
hitp:/iwww. microsoft. com/downloads/en/details. aspx

Status
Copying Files ...

["] Retain temporary files{Cptional)

e Once done, the ISO file will be available in the Target location you have entered.

Home Share Wiew v 0
1| L » ThisPC » Local Disk(C) » IS0 v & | | searchiso P
Y Favorites Al Mame - Date modified Type Size
B Desktop 4 VembuBDR_Recovery_CD_x64 6/23/2016 5:02 PM Disc Image File 197,894 KB
Y. 9
j Downloads

5l Recent places

18 This PC
_H Desktop
_E Documents
j Downloads
=# F on VEMBU-101
_ﬂf Music
_EI Pictures
_ﬁ Videos
(i Local Disk (C:)
Mew Volume (D:

—a Mew Volume (E:)
—a VemnbuVirtualDri
L) DVD Drive (G:) KE
g E (192,168,102,
a Local Disk (£:)

e Insert a blank CD in CD/DVD drive and burn the created ISO file in CD by right-clicking
over ISO file and choosing the option 'Burn Disk Image'. Windows Disk Image Burner
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will open, choose the CD/DVD drive and click burn to start burning process.

~ % Mount
Burn disc image
T-Zip 3
CRC SHA »

[of  Edit with Notepad++
B Scan with AYG
Open with...

Disc image file: VembuBDR_Recovery_CD_xGd.iso

Disc burner: {DVD R Drive (D:) Y i

Status
To start burning the disc image, click Burn.

[] Verify disc after burning

Burn Cancel

e You can also monitor the progress of burning process.

e Once the burn process completes, CD will be auto ejected. Reinsert CD and reboot
machine to BIOS settings. Change the boot priority and set CD/DVD as primary boot
device and click Save and Exit. VembuBDR recovery console will be opened as shown
below. Click Next to continue.
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Vembu BDR Recovery Console x|

gi Welcome to Vembu BDR
Recovery Console

o You can use this recovery console to restore data from
a backup image. You can also use it to correct Boot
Configuration Data (BCD) in this machine or to
troubleshoot boot issues.

%

\J‘"
Vembu BDR
Recovery CD
© 2014 Vembu Technologies Inc, All Rights Reserved.

= Back I Mext = I Cancel

e Read the Software License Agreement carefully, click Accept and proceed with Next.

Vembu BDR Recovery Console i x|

Software License Agreement ‘%

Please read the following License Agreement. You must accept the terms of this
agreement before continuing.

VEMELEDR. RECOVERY CD CREATION SOFTWARE END USER. LICEMSE AGREE o

This is a legal agreement between you and Vembu Technologies Private Limited, a

1.5cope of Agreement
The VembuBDR. Recovery CD Creation Software consists of software that can be

2.Grant of License
If you are installing and [ or using the VembuBDR. Recovery CD Creation Software

3.Resfrictions on Use

You shall not or permit any other to transmit all or any portion of the YembuBDR. R

The rights under this Agreement are personal to you and the functionality uFHﬂiILI
3

I

v Aﬁpt " Dedine

< Back I Mext = I Cancel |

e You will have option to select a task from the below list:
o Recover entire disk or partition
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o Set BCD boot configuration

o VMware driver installation
Since we have to do physical recovery, we'll proceed with 'Recover entire disk or
partition' option and click Next.

Vembu BDR Recovery Console . x|

Select a task
select a task and dick Mext to continue

—Select a task

{* Recover entire Disk or a Partition

{~ Set BCD Boot configuration

{~ VMDEK Driver installation

Open Command Prompt Map a network to local drive

= Back I Mext = I Cancel
lag’

e You will be directed to recovery page, where you will be required to provide details for
following options:
o Browse and select the file which you need to recover.
o Browse and select the backup configuration file.
o Select the disk/drive you wish to restore from the following list.
Once done choosing respective requirements, click Next to proceed.
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Vembu BDR Recovery Console A x|

Recovery Page
Browse to the folder where you have restored the files from the server.,

1. Browse and select a file which you need to recover, { Eg:I:'\BMRRestore\Diskd_full,vhd)
Location: ID: iTest_VHD\Diskd_Merge,vhd j Browse |

2. Browse and select the backup configuration file. { Eg:I:\BMRRestore \BMRbackup.sbc)

Location: ID: {Test_VHD\Test_VHD.sbc j Browse |

3. Select a Disk from the following list

Disk | Capacity
= Disk0 1. 50GE
. ): 1.50GB

e In next window, you will be required to select target disk/drive to which recovery will
be performed. Once done selecting the target, click Next.
Note: the selected disk/drive will be formatted and only recovered data will be
available. So make sure you don't have any important data on target disk/drive.

Vembu BDR Recovery Console a il

Recover entire Disk or a Partition
Recover the complete Hard Disk or a single Partition from the image files

Select the target device to recover

— Target Device
Device Mame | Type | Total Size | index |
C:y System Reserved 100.0 MB 1
E:l 39.90 GB 2
DY, Mew Volume 109.99 GB 4
MNew Volume 10.0 GB 5

WARNIMG : The selected destination [Disk,/Crive] will be formatted during
restore and the existing data present in the disk/drive will be lost.

< Back I Mext = I Cancel
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e Proceeding will initiate the recovery process and once it's done. You can find your
recovered data in target disk/drive selected.

Vembu VMBackup User Guide
Vembu Virtual Drive
Vembu Virtual Drive is an exclusive feature of VembuBDR server, that allows user to

instant access backup data. With the help of VembuHIVE file system, Vembu Virtual Drive
virtual mount backup data and allow instant access for users.

Vembu Virtual Drive will make following file format types available for any image based
backups mounted in it:

e VHD

e VMDK

e VHDX

e VMDK-Flat

e RAW image files

These files can be used based on user requirements. For example, a VHD file can be
mounted in Hyper-V or a VMDK file can be mounted in a ESXi server or a RAW image file
can be mounted in KVM to create a virtual machine. VHD file can also be mounted in disk
management to access file level backup data.

Manage Vembu Virtual Drive (NFS Share)
e Go to Management — Server Management — Manage Virtual Drive

This page lists all image backups stored in backup server and user can virtual mount any
backup data he wish to instant access.
Vembu Virtual Drive - NFS Share Settings

Enable NFS service on Vembu Virtual Drive

List of backups available for virtual drive mount/unmount
Backup Name Client Name Plugin Type Virtual Mount Status

VM _Test bdr-103216 vm Mount
vmware bdr-103216 vm

SinDriDisEvryBasAdApAwS image-103217

MisDrivDailyGFS image-103217 = Mount

e To virtual mount a backup data, user have to click '"Mount' option alongside specific
backup job to be accessed and click Yes in confirmation dialog.
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Confirmation

Areyou sure you want to Mount the backup data in the Virtual drive ?

o

e User can now have access to backup data by viewing VembuVirtualDrive displayed in
My Computer.

e Once done with requirement, user can unmount data by clicking on Unmount option
and confirming with a Yes in confirmation dialog.

Confirmation

Are you sure you want to Unmount the backup data in the Virtual drive ?

o [

Enable NFS Service on Vembu Virtual Drive

e Vembu Virtual Drive can be shared within a network area by enabling NFS service on
Vembu Virtual Drive.
e NFS service for Vembu Virtual Drive is available on both Linux and Windows servers.

Note: For enabling NFS feature in Linux servers, it is necessary to have NFS kernel
server installed in Backup Server machine. You can install NFS Service by using "apt-get
install nfs-kernel-server" command. You need to run VembuBDR with root/
administrator privileges in order to save NFS settings.

Enable NFS Service on Linux Screenshot:
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Vembu Virtual Drive - NFS Share Settings

Enable NFS service on Vembu Virtual Drive (:)

o For enabling NFS feature, it is necessary to have NFS kernel server installed in Backup Server machine. You can install NFS Service by using
"apt-get install nfs-kernel-server" command. You need to run VembuBDR with root/administrator privileges in order to save the NFS setting.

List of backups available for virtual drive mount/unmount

Backup Name Client Name Plugin Type Virtual Mount Status

aishwarya vembu-aish vm

Enable NFS Service on Windows Screenshot:
Vembu Virtual Drive - NFS Share Settings

Enable NF5S service on Vembu Virtual Drive (:)

You can now attach and access Vembu Virtual Drive in ESX(i) Server as a NFS datastore using the below steps.
1. Provide DNS Name\IP Address of Backup Server in "Server” field
2. Provide "/VembuNFS" as Share in "Folder” field
3. Then provide a name for that Datastore
e.g 192.168.7.10/VembuNFS
MNow ESX(i) hosts get direct access to the backed up image files(flat-VMDK) hence you can recover the backed up virtual machines.

List of backups available for virtual drive mount/unmount

Backup Name Client Name Plugin Type Virtual Mount Status

VM_Test bdr-103216 vm

e NFS share service allows user to add VembuVirtualDrive as a NFS datastore in ESXi
servers.

Note: Before enabling NFS service on Vembu Virtual Drive, please make sure Microsoft or
any other third party NFS services is disabled to ensure uninterrupted service.

Vembu VMBackup User Guide
Backup Agent/Proxy Settings

Backup Schedule Window
Bandwidth Throttling

User Management
Time Zone Settings

Vembu VMBackup User Guide
Backup Schedule Window
‘Backup schedule window' is a option that lets business users choose a time frame of their

choice during when backup jobs are paused and will resume once the time frame ends.
Users can also schedule if backup jobs can be scheduled to run on weekends or not.
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e Go to ‘Settings — Backup Schedule Window'
Schedule:

e Provide the start and end time of window when backup jobs will not run and click
save.
e By default, No Preference will be selected which can be changed when required.

@ Backup Schedule Window

Deon't run backups between these ® Mo Preference Select Window

hours
Start Time 11 v 59 ¥ PM ¥
End Time 12~ o0 v AM T
Applicable on All7ErE v

Vembu VMBackup User Guide
Bandwidth Throttling

Bandwidth throttling option enables user to limit network bandwidth used by backup jobs.
This helps in a balanced network usage in a work environment.

Note: If bandwidth throttling is configured in both client and backup server, then the
bandwidth throttling setting of backup server will be active over client settings for backup
jobs.

e Go to ‘Settings — Bandwidth Throttling'

Options to Bandwidth Throttle:

e When a user enables bandwidth throttling on client end, he will have two options to
choose from:
o Throttle bandwidth always
o Throttle bandwidth ‘From' - To'

Throttle bandwidth always- This option will keep the applied bandwidth limit always active.

Throttle bandwidth ‘From’ - ‘To'- This option allow user to specify a time frame during when

the applied throttling will be active.

e Users will also be asked to specify the maximum throttle limit on client machines that
ranges in: Kbps, Mbps, Gbps.

e In addition, a checkbox to disable throttling during weekends is provided; Which can
be enabled when required.
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l#” Client Side Bandwidth Throttling

Enable Bandwidth Throttling
Throttle bandwidth always
Throttle bandwidth
From: 0e 00 v AM ¥
To: o v oo T PM T

Disable Bandwidth Throttling during Weekend

Throttle each backup to maximum of 1 Mbps ¥

e Once done with selecting required configuration, click save.

Vembu VMBackup User Guide

User Management

This feature allow users to create and manage multiple user profiles for different roles to
access web-console.
e (o to ‘Settings — User Management'

List of Users:

e This page lists all users created with the following attributes detailed:
User name, Role, Accessed By, Access Privilege, Change Password and Delete User

List of Users

Username Role Accessed By Access Privilege Change Password Delete User
admin Admin Server Full Access &
.
User Creation:

e (lick ‘Create User'.
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Create User

Username
Access Privilege Admin
Password

Confirm Password

A pop-up box will be displayed with following options:
e User name- Provide user name to be created.

e Access privilege- By default, this is selected as Admin.
e Password- Password for user login
e Confirm Password- Confirm password provided

Once done providing details, click Create User.

Note: Users can also delete a created user, but will be required to provide the appropriate
user password assigned.

Vembu VMBackup User Guide

Time Zone Settings

This option lets user choose the time zone at which client backup reports are to be
maintained.

Note: By default, when a user logins for the first time after a fresh client installation, the

time zone settings will be asked which can then be changed via this option if required.

e (o to ‘Settings — Time Zone Settings'
Choose time Zone:

e Choose your appropriate time zone, in the ‘Select time zone' drop down box and
change it.
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Time zone is set to America/Indiana/Indianapolis
Mon 18 Apr 2016 06:40:26

Select Time Zone: (GMT-04:00) America/Indiana/Indianapolis v

Vembu VMBackup User Guide

Reports

Dashboard
Backup Job Report

Deleted Report
Software Update Report

Vembu VMBackup User Guide
Dashboard

e This page lists recent schedule status of backup jobs and current client activities.

A Recent schedule status of backup(s] (5
Job Name Last Backup Status Remarks
4vms_test Mon 18 Apr 2016 15:53:46 F Backup is in progress.

£ Client Activity [ current] [
JobName Backup Server(s) Last Backup
4yms_test 192.168.102.27 AV X

e You can also monitor backup/restore activities that are carried out in dashboard.
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oOverall Progress

Job Name
Backup Server
Warning
Reconnection Attempts - 0

Bandwidth Throttling not applied in client

- 4vms_test
- 192.168.102.27

Files Processed L of 4 [ 25% ]

VMware Virtual Machine backup is in progress...

00:02:15

Transfer Rate : -

Original Size : 132.54 MB

r Current Prog

Processed (so far) : 0 Bytes of 0 Bytes

Transfer Rate : -

Time Left : 00:00:00
Current File :

Uploaded Size : 0 Bytes

Status

Status
VirMac_5 37.44 MB Completed Last Backup
VirMac_6 = In progress
VirMac_4 - et to start
VirMac_3 ~ et to start

Remarks

Backup is in progress.

AV X

* To enhance backup parformance, dose this progress window and open it only
occasionally to check backup progress.

Vembu VMBackup User Guide
Backup Job Report

e Go to ‘Reports — Backup reports’
e The page lists every backup scheduled in client machine along with remarks for last
backup schedule.

Summary of Last Backup Reports

JobName

Click for details Badawsaiet)

Last Backup Plugin Type Remarks

4vms test 192.168.102.27 Mon 18 Apr 2016 06:29:22 WMware Plugin Backup completed successfully.

e Selecting a specific backup job will list a detailed history of backup report of the
specified backup job.

Backup Reports

L List All Backup Reports / s Backup Name = 4vms_test Listing 1to 25 of 238 jobs

Start Time Time Taken Size Successfull VMs Failed VMs Remarks
Q Mon 18 Apr 2016 06:23:46 5 minutes 309.1 MB 4 Q Backup completed successfully.
Hostname Virtual Machine Incremental Number Size Status Result Messages
192.168.102.24 VirMac_5 125 132,54 MB Success Backup Completed Successfully
192.168.102.24 VirMac_é 125 56.52MB Success Backup Completed Successfully
192.168.102.24 VirMac 4 124 3051 MB Success Backup Completed Successfully
192.168.102.24 VirMac_3 124 89.53MB Success Backup Completed Successfully
[+] Mon 18 Apr 2016 04:22:56 5 minutes 27659 MB Q Backup completed successfully.
[+] Mon 18 Apr 2016 02:16:29 & minutes 27208 MB Q Backup completed successfully.
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Vembu VMBackup User Guide
Deleted Report
e Go to ‘Reports — Deleted Backups'

e Avreport listing backup jobs that are deleted, specifying the backup name, deleted
name and delete status will be displayed.

Deleted Backup Report

Job Name Deleted Time Status Message

vm_test 4 Mon 18 Apr 2016 18:40:01 O Backup schedule vm_test_4 is scheduled for delete.

Vembu VMBackup User Guide

Software Update Report

e Go to 'Reports - Updates Downloaded '
e This page will list the update builds downloaded so far in client machine, specifying the
build name, version, build number, build type, OS type and file size.
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